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About This Guide

This Omni Switch AOS Release 6 Swvitch Management Guide describes basic attributes of your switch and
basic switch administration tasks. The softwaréufies described in this manual are shipped stansligind
your OmniSwitch 6400 Series, OmniSwitch 6850E Se@@d OmniSwitch 6855 Series, and OmniSwitch
9000E Series switches. These features are usednedying a switch for integration into a live netk
environment.

Supported Platforms

This information in this guide applies to the folimg products:

OmniSwitch 9000E Series (9700E and 9800E switches)
OmniSwitch 6400 Series

OmniSwitch 6855 Series

OmniSwitch 6850E Series

Unsupported Platforms

The information in this guide does not apply to thiéowing products:

OmniSwitch 9000

OmniSwitch (original version with no numeric modelme)
OmniSwitch 6800 Family

OmniSwitch 6600 Family

OmniSwitch 6850

OmniSwitch 7700/7800

OmniSwitch 8800

Omni Switch/Router

OmniStack

OmniAccess
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Who Should Read this Manual? About This Guide

Who Should Read this Manual?

The audience for this user guide are network adstrators and IT support personnel who need to
configure, maintain, and monitor switches and ruie a live network. However, anyone wishing tinga
knowledge on how fundamental software featuresnaptemented in the OmniSwitch Series switches
benefits from the material in this configuratioridg!

When Should | Read this Manual?

Read this guide as soon as your switch is up amaimg and you are ready to familiarize yourseltwit
basic software functions. You should have alredégsed through the first login procedures and thad
brief software overviews in th8etting Started Guide.

You should have already set up a switch passwaildarfamiliar with the very basics of the switch
software. This manual helps you understand theckigidirectory structure, the Command Line
Interface (CLI), configuration files, basic secyrigatures, and basic administrative functions. The
features and procedures in this guide helps fofouadation that allows you to configure more adwahc
switching features later.

What is in this Manual?

This configuration guide includes information abthé following features:

e Basic switch administrative features, such asdiliing utilities, procedures for loading new scdte,
and setting up system information (name of switlete, time).

e Configurations files, including snapshots, off-licenfiguration, time-activated file download.

e The CLI, including on-line configuration, commanddding help, syntax error checking, and line
editing.

e Basic security features, such as switch accessat@mtd customized user accounts.
e SNMP

* Web-based management (WebView)
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About This Guide What is Not in this Manual2

What is Not in this Manual?

The configuration procedures in this manual pritgarse Command Line Interface (CLI) commands in
examples. CLI commands are text-based commandstasednage the switch through serial (console
port) connections or via Telnet sessions. Thisgulodes include introductory chapters for alterreativ
methods of managing the switch, such as web-ba¥ethView) and SNMP management. However the
primary focus of this guide is managing the switatough the CLI.

Further information on WebView can be found in toatext-sensitive on-line help available with that
application.

This guide does not include documentation for tihenf¥ista network management system. However,
OmniVista includes a complete context-sensitivdina-help system.

This guide provides overview material on softwaratfires, how-to procedures, and tutorials thatleaab
you to begin configuring your OmniSwitch. Howeviéiis not intended as a comprehensive

reference to all CLI commands available in the GBmitch. For such a reference to all OmniSwitch AOS
Release 6 CLI commands, consult @rani Switch AOS Release 6 CLI Reference Guide.

How is the Information Organized?

Each chapter in this guide includes sections tatifgies the information requirements of casual
readers, rushed readers, serious detail-oriensstbrs, advanced users, and beginning users.

Quick Information. Most chapters includespecifications table that lists RFCs and IEEE specifications
supported by the software feature. In additiors table includes other pertinent information susmani-
mum and maximum values and sub-feature supporteStrapters includedefaults table that lists the
default values for important parameters along WithCLI command used to configure the parameter.
Many chapters includ@uick Steps sections, which are procedures covering the lsisfs required to get
a software feature up and running.

In-Depth Information. All chapters includ@verview sections on software features as well as on selected
topics of that software featur€opical sections may often lead intprocedure sections that describe how

to configure the feature just described. Many chiapincludetutorials or application examples that help
convey how CLI commands can be used together topsatparticular feature.
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Documentation Roadmap About This Guide

Documentation Roadmap

The OmniSwitch user documentation suite was dedigmsupply you with information at several critica
junctures of the configuration process. The follogvsection outlines a roadmap of the manuals tslash
you at each stage of the configuration processetadch stage, we point you to the manual or manual
that is most helpful to you.

Stage 1: Using the Switch for the First Time

Pertinent Documentation: Getting Started Guide
Release Notes

A hard-copyGetting Sarted Guide is included with your switch; this guide providasthe information
you need to get your switch up and running the finse. It provides information on unpacking theitst,
rack mounting the switch, installing NI modules|agking access control, setting the switch’s IPradd,
and setting up a password. It also includes sutowerview information on fundamental aspects ef th
switch, such as hardware LEDs, the software dirgatructure, CLI conventions, and web-based
management.

At this time you should also familiarize yourselitivthe Release Notes that accompanied your switch.
This document includes important information ortdea limitations that are not included in othermuse
guides.

Stage 2: Gaining Familiarity with Basic Switch Functions

Pertinent Documentation: Hardware Users Guide
Switch Management Guide

Once you have your switch up and running, you wéht to begin investigating basic aspects of its
hardware and software. Information about switclivare is provided in thieardware Guide. This guide
provide specifications, illustrations, and desaoip$ of all hardware components, such as chassiggip
supplies, Chassis Management Modules (CMMs), Neétwaderface (NI) modules, and cooling fans. It
also includes steps for common procedures, sucénasving and installing switch components.

The Switch Management Guide is the primary users guide for the basic softWeatures on a single
switch. This guide contains information on the sWitlirectory structure, basic file and directoryitigs,
switch access security, SNMP, and web-based maregethis recommended that you read this guide
before connecting your switch to the network.

Stage 3: Integrating the Switch Into a Network

Pertinent Documentation: Network Configuration Guide
Advanced Routing Configuration Guide

When you are ready to connect your switch to thevokk, you need to learn how the OmniSwitch
implements fundamental software features, suclDasl®, VLANs, Spanning Tree, and network routing
protocols. TheéNetwork Configuration Guide contains overview information, procedures, and edamon
how standard networking technologies are configimetie OmniSwitch.

The Advanced Routing Configuration Guide includes configuration information for networks i
advanced routing technologies (OSPF and BGP) aiticast routing protocols (DVMRP and PIM-SM).
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About This Guide Documentation Roadmap

Anytime

The OmniSwitch CLI Reference Guide contains comprehensive information on all CLI coamahs
supported by the switch. This guide includes syndafault, usage, example, related CLI command, and
CLI-to-MIB variable mapping information for all Cldommands supported by the switch. This guide can

be consulted anytime during the configuration pssde find detailed and specific information onteac
CLI command.
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Related Documentation About This Guide

Related Documentation

The following are the titles and descriptions ¢ftla¢ related OmniSwitch AOS Release 6 user manuals

Omni Switch 6400 Series Getting Sarted Guide

Describes the hardware and software proceduregetting an OmniSwitch 6400 Series switch up and
running. Also provides information on fundamentspects of OmniSwitch software and stacking
architecture.

Omni Switch 6850E Series Getting Started Guide

Describes the hardware and software proceduregefting OmniSwitch 6850E Series switches up and
running. Also provides information on fundamentgpacts of OmniSwitch software and stacking
architecture.

Omni Switch 6855 Series Getting Sarted Guide

Describes the basic information you need to ungaxckidentify the components of your OmniSwitch
6855 shipment. Also provides information on theéi@hiconfiguration of the switch.

Omni Switch 9000E Series Getting Started Guide

Describes the hardware and software procedureagetting an OmniSwitch 9000E Series switch up
and running. Also provides information on fundana¢aspects of OmniSwitch software architecture

Omni Switch 6400 Series Hardware User Guide

Complete technical specifications and procedurealfddmniSwitch 6400 Series chassis, power
supplies, and fans. Also includes comprehensivamnétion on assembling and managing stacked
configurations.

OmniSwitch 6855 Series Hardware User Guide

Complete technical specifications and procedurealfd®mniSwitch 6855 Series chassis, power
supplies, and fans.

Omni Switch 9000E Series Hardware User Guide

Complete technical specifications and procedurealf@mniSwitch 9000E Series chassis, power
supplies, and fans.
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About This Guide Related Documentation

e  OmniSwitch AOS Release 6 CLI Reference Guide

Complete reference to all CLI commands supportetherOmniSwitch. Includes syntax definitions,
default values, examples, usage guidelines andt&MIB variable mappings.

e OmniSwitch AOS Release 6 Switch Management Guide

Includes procedures for readying an individual skwior integration into a network. Topics include
the software directory architecture, image rollbpotections, authenticated switch access, managing
switch files, system configuration, using SNMP, aisthg web management software (WebView).

e OmniSwitch AOS Release 6 Network Configuration Guide

Includes network configuration procedures and detee information on all the major software
features and protocols included in the base soétywackage. Chapters cover Layer 2 information
(Ethernet and VLAN configuration), Layer 3 inforriwat (routing protocols, such as RIP), security
options (authenticated VLANS), Quality of Servi€goS), and link aggregation.

e OmniSwitch AOS Release 6 Advanced Routing Configuration Guide

Includes network configuration procedures and detee information on all the software features and
protocols included in the advanced routing softwaaekage. Chapters cover multicast routing
(DVMRP and PIM-SM), and OSPF.

e  OmniSwitch Transceivers Guide

Includes information on Small Form Factor Pluggdl8IEPs) and 10 Gbps Small Form Factor
Pluggables (XFPs) transceivers.

e Technical Tips, Field Notices
Includes information published by Alcatel-LucenCsstomer Support group.
* Release Notes

Includes critical Open Problem Reports, featureepiions, and other important information on the
features supported in the current release andimuitations to their support.
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User Manual CD About This Guide

User Manual CD

Some products are shipped with documentation ieclugh a User Manual CD that accompanies the
switch. This CD also includes documentation foreothlcatel-Lucent data enterprise products.

All products are shipped with a Product Documeanta@ard that provides details for downloading
documentation for all OmniSwitch and other Alcdtekent data enterprise products.

All documentation is ifPDF format and requires the Adobe Acrobat Reader jrogor viewing.
Acrobat Reader freeware is available at www.adama.c

Note. In order to take advantage of the documentations@ibal search feature, it is recommended that
you select the option faearching PDF files before downloading Acrobat Reader freeware.

To verify that you are using Acrobat Reader with ¢fiobal search option, look for the following faurttin

the toolbar:

Note. When printing pages from the documentation PDFsalect Fit to Page if it is selected in your
print dialog. Otherwise pages may print with sllglsgmaller margins.

Technical Support

An Alcatel-Lucent service agreement brings your pany the assurance of 7x24 no-excuses technical
support. You'll also receive regular software updab maintain and maximize your Alcatel-Lucent
product’s features and functionality and on-sitediaaare replacement through our global network of
highly qualified service delivery partners. Additadly, with 24-hour-a-day access to Alcatel-Lucsent’
Service and Support web page, you'll be able tondad update any case (open or closed) that yoal hav
reported to Alcatel-Lucent’s technical support, mpenew case or access helpful release notes,¢athn
bulletins, and manuals. For more information onadét-Lucent’s Service Programs, see our web page at
service.esd.alcatel-lucent.com, call us at 1-808-2896, or email us a&sd.support@alcatel-lucent.com
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1 Managing System Files

This chapter describes the several methods offeraimgy software files onto the OmniSwitch and htmwv
register those files for use by the switch. Thiaptkr also describes several basic switch managemen
procedures and discusses the Command Line Intef@ld¢ commands used.

¢ File Management (copy, secure copy, edit, renaarepve, change, and display file attributes)
e Directory Management (create, copy, move, remamame, and display directory information)

e System Date and Time (set system clock)

CLI commands are used in the configuration examdesnore details about the syntax of commands,
see thedmniSwitch AOS Release 6 CLI Reference Guide.

In This Chapter

Configuration procedures described in this chaipigude:
* “Loading Software onto the Switch” on page 1-20

e “Creating a File Directory on the Switch” on pag81-
e “Registering Software Image Files” on page 1-27

e “Setting the System Clock” on page 1-37

For related information about connecting a terminahe switch, see yo@etting Sarted Guide. For
information about switch command privileges, Sémpter 11, “Managing Switch Security.”
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File Management Specifications Managing System Files

File Management Specifications

The functionality described in this chapter is sapgd on the OmniSwitch Series switches unless
otherwise stated in the following Specificationisléaor specifically noted within any section ofghi

chapter.
File Transfer Methods FTP, FTPv6, TFTP, Zmodem.
Switch Software Utility OmniSwitch as an FTP ClieRT,P server or
TFTP Client.
Configuration Recovery Thidash/certified directory holds configurations that are certified a

the default start-up files for the switch. Theyli¢ used in the event of
a non-specified reload.

Switch flash Directory e 256 MB flash memory available for switch files aticectories
(OmniSwitch 6850E)

e 128 MB flash memory available for switch files atticectories
(OmniSwitch 6400, 6855, 9000E )
e Contains thecertified and orking directories.

File/Directory Name Metrics e 32 characters maximum for directory and file names
(OmniSwitch 6400, 6850E, 6855)
e 128 characters maximum for directory and file names
(OmniSwitch 9000E )
e 255 character maximum for a fully qualified path

File/Directory Name Characters Character typesiamged to a-z, A-Z, 0-9, dashes (-), dots (.), and
underlines ().

Maximum Number of Maximum of 244 files and/or directories allowedtlire root (flash)

Files/Directories directory.

Sub-Directories Up to seven sub-directories allowetlding flash.

Text Editing Vi standard UNIX editor. The Ed standi&iNIX editor is available in
the debug mode.

System Clock Set local date, time and time zoneyéisal Time Coordinate (UTC),
Daylight Savings (DST or summertime).

System Date Default Value THU JAN 01 1970 (Thursdayuary 1, 1970)
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Managing System Files Switch Administration Overview

Switch Administration Overview

The OmniSwitch has a variety of software featuresighed for different networking environments and
applications. Over the life of the switch, it isydikely that your configuration and feature sell whange
because the needs of your network are likely t@aspAlso, software updates become available from
Alcatel-Lucent. If you change your configurationupgrade your network, you must understand how to
install switch files and to manage switch directeri

The OmniSwitch Series switches have varying amotiosable flash memory as listed in the
specifications table. You can use this memory doesfiles, including executable files (used to @per
switch features and applications), configuratidesfi and log files.

You need to understand the various methods of hggfiles onto the switch for software upgrades and
new features. Once the files are on the switchCihiehas commands that allow you to load, copy, and
delete these files. The CLI also has commandsi§plalying, creating, and editing ASCII files dirlgodn
the switch. You may also want to establish a fitectory structure to help organize your files ba t
switch.

All the files and directories on the switch bedinae stamp. This is useful for switch administratio
because the time stamp allows you to tell at acglavhich files are the most recent. You can set the
system clock that controls these time stamps alsaseaither time based switch functions.

File Transfer

The switch can receive and send files by usingstrgiuistandard local and remote transfer methodsh Ea
of these methods is defined and explained. Beddedeansfers can involve logging onto the swifobm

a remote host, security factors, such as DNS resalwd Authenticated Switch Access requirements
should be considered.

User’s Host OmniSwitch

-/ 7

Il

File Transfer from User’s
Host to the OmniSwitch

File Transfer to OmniSwitch

It is not enough to simply transfer a file onto #vatch. Once files are on the switch, they must be
registered in order to become functional. The Omwiti$h has a directory structure that allows you to
install new software while maintaining a backupyopyour old configuration. This directory struotus
explained in théSwitch Directories” section on page 1-4
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Switch Directories

You can create your own directories in the switelsh directory. This allows you to organize your
configuration and text files on the switch. You @dso use thei command to create files. This chapter
tells you how to make, copy, move, and delete fiteh and directories.

Listing Directory: /flash

Directory: /flash/certified Directory: /flash/network (Files)
| | b
. . oot.params
(Files) (Files) cs_system.pmd

Directory: /flash/working boot.slot.cfg
| boot.cfg.1.err

(Files) swlog1.log
swlog2.log

Switch Flash Directory
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File and Directory Management

A number of CLI commands allow you to manage fdasyour switch by grouping them into
sub-directories within the switch’s flash directoffhese commands perform the same functions as file
management software applications (such as Micr@&sqgitorer) perform on a workstation. For
documentation purposes, we have categorized thenemahs into the following three groups.

e Directory commands allow you to create, copy, move, rem@@me, and display directories.
e Filecommands allow you copy, secure copy, edit, renaemove, change, and display file attributes.
e Utility commands display memory and system diagnosticrirdtion.

The following illustration representssample flash directory that contains three directoried six files at
the top level. The sample working directory anddbsified directory both hold five files. The sal@p
network directory holds one file.This sample flaltectory is used in the explanations of the doggt
file and utility CLI commands described in the @alling section.

The switch may show files and directories differigaim the ones shown in this example.

boot.params Sample Flash Directory
cs_system.pmd
Flash Files Network Directory
boot.slot.cfg
] boot.cfg.l.er# policy.cfg
swlogl.log
swlog2.log
Working Directory Certified Directory
Kadvrout.img Ksecu.img
Ksecu.img Kadvrout.img
Kbase.img Kos.img
Kos.img Kbase.img
i boot.cfg I boot.cfg
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To list all the files and directories in your curt@lirectory, use this command. Here is a sample display
of the flash directory.

-> 1s

Listing Directory /flash:

-rw 315 Jan 5 09:38 boot.params
drw 2048 Jan 5 09:22 certified/
drw 2048 Jan 5 09:22 working/

-rw 12 Dec 18 2030 boot.slot.cfg
drw 2048 Dec 27 2030 switch/

-rw 64000 Jan 5 09:37 swlogl.log
-rw 64000 Dec 27 2030 swlog2.log
-rw 256 Dec 27 2030 random-seed
drw 2048 Dec 18 2030 network/

40208384 bytes free

The following information describes the screen @diged by thés command:

The first column consists of three text charactéhe first character indicates whether the rowyeistr
a file (-) or a directory (d). The second and thildracters indicate the user’s read/write peronssi

drw 512 Oct 25 14:17 WORKING/
-rw 321 Oct 25 14:39 boot.params

Here, the first entry shows a directory (d) for efhthe user has read and write (rw) permissions. Th
second entry shows a file (-) for which the uses tead and write (rw) permissions.

The second column indicates the number of bytéasti memory the row entry occupies.

drw 512 Oct 25 14:17 WORKING/
-rw 321 Oct 25 14:39 boot.params

Here, the first entry shows that the directory USE2 bytes of flash memory. The second entry shows
that the file occupies 321 bytes of flash memory.

The third, fourth and fifth columns show the date éime the row entry was created or copied in& th
flash directory.

drw 512 Oct 25 14:17 WORKING/
-rw 321 Oct 25 14:39 boot.params

Here, the first entry indicates the file was crdaiecopied on April 22 at 05:23 hours. The second
entry indicates that the directory was createdopiedd on April 19 at 06:12 hours.

The column on the right lists the file or directorgme. Note that directory names end with a slgsh (
character.

drw 512 Oct 25 14:17 WORKING/
-rw 321 Oct 25 14:39 boot.params

Here, the first entry shows a directory named WOR®] the second entry shows a file named
boot.params.

The value shown at the bottom of the display ingisahe amount of flash memory remaining for use
in this directory (9.47 megabytes in the above glaijn
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Using Wildcards

Wildcards allow you to substitute symbotsdr ?) for text patterns while using file and directory

commands. The asterisk)(takes the place of multiple characters and tresgon mark characte?)

takes the place of single characters. More thannldeard can be used within a single text string.
Multiple Characters

An asterisk {) is used as a wildcard for multiple charactera text pattern. The following command will
list all entries in the current directory that emith the.log extension:

-> 1s *.log
Listing Directory /flash:
-rw 64000 Sep 21 19:49 swlogl.log
-rw 64000 Aug 12 19:06 swlog2.log
The following command lists all entries in the @t directory that contain theharacter.
-> 1lg *ix

Listing Directory /flash:

drw 2048 Aug 21 17:49 certified/
drw 2048 Aug 12 18:51 working/
-TwW 31 Jul 29 2001 policy.cfg
drw 2048 Jul 28 12:17 switch/

Single Characters

The question mark?j is used as a wildcard for a single charactertexaipattern. The following
command will locate all entries containiaglog followed byany single character and the.log extension.

-> 1ls swlog?.log
Listing Directory /flash:

-rw 64000 Jul 21 19:49 swlogl.log
-rw 64000 Aug 12 19:06 swlog2.log

The single and multiple character wildcards camded in combination. The following command lists al
entries containing the lettefollowed by any two single characters.

-> 1lg *i?°?
Listing Directory /flash:

drw 2048 Aug 12 18:51 working/
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Directory Commands

The directory commands are applied to the switehsfystem and to files contained within the filsteyn.
When you first enter the flash directory, your logg located at the top of the directory tree. Yioay
navigate within this directory by using the/d andcd commands (discussed below). The location of your
login within the directory structure is called yawrrent directory. You need to observe your login
location because when you issue a command, thamnemth applies only to directories and files in your
current directory unless another path is specified.

The following drawing is a logical representatidrtiee OmniSwitch file directory shown in the
illustration onpage 1-5

Flash Directory

Certified Directory Working Directory Network Directory (Files)

‘ ‘ boot.params
cs_system.pmd

(Files) (Files) (File) boot.slot.cfg
Ksecu.img Ksecu.img policy.cfg boot.cfg.1.err
Kos.img Kbase.img swlog.1.log
Keni.img boot.cfg swlog2.log
boot.cfg

Sample Switch Directory Tree

Determining Your Location in the File Structure

Use thepwd command to display the path to your current daomctWhen you first log into the switch,
your current directory is the flash directory. duenter thggwd command, the following will be
displayed:

-> pwd
/flash

->

The display shows the name of the current direcaoi its path. If your current directory is thetifed
directory and you enter thepvd command, the following will be displayed:

-> pwd
/flash/certified

=->

The display shows the path to your current dirgctor
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Changing Directories

Use thecd command to navigate within the file directory sture. Thecd command allows you to move
“up” or “down” the directory tree. To go down, yowust specify a directory located in your current
directory. The following command example presumas current directory is thélésh file directory as
shown in the directory opage 1-8&nd that you want to move down the directory teethe certified
directory.

->pwd
/flash
->cd certified

=->

To verify that your current directory has changedliash/certified, use theowd command and the
following will be displayed:

->pwd
/flash/certified

To move “up” the directory tree, use tbee command. Enteed.. (cd dot dot) without specifying a
directory name and your current directory will maygone directory level. If you ented without the
dots, your current directory will move to the tdptlee tree. The following example shows tiie
command used where the current directoryl &sti/certified.

->pwd
/flash/certified

-> cd
->

To verify that your current directory has movedth@ directory tree, use tipgvd command to display
your location. The display shows you have movednlevel from theffash/certified directory and that
your current directory idflash.

-> pwd
/flash

If you use thecd command while you are at the top of the directogg, thecd command will have no
effect on the location of your login. In other weydf you usecd while your current directory i$lAsh,
your current directory will remairilash after you execute thel command.
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Displaying Directory Contents

Thelsanddir commands have the same function. These two conmsrdisglay the contents of the current
directory. If you use thks or dir command while logged into th#dsh file directory of the switch as
shown ompage 1-8the following will be displayed:

-> dir

Listing Directory /flash:

drw 512 Oct 25 14:39 certified/

drw 512 Jul 15 14:59 NETWORK/

drw 512 Oct 25 14:17 WORKING/

-rw 321 Oct 25 14:39 boot.params
-rw 163258 Oct 2 11:04 cs_system.pmd
-rw 11 Jul 30 14:09 boot.slot.cfg
-rw 693 Oct 9 11:55 boot.cfg.l.err
-rw 0 Oct 28 11:14 swlogl.log

-rw 64000 Oct 29 09:12 swlog2.log

9467904 bytes free

If you specify a path as part of theor dir command, your screen will list the contents ofdirectory at
the specified path.

-> 1ls /flash/certified

Listing Directory /flash/certified:

drw 2048 Oct 12 11:16 ./

drw 2048 Oct 12 15:58 ../

-rw 2636 Oct 12 11:16 boot.cfg
-rw 860086 Oct 26 11:07 Kos.img
-rw 123574 Oct 14 10:54 Ksecu.img
-rw 123574 Oct 14 10:54 Keni.img

If you use thés or dir command while logged into thBdsh file directory of an OmniSwitch, the
following is an example of what will be displayed.

-> dir

Listing Directory /flash:

drw 1024 Nov 8 08:30 WORKING/

-rw 276 Nov 8 09:59 boot.params
-rw 4890749 Oct 21 21:43 cs_system.pmd
-rw 256 Nov 8 09:57 random-seed
-rw 64000 Nov 8 09:59 swlogl.log
drw 1024 Nov 8 08:31 certified/

drw 1024 Nov 8 08:29 NETWORK/

drw 1024 Nov 8 08:29 SWITCH/

-rw 222 Nov 8 09:59 boot.cfg.l.err
-rw 524288 Oct 31 10:51 u-boot.bin

-Tw 834497 Oct 31 10:50 miniboot.uboot
-rw 64000 Nov 8 10:56 swlog2.log

-rw 719 Nov 6 12:07 test020

-rw 199567 Nov 5 11:16 rule930.txt

63308800 bytes free
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If you specify a path as part of theor dir command, your screen will list the contents ofdivectory at

the specified path.

-> 1ls /flash/

Listing Directory /flash:

drw 1024 Nov 8 08:30
-rw 276 Nov 8 09:59
-rw 4890749 Oct 21 21:43
-rw 256 Nov 8 09:57
-rw 64000 Nov 8 09:59
drw 1024 Nov 8 08:31
drw 1024 Nov 8 08:29
drw 1024 Nov 8 08:29
-Trw 222 Nov 8 09:59
-rw 524288 Oct 31 10:51
-rw 834497 Oct 31 10:50
-rw 64000 Nov 8 10:56
-rw 719 Nov 6 12:07
-rw 199567 Nov 5 11:16

63308800 bytes free

Making a New Directory

WORKING/

boot .params
cs_system.pmd
random-seed
swlogl.log
certified/
NETWORK/
SWITCH/
boot.cfg.l.err
u-boot .bin
miniboot .uboot
swlog2.log
test020
rule930.txt

To make a new directory use tldir command. You may specify a path for the new dingct
Otherwise, the new directory will be created inyourrent directory. The syntax for this command
requires a slast)(and no space between the path and the new diyatame. Also, a slash) (s required
at the beginning of your path specification.

Note. Your login account must have write privileges teexte thenkdir command.

The following command makes a new directory inwiloeking directory on an OmniSwitch:

-> mkdir /flash/working/newdirl

Flash Directory

Working Directory
(Files) . .
Ksecu.img newdir1 Directory
Kbase.img
boot.cfg

This drawing represents the content of fiash/working directory after the new directory is added.
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Displaying Directory Contents Including Subdirectories

Thels-r command displays the contents of your currentctrgy in addition to recursively displaying all
subdirectories. The following example shows thelltes thels-r command where thélash/working
directory contains a directory nameewdir 1. Be sure to include a space betwésand-r.

-> 1ls -r /flash/working

Listing Directory /flash/working:

drw 2048 Oct 14 17:14 ./
drw 2048 Oct 14 17:12 ../
drw 2048 Oct 14 17:14 newdirl/
-rw 2636 Oct 12 11:16 boot.cfg
-rw 123574 Oct 14 10:54 Kbase.img
-rw 123574 Oct 14 10:54 Ksecu.img

Listing Directory /flash/working/newdir:

drw 2048 Oct 14 17:14 ./
drw 2048 Oct 14 17:14 ../

Copying an Existing Directory

Thecp -r command recursively copies directories, as wetlrasassociated subdirectories and files.
Before using this command, you should make surehygwe enough memory space in your target
directory to hold the new material you are copying.

Note. Your login account must have write privileges teexte thecp -r command.

In this example, a copy of the working directorgaail its contents will be created in the certified
directory of an OmniSwitch. The destination diregtmust exist before thep -r command will work.

->cp -r /flash/working flash/certified/working

Flash Directory

Working Directory Certified Directory
(Files) (Files) Working Directo
newdirl Directory  poot.cfg 9 ry

boot.cfg Kos.img ‘

Kbase.img Keni.img

Ksecu.img Ksecu.img ‘ ‘
bog;“c‘:;) newdir1 Directory
Kbase.img
Ksecu.img
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To verify the creation of the new directory, uselth-r command to produce a list of the contents of the
certified directory. This list will include the &k that were originally in the certified directquiys the
newly created copy of the working directory anditalicontents.

->1ls -r /flash/certified

Listing Directory /flash/certified

drw 2048 Oct 12 16:22 ./
drw 2048 Oct 15 10:16 ../
-rw 4347 Oct 2 12:25 boot.cfg
-rw 844217 Oct 25 14:21 Kos.img
-rw 4658 Oct 25 14:21 Keni.img

Listing Directory /flash/certified/working

drw 2048 Oct 14 17:14 ./

drw 2048 Oct 14 17:12 ../

drw 2048 Oct 14 17:14 newdirl/

-rw 4347 Oct 2 12:25 boot.cfg
-Tw 142830 Oct 25 14:17 Ksecu.img
-rw 2743945 Oct 25 14:16 Kbase.img
-rw 844217 Oct 25 14:17 Kos.img

Listing Directory /flash/certified/working/newdir:

drw 2048 Oct 14 17:14 ./
drw 2048 Oct 14 17:14 ../

Removing a Directory and its Contents

Thermdir command removes the specified directory andsatiantents. If the following command is
issued from the flash directory shown in the dranempage 1-8the working directory would be
removed from the certified directory.

->rm -r /flash/certified/working

Note. Your login account must have write privileges t@eexte the mdir command.
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File Commands

The file commands apply to files located in tflash file directory and its sub-directories.

Note. Each file in any directory must have a unique nalfngu attempt to create or copy a file into a
directory where a file of the same name alreadgtexyou will overwrite or destroy one of the files

Creating or Modifying Files

The switch has an editor for creating or modifyfilgs. The editor is invoked by entering thecommand
and the name of the new file or existing file thati want to modify. For example:

-> vi /flash/my file

This command puts the switch in editor moderfyr file. If my_file does not already exist, the switch
will create the file in the flash directory. In tediting mode, the switch uses command keystrolkeitas
to any vi UNIX text editor. For example, to quietkdit session and save changes to the file,Zypw®
return to the CLI prompt.

Copy an Existing File

Use thecp command to copy an existing file. You can spetlify path and filename for the original file
being copied as well as the path and filenamehfemew copy being created. If no path is specitiesl,
command assumes the current directory. The follgwimtax copies thi€os.img file from the working
directory to the certified directory.

->cp /flash/working/Kos.img /flash/certified

This second example presumes that the user’s dutirectory is theflash/working directory. Here, it is
not necessary to specify a path for the origidal fA copy ofK os.img will appear in theflash/certified
directory once the following command is executed.

->cp Kos.img /flash/certified

This third example presumes that the user’s cudiattory is the flash directory. To copy a fitea the
same directory where the file currently exists,ser must specify a new filename. The following
command will result in th& base.img file being copied into thdlash/working directory under the new
name ofnewfileimg. BothKosimg and its copynewfile.img will appear in theflash/working directory.

->cp /flash/working/Kbase.img newfile.img

In these examples, a new file will be written te #pecified or assumed path with the new filendme.
you do not specify a new filename, the new fild Wdve the same name as the copied file. If yoy eop
file to its own directory, you must specify a nalgriame. In each case, the file being copied withain
in its original location.

Note. You must have write privileges in order to exedhicp command.
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Secure Copy an Existing File

Use thescp command to copy an existing file in a secure manYieu can specify the path and filename
for the original file being copied as well as ttalpand filename for a new copy being createdo Ipath

is specified, the command assumes the currenttdigedf SCP is not enabled on the switch, use the
scp-sftp command to enable it. The following syntax copikésfthe image files in the working directory
from a remote switch 172.17.11.13 to the local virggldirectory:

-> scp admin@l172.17.11.13:/flash/working/*.img /flash/working
admin's password for keyboard-interactive method:

This second example helps copy all the image fites the user’s current working directory to thencge
switch’s working directory. A copy of all the imagjges will appear in theffash/working directory of the
remote switch 172.17.11.13, once the following canthis executed.

-> scp /flash/working/*.img admin@l72.17.11.13:/flash/working
admin's password for keyboard-interactive method:

Note. Thescp command prompts you to enter the admin passwarncer@ering the admin password, the
names and the path of the files being copied weiltllsplayed. SCP is not supported between Omni8witc
and Windows in the current release.

Note. You must have write privileges in order to exedbscp command.

Move an Existing File or Directory

Themove andmv commands have the same function and use the sartaxsUse these commands to
move an existing file or directory to another légat You can specify the path and name for thedile
directory being moved. If no path is specified, toenmand assumes the current path. You can also
specify a path and a new name for the file or dingcheing moved. If no name is specified, the txis
name will be used.

Note. Your login account must have write privileges te tisemove or mv command.

Flash Directory

| |

Certified Directory Testfiles Directory

(Files) (File)

Working Directory Network Directory testfile2

(Files) (File)
policy.cfg
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In this first example, the user’s current directmryhe flash directory. The following command synt
moves theestfile2 file from the user created testfiles directoryittie working directory as shown in the
illustration above. The screen displays a warnirag the file is being renamed (or in this caseireeted).

-> move /flash/testfiles/testfile2 /flash/working/testfile2
WARNING:renaming file /flash/testfiles/testfile2 -> /flash/working/testfile2

In the next example, the user’s current directerhe flash/testfiles directory as shown in the illustration,
so it is not necessary to specify a path for tleelféing copied. However, the command syntax sigscif
path to the destination directory. The screen digph warning that the file is being renamed.

-> move testfile2 /flash/working/newtestfile2
WARNING:renaming file /flash/working/newtestfile2 -> /flash/working/newtestfile2

In this third example, the user’s current directisrihe flash directory. Here, it is not necesgargpecify
a path for the destination file but a path mussecified for the original file. The screen disgay
warning that the file is being renamed.

-> move /flash/testfiles/testfile2 newfile2
WARNING: renaming file /flash/testfiles/testfile2 -> /flash/testfiles/newfile2

In each of the above examples, a new file will bigten to the specified or assumed path with the ne
filename. In each case, the file being copied kéllremoved from its original location.
Change File Attribute and Permissions

Thechmod andattrib commands have the same function and use the saraxsUse these commands
to change read-write privileges for the specifigel fThe following syntax sets the privilege foeth
configl.txt file to read-write. In this example, the user’srent directory is theflash file directory.

Note. You must have read-write privileges to a file t@obe that file's privileges.

To set the permission for tleenfigl.txt file to read-only, use the following syntax.
-> chmod -w /flash/configl.txt
To set the permission for tlvenfigl.txt file to read/write, use the following syntax.

-> chmod +w /flash/configl.txt

Delete an Existing File

The delete command deletes an existing file. If yse thedelete command from the directory containing
the file, you do not need to specify a path. If ywa in another directory, you must specify thé @atd
name for the file being deleted. The user of thimmand must have write privileges for any file loein
deleted.

-> delete /flash/config.txt
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Managing Files on Switches

On OmniSwitch stackable switches, you can copiediiom a non-primary switch to the primary switch
in a stack using thecp command. To use this command, emtgr followed by the slot number of the
non-primary switch, the path and file name of tberse file on the non-primary switch, and the desti
tion file name on the primary switch.

For example, to copy thHeoot.params file to the/flash directory on Switch 4 in a stack to the primary
switch and name hoot.params.bak, enter:

-> rcp 4:/flash/file.txt file.txt

On OmniSwitch chassis-based switches, you can adid from a secondary management module to a
primary management module or from a primary managemodule to a secondary management module
with thercp command. To use this command emtr followed the secondary management module of
the switch, the path and file name of the soureedin the secondary management module of the switch
and the destination file name on the primary mamege module of the switch.

For example, to copy thHeoot.paramsfile to the/flash directory on primary management module in a
switch and name hoot.params.bak enter:

-> rcp cmm-b:/flash/boot.params boot.params.bak

To delete a file on a secondary management modukemon-primary switch, use them command. To
use this command, entarm followed by the path and file name of the filetbhe secondary management
module of the non-primary switch to be deleted.

For example, to delete thmot.params file in the/flash directory on a secondary management module of
the non-primary switch, enter:

-> rrm 4 /flash/boot.params

To list the directory contents of a secondary manaent module of the non-primary switch, usertlse
command by enterings, followed by the path name of the directory yount@ display. (As an option,
you can also specify a specific file name to beldiged.)

For example, to display the contents of Athash directory on a secondary management module non-
primary switch, enter:

-> rls 4 /flash

A screen similar to the following will be displayed

-rw 327 Sep 13 16:46 boot .params
drw 1024 Sep 13 16:46 certified/
drw 1024 Sep 13 16:45 working/
-rw 64000 Sep 13 16:46 swlogl.log
-rw 64000 Sep 8 21:24 swlog2.log
drw 1024 Sep 13 16:45 switch/

drw 1024 Sep 10 17:34 network/
-rw 256 Sep 13 16:41 random-seed
drw 1024 Jun 22 1986 tk.dir/
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Utility Commands

The utility commands include eespace, fsck, andnewfs. These commands are used to check memory
and delete groups of files.

Displaying Free Memory Space

Thefreespace command displays the amount of free memory speaiable for use in the switch’s file
system. You may issue this command from any lonatidhe switch’s directory tree.

-> freespace
/flash 16480256 bytes free

Performing a File System Check

Thefsck command performs a file system check and canrepgierrors found. It displays diagnostic
information in the event of file corruption. Noteat thefsck command only applies to the primary and
secondary CMM in an OmniSwitch chassis-based switadhe primary and secondary switch in an
OmniSwitch stack.

There are two options available with tlsek commandno-repair andrepair. Specifying theno-repair
option performs only the file system check on fihash directory, whereas, specifying thepair option
performs the file system check on tifi@¢h directory and also repairs any errors found orfiteesystem.
If none of the options are specified, then iloer epair option is applied by default.

If you want to repair any errors found automaticathile performing the file system check, you must
specify the flash directory as follows:

-> fsck /flash repair

The screen displays the following output:

/flash/ - disk check in progress ...
/flash/ - Volume is OK
Change volume Id from 0x0 to Oxef2e3c

total # of clusters: 29,758
# of free clusters: 18,886
# of bad clusters: 0
total free space: 77,357,056
max contiguous free space: 55,451,648 bytes
# of files: 59
# of folders: 5
total bytes in files: 44,357,695
# of lost chains: 0
total bytes in lost chains: 0

While performing the repair operation, the switcitl display the errors found and specify those esro
that have been repaired. If there are no erronsdptinen just the file system information is digeld.
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Deleting the Entire File System

Thenewfs command deletes the flash file system and alfitbe and directories contained in it. This
command is used when you want to reload all fitethe file system.

Caution. This command will delete all of the switch’s systélas. All configurations programmed into
the switch will be lost. Do not use this commantkss you are prepared to relaatfiles.
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Loading Software onto the Switch

There are multiple methods for loading softwarartd from your switch. The method you use depends on
your workstation software, your hardware configioratand the location and condition of your switch.
These methods are discussed here.

o FTP Server—You can use the switch as an FTP server. If yme /@ P client software on your
workstation, you can transfer a file to the switictough FTP. This is nhormally done to load or upgra
the switch’s software or configurations. For detae'Using the Switch as an FTP Server” on
page 1-20

e TFTP Client—You can use the TFTP client functionality on anm@&witch 6400 to transfer software
to/from a TFTP server. For details seksing TFTP to Transfer Files” on page 1-25

e FTP Client—You can use the switch as an FTP client by commget terminal to the switch’s console
port and using standard FTP commands. This fe&uwseful in cases where you do not have access to
a workstation with an FTP client. For details Sgeing the Switch as an FTP Client” on page 1-21

e USB Flash Drive—You can copy files to and from an Alcatel-Luceattdied USB flash drive
connected to the CMM. The switch can also boot fthenimage files stored on the USB drive using
the disaster recovery feature. For details“se&ervice Software Upgrade - Stack-Based” on
page 5-32

e Zmodem—You can load software directly through the sepiadt with any terminal emulator that
supports the Zmodem protocol. Note that a Zmodamsfer of large files may take several minutes to
complete. For details s€gsing Zmodem” on page 1-26

Using the Switch as an FTP Server

The switch can act as an FTP server for receilag fransferred from your workstation. You can
transfer software files to the switch by using d&md FTP client software located on a host worlatat
This is normally done to load or upgrade the swdaftware.

Workstation OmniSwitch
-/
The FTP Client software Il
on the Workstation sends a
file fromthe Workstation to
the OmniSwitch
FTP Client FTP Server

OmniSwitch FTP Server

The following describes how to transfer files whtre switch is acting as an FTP server.

1 Logintotheswitch. Use your workstation's FTP client software jusyas would with any FTP
application. To log in to the switch, start yourF=€lient. Where the FTP client asks for “Name” eernhe
IP address of your switch. Where the FTP cliensdek“User ID”, enter the username of your login
account on the switch. Where the FTP client asksHassword”, enter your switch password.
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Note. If you are using Authenticated Switch Access (ASAg port interface must be authenticated for
FTP use and the username profile must have peonissiuse FTP. Otherwise the switch will not accept
an FTP login. For information about ASA, referGbapter 11, “Managing Switch Security.”

2 Specify thetransfer mode. If you are transferring a switch image file, youshspecify the binary
transfer mode on your FTP client. If you are trangig a configuration file, you must specify th&@ll
transfer mode.

3 Transfer thefile. Use the FTP “put” command or click the client’safidoad button to send the file to
the switch.

When you use FTP to transfer a file to the swithhb,file is automatically placed in the switchifkagh/
working directory. For details on using CLI commands taaging files once they are on the switch see
“File and Directory Management” on page 1-5

Note. You must use the binary mode (bin) to transfesftleough FTP.

Using the Switch as an FTP Client

Using the switch as an FTP client is useful in sagkere you do not have access to a workstatidm awit
FTP client. You can establish an FTP session lpdgllconnecting a terminal to the switch consold.po
You can also establish an FTP session to a remgtehsby using a Telnet session. Once you are ldgge
into the switch as an FTP client, you can use stahBTP commands.

Note. If you are using Authenticated Switch Access (ASAg port interface must be authenticated for
FTP and Telnet use. The login profile must alsoehgermission to use FTP. Otherwise the switchmuitl
accept an FTP login. For information about ASA asdr privileges, refer t6hapter 11, “Managing
Switch Security.”

Terminal

A dumb terminal usesthe FTP cli-
ent on the OmniSwitch to retrieve

- h File Server
afilefromafile server

OmniSwitch

[(commmmmmmmmnnr | o

FTP Client FTP Server
OmniSwitch FTP Client

Use the switchitp command to start its FTP client.
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1 Establish a connection to the switch as explainggur appropriat&etting Sarted Guide.

2 Log on to the switch and enter thip command to start the FTP client. Next, enter aJabdst name or
IP address. (For information about enabling the D&E®Iver for host names, please refeClapter 2,
“Logging Into the Switch) A screen similar to the following is displayed:

-> ftp 198.23.9.101

Connecting to [198.23.9.101]...connected
220 cosmo FTP server (UNIX(r) System V Release 4.1) ready
Name :

Note. You can only use a host name instead of an IP addir¢he DNS resolver has been configured and
enabled. If not, you must specify an IP address.

You can use th&p6 command followed by the IPv6 address or the hosénaf the FTPv6 server to start
an FTPv6 session over an IPv6 environment. For plem

-> ftp6 feB80::a200:20ff:fea8:8961 intfl
Connecting to [fe80::a00:20ff:fea8:8961]...connected
220 cosmo FTP server (UNIX(r) System V Release 4.1) ready

Name :

Note. It is mandatory to specify the name of the particllPv6 interface, if the FTPv6 server has been
specified using its link-local address.

3 Set the client to binary mode with then command. Enter a valid user name and passwolrttiédnost
you specified with thétp command. A screen similar to the following is désd:

Name: Jsmith

331 Password required for Jsmith
Password: ****%

230 User Jsmith logged in.

4 After logging in, you will receive th&p-> prompt. You may enter a question mark (?) to view
available FTP commands as shown here.

ftp->7?

Supported commands:

ascii binary bye cd delete
dir get help hash 1ls

put pwd quit remotehelp user
lpwd mput mget prompt Ils
lcd user

These are industry standard FTP commands. Theiitiefs are given in the following table:

ascii Set transfer type to ASCII (7-bit).

binary Set transfer type to binary (8-bit).

bye Close session gracefully.

cd Change to a new directory on the remote machine.
delete Delete a file on the remote machine.
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dir Obtain a long listing on the remote machine.

get Retrieve a file from the remote machine.

hash Print the hash symbol (#) for every block agadeansferred.
(This command toggles hash enabling and disabling.)

help Displays a list of FTP commands and their digdins.

Is Display summary listing of the current directary the remote
host.

put Send a file to the remote machine.

pwd Display the current working directory on the caenhost.

quit Close session gracefully.

remotehelp List the commands that the remote FT\Ressupports.

user Send new user information.

lpwd Display the current working directory on theabhost.

mput Allows for the transfer of multiple files out the local machine.

mget Allows for the transfer of multiple files intbe local machine.

prompt Toggles the query for use with the mput aggincommands.

lls Lists the contents (files and directories) daf thcal directory.

lcd Change to a new local directory

user Sends new user information.

If you lose communications while running FTP, yoaymeceive a message similar to the following:
Waiting for reply (Hit “C to abort)...........

In this case you can preSstl-C to abort the session or wait until the communarafailure is resolved
and the FTP transfer can continue.

Note. You must use the binary mode (bin) to transfesftlerough FTP.

Using Secure Shell FTP

1 Log on to the OmniSwitch and issue #fieo CLI command. The command syntax requires you to
identify the IP address for the device you are eating to. The following command establishes a &ecu
Shell FTP interface from the local OmniSwitch toaédress 10.222.30.125.

-> sftp 10.222.30.125
login as:

Note. If SFTP is not enabled on the switch, usedigesftp command to enable it.

You can use theftp6 command followed by the IPv6 address or hostnaintieecSFTPV6 server to start
an SFTPv6 session over an IPv6 environment. Fanpba

-> sftp6 feB80::a00:20ff:fea8:8961 intl
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login as:

Note. It is mandatory to specify the name of the patéicIPv6 interface, if the SFTPv6 server has been
specified using its link-local address.

2 You must have a login and password that is receghl the IP address you specify. When you enter

your login, the device you are logging in to, waljuest your password as shown here.

-> sftp 10.222.30.125
login as: rrlogin2

rrlogin2's password for keyboard-interactive method:

3 After logging in, you will receive theftp> prompt. You may enter a question mark (?) to view
available Secure Shell FTP commands and their itiefis as shown here.

sftp>?

Available commands:
cd path

lcd path

chmod mode path
help

get remote-path
1ls [pathl]]

In oldpath newpath

lmkdir path

lpwd

1s [pathl]

mkdir path

put local-path [remote-path]
pwd

exit

quit

rename oldpath newpath
rmdir path

rm path

symlink oldpath newpath

version
2

[local-path]

Change remote directory to 'path'
Change local directory to 'path!
Change permissions of file 'path' to 'mode'

Display this help text

Download file

Display local directory listing
Symlink remote file

Create local directory

Print local working directory
Display remote directory listing
Create remote directory

Upload file

Display remote working directory
Quit sftp

Quit sftp

Rename remote file

Remove remote directory

Delete remote file

Symlink remote file

Show SFTP version

Synonym for help

Note. Although Secure Shell FTP has commands similanearidustry standard FTP, the underlying

protocol is different.

Closing a Secure Shell FTP Session

To terminate the Secure Shell FTP session, issuxthcommand. The following will display:

-> exit

Connection to 11.333.30.135 closed.

This display indicates the Secure Shell FTP sesgitnIP address 11.333.20.135 is closed. Theigser
now logged into the OmniSwitch as a local devicthwo active remote connection.
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Using TFTP to Transfer Files

Trivial File Transfer Protocol (TFTP), a client-ger protocol, can be used to transfer files betwtben
TFTP server and client. TFTP client functionality the OmniSwitch is used to download files from or
upload files to the TFTP server within a LAN usihgtftp command.

The following is an example of how to start a TFSE3sion to download a file from a TFTP server:

-> tftp 10.211.17.1 get source-file boot.cfg destination-file /flash/working/
boot.cfg ascii

When you enter the above command the followingoastare performed:

e Establishes a TFTP session with the TFTP serv@11017.1.

e Downloads the boot.cfg file using the ASCII filamsfer mode.

e Saves the downloaded file contents to the boofilefgn the working directory of the TFTP client.

You can specify a path for the specified file aftthé file name is specified without a path thea th
current path lash) is used by default. If a destination filenamads specified, then the source filename
is used by default. A TFTP client supports two nwdgfile transfer: Binary mode and ASCII mode.
However, files are transferred using the Binary enby default.

A TFTP server does not prompt for a user to logid anly one active TFTP session is allowed at any
point of time.

Note. When downloading a file to the switch, the fileesinust not exceed the available flash space.
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Using Zmodem

A Zmodem application has been included with youit@wsoftware so that new programs and archives
can be uploaded through the switch’s serial congote There are generally two situations that woul
require you to use the switch’s console serial fitbad software by using Zmodem.

e Your system is having problems and the FTP transfgthod does not work.
e The switch’s Ethernet Management port is eitherfaottioning or not configured.

To use Zmodem, you must have a terminal emulatdraipports the Zmodem protocol. There are many
Zmodem products available that operate differenflyu should consult the user manual that came with
your terminal emulation software for details.

Note. If a file you are transferring already exists ie witch’s flash memory, you must remove the file
before transferring the new file through Zmodem.

Workstation OmniSwiich

-/ 7

([ EnsEnnErs o) |

Zmodemis used to transfer
afilefromaworkstation to
the OmniSwitch

Zmodem

Zmodem File Transfer

To transfer a file through Zmodem, complete théofeing steps:
1 Connect your terminal emulation device containimg Zmodem protocol to the switch’s console port.
2 Start the Zmodem process on your switch by exeguliarz command.
-> rz
A screen similar to the following will appear.

Upload directory: /flash
rz ready to receive file, please start upload (or send 5 CTRL-X's to abort).

**B000000023be50

3 Transfer the files by using your terminal emulatsmitware. The following will be displayed.
ZMODEM file transfer successful,
Hit <RETURN> to exit...

When the transfer is complete, you can usdgltemmand to verify that the new files were loaded
successfully. To abort a Zmodem session €dtel-X five times in succession.

Note. Files transferred through Zmodem are loaded iredlish directory. Before the new files can be
used by the switch, you must transfer them to wigch’s flash/working directory and reboot the switch.
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Registering Software Image Files

New software transferred to the switch must goubloa registration process before it can be usatdy
switch. The registration process includes two tasks

e Transfer the new software file(s) to the switclitash/working directory through remote connection.

e Restart the switch to register the software.

Directories on the Switch

When you log into the switch, your current diregtar the flash directory. For a factory default ®iuj
the flash directory contains three sub-directogied several files. It is important to understarel th
relationship of these directories before you loaftgare or edit any of the files. The three direigte are
described here:

e Certified directory—This directory contains configuration files tha¢ aertified as the default
start-up files for the switch. These are the tdistenfiguration and binary image files. They wi b
used in the event of a non-specified reload. Doatteimpt to edit these files. The path to thisatoey
is fflash/certified.

e Working directory—The working directory is a repository for configtioa files that you are
working on. If you are working on configurationdd to develop a custom switch application, you may
want to test them before certifying them as tha@ws default. To do this, you can boot from tHedi
in the working directory while preserving the filiesthe certified directory. When the files in the
working directory are tested and working propeylyu may certify them as the switch’s default files.
The files are then copied into the certified dioggtto replace the old ones. The path to this tlirgds
[/flash/working.

e Network directory—This directory holds files that may be requiredseyvers used for
authentication. Other files can be put into thiediory if desired. The path to this directoryflash/
network.

For more information on switch directories refeClioapter 5, “Managing CMM Directory Content.”
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Available Image Files

The following table lists the image files for then@iSwitch 6400 switches. Most of the files listeztda
are part of the base switch configuration. Filed gupport an optional switch feature are notetién
table.

Archive FileName Baseor Optional Software  Description

Gbase.img Base Software CMM Base

Geni.img Base Software NI image for all Ethernet-tijie
Gos.img Base Software CMM Operating System
Gsecu.img Optional Security CMM Security (AVLANS)

This table lists the image files for the OmniSwiGB60E Series switches. Most of the files listetelere
part of the base switch configuration. Files thgtort an optional switch feature are noted intétde.

Archive FileName Baseor Optional Software  Description

Kadvrout.img Optional Advanced Routing Advanced Rogti

Kbase.img Base Software Base Software

Keni.img Base Software Ethernet Images

K20s.img Base Software Operating System (When opey&ti 6850E Mode)
Ksecu.img Optional Security Security (AVLANS)

This table lists the image files for the OmniSwig365 switches. Most of the files listed here aa# pf
the base switch configuration. Files that supporbptional switch feature are noted in the table.

Archive FileName Baseor Optional Software  Description

Kadvrout.img Optional Advanced Routing Advanced Rogti
Kbase.img Base Software Base Software
Keni.img Base Software Ethernet Images
K2los.img Base Software Operating System
Ksecu.img Optional Security Security (AVLANS)

This table lists the image files for the OmniSwiBIO0E switch. Most of the files listed here arg p&
the base switch configuration. Files that supporoptional switch feature are noted in the table.

ArchiveFileName Baseor Optional Software  Description

Jadvrout.img Optional Advanced Routing CMM Advancealifng

Jbase.img Base Software CMM Base

Jeni.img Base Software NI image for all Ethernet-tije

Jos.img Base Software CMM Operating System

Jgos.img Base Software CMM Quiality of Service

Jrout.img Base Software CMM Routing (IP and IPX)

Jsecu.img Optional Security CMM Security (AVLANS)

rescue.img Disaster Recover Must be on USB FlasheDdsupport Disaster
Recovery
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Note. Diagnostic files may be present on the switch (thak2diag.img, Jdiag.img). However, these files
are not required for switch operation and can iel\seemoved to free up additional space on flash.
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Application Examples for File Management

The following sections provide detailed examplesnaihaging files and directories on the switch.

Transferring a File to the Switch Using FTP

In this example, the user is adding the AVLAN ségueature to an OmniSwitch 6850E Series switch.
To do this, the user must load tieecu.img image file onto the switch and then register tleelfy
rebooting the switch. The following steps desctibe to transfer the file from the user workstatiorthe
switch by using an FTP client on the workstation:

1 Load theKsecu.img file onto a workstation that contains an FTP dlien

You will normally receive the file from the Interpéhrough E-mail, or on CD media. Place the fike o
your workstation where it can be easily downloaded.

2 Run the FTP client software on your workstation.

Most workstations have an FTP client installed.dRé&d your manufacturer’s instructions for detaits
running the FTP application.

3 Log in to the switch from your FTP client.

Where the FTP client asks for Name, enter the tResd of your switch. Where the FTP client asks for
User ID, enter “admin”. Where the FTP client asiksPassword, enter “switch” or your custom
configured password.

4 Transfer the file from the workstation to the switry using the FTP client.

If you have a GUI FTP client, select tesecu.img file on your desktop and click the download buttién
you have a text only FTP client, use the FTP “mathmand to move the file from your desktop to the
switch. In either case, you must specify a bindeytfansfer because tlilesecu.img file is a binary file.
Once the transfer is complete, the file will appear in the switfllash/wor king directory.

5 Close the FTP session with the switch.

6 To verify that theK secu.img file is in the flash/working directory on the switch. Log onto the switch
and list the files in thellash/working directory.

-> ls /flash/working

Listing Directory /flash/working:

drw 2048 Aug 4 10:45 ./

drw 2048 Aug 5 14:05 ../

-rw 670979 Aug 5 14:44 Ksecu.img
-rw 2877570 Aug 4 10:33 Kbase.img
-Tw 727663 Aug 4 10:33 Keni.img
-rw 5519 Aug 4 10:34 Keni.img
-rw 880 Sep 31 13:05 boot.cfg

This list verifies that the file is located on theitch in the flash/working directory.
7 Reboot the switch to register the security Klsecu.img. The following will be displayed:
-> install Ksecu.img

renaming file temp.img -> /flash/working/Ksecu.img
Installation of Ksecu.img was successful.
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The features and services supported byKteeeu.img image file are now available on the switch.

Creating a File Directory on the Switch

In this example, the user wants to store seveséfites on the switch for use at a later date. Uber has
loaded the files into the switch'8adsh/working directory by using FTP. Rather than leaving thesfin
the working directory, the user may want to createew directory. The following steps describe how t
create a directory on the switch, how to transfesfinto the directory, and how to list the files.

1 Log onto the switch and use thekdir command to create a new directory called “resairce

-> mkdir resources

=->

2 Verify that the new directory was created usingltheommand. The “resources” directory is listed.

-> 1s

Listing Directory

-rw
drw
drw
-rw
-rw
drw
-rw
drw
-rw

308
2048
2048

64000
64000
2048
30
2048
0

Aug
Aug
Aug
Aug
Aug
Sep
Aug
Aug
Sep

/flash:

12
14
15
15
15
24
19
25
24

13:
:45
16:
16:
14:
07:

10

33

24
19
05
57

2023

16:
08:

25
00

boot .params
certified/
working/
swlogl.log
swlog2.log
switch/
policy.cfg
resources/
boot .cfg

3 Use thdscommand to list the contents of tiikagh/working directory.

-> 1ls /flash/working
Listing Directory /flash/working:

drw
drw
-rw
-rw
-rw
-rw

2048
2048
880
6

6

6

Aug
Aug
Sep
Aug
Aug
Aug

5 17:03
5 16:25
31 13:05 boot.cfg
5 17:03 testl.txt
5 17:03 test2.txt
5 17:03 test3.txt

-/

-/

4 Use themv command to move the test files froftash/working to flash/resour ces.

-> mv testl.txt /flash/resources
-> mv test2.txt /flash/resources
-> mv test3.txt /flash/resources
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5 Use thescommand to verify that the files are now locatedthie flash/resour ces directory.

-> 1ls /flash/resources
Listing Directory /flash/resources:

drw
drw
-rw
-rw
-rw

2048 Jul
2048 Jul
6 Jul
6 Jul
6 Jul

(G2 I C) O BN B )]

17995776 bytes free

17
16
17:
17:
17:

:20
: 25

03
03
03

-/

./
testl.txt
test2.txt
test3.txt

FTP Client Application Example

The following example shows how to transfer a figanedrrtext.txt from the switch’sflash/working
directory to another host by using the switch a§ &R client.

1 Log into the switch. Use tHe command to verify that your current directoryflagh.

-> 1s

Listing Directory

-rw
drw
drw
drw
-rw
-rw
-rw
-rw
-rw
-rw
drw
-rw
-rw

272 Jun
2048 Jun
2048 Jun
2048 Jul

10000 Jun
10000 Jun

445 Jun

7298 Jul
2662306 Jun

543 Jun
2048 Jun
1452 Jun
1452 Jun

/flash:

12
12
13
12
12
12
21
24
28
28
28
29
29

16480256 bytes free

15:
17:
12:
16:
15:
17:

11

16:

16

12:
17:
12:

12

57
52
32
22
58
50
:43
51
144
02
50
50
142

boot .params
certified/
working/
switch/
swlogl.log
swlog2.log
aaasnap
websnapl024
cs_system.pmd
aaapublic
newdir/
nssnap76
iesnap76

2 Use thecd command to change your current directoryftash/working. Use thds or pwd command

to verify.

-> cd working

-> 1s

Listing Directory /flash/working:

drw
drw
-rw

2048 Aug 3 12:32
2048 Aug 14 10:58
450 Aug 13 10:02 rrtestl.txt

-/

./
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3 Enter the FTP mode by using tlip command followed by the IP address or the nanteeohost you
are connecting to. (If you enter a host name, pleefer td‘Using Zmodem” on page 1-26

->ftp 10.255.11.101

220 Connecting to [10.255.11.101]...connected.
Cosmo Windows FTP server ready

Name: Myhostl

Note. You can only use a host name instead of an IP addir¢he DNS resolver has been configured and
enabled. If not, you must specify an IP address.

You can use th&p6 command followed by the IPv6 address or hostnatieeo-TPVv6 server to start an
FTPv6 session over an IPv6 environment. For example

-> ftp6 feB80::a200:20ff:fea8:8961 intfl

220 Connecting to [fe80::a00:20ff:fea8:8961]...connected.
Cosmo Windows FTP server ready

Name: Myhostl

Note. It is mandatory to specify the name of the patéicIPv6 interface, if the FTPv6 server has been
specified using its link-local address.

4 Enter a valid user name and password for the lmsspecified with thétp command. A screen
similar to the following is displayed:

Name (d) : Jsmith

331 Password required for Jsmith
Password: ****x%

230 User Jsmith logged in.

5 Use the FTP “put” command to transfer the file frgour switch to the host as shown here.
ftp> put rrtest.txt
The following will be displayed:

200 Port set okay

150 Opening BINARY mode data connection
Transferred 20 octets in 1 seconds.

226 Transfer complete

ftp>

6 To exit the switch’s FTP client mode, use the “g&TP command. Your current directory on the
switch is flash/working, which is the location from which you initiatedetR TP client session. Use the
pwd CLI command to verify your current directory.

ftp> quit
221 Bye

-> pwd
/flash/working
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Creating a File Directory Using Secure Shell FTP

The following example describes the steps necedeameate a directory on a remote OmniSwitch and t
transfer a file into the new directory by using @ecShell FTP.

1 Log on to the switch and issue tigp CLI command with the IP address for the device g
connecting to. The following command establish&eeure Shell FTP interface from the local
OmniSwitch to another OmniSwitch at IP address 29.20.125.

-> sftp 10.222.30.125
login as:

Note. If SFTP is not enabled, use ti®-sftp command to enable it.

You can use theftp6 command followed by the IPv6 address or hostnaimieecSFTPV6 server to start
an SFTPv6 session over an IPv6 environment. Fanpha

-> sftp6 feB80::a00:20ff:feaB8:8961 intl
login as:

Note. It is mandatory to specify the name of the particliPv6 interface, if the SFTPv6 server has been
specified using its link-local address.

2 You must have a login and password that is receghiizy the IP address you are logging in to. When
you enter your login, the device will request ypassword. Here, the login “rrlogin2” is used, tlgstem
requests a password.

-> sftp 10.222.30.125
login as: rrlogin2
rrlogin2's password for keyboard-interactive method:

Once the correct password is given and the logtoispleted, theftp> prompt is displayed. This
indicates that you are in the Secure Shell FTP naodemust, therefore, use the Secure Shell FTP
commands as listed qrage 1-24

3 Use thdscommand to display the contents of the target Gmuitch’s directory.
sftp> 1s
287 boot.params
2048 certified
2048 working
64000 swlogl.log
64000 swlog2.log30 policy.cfg
2048 network
206093 cs_system.pmd
2048 LPS
256 random-seed

4 Use themkdir command to create a new directory entitled “newsgdthe target OmniSwitch.
Remember you must specify the path for the newcttirg as follows:

sftp> mkdir /flash/newssdir

5 Use thdscommand again to list the contents of the curfigsh) directory. Note that the “newssdir”
directory appears toward the bottom of the follayviist.

sftp> 1s
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287 boot.params
2048 certified
2048 working
64000 swlogl.log
64000 swlog2.log30 policy.cfg
2048 network
206093 cs_system.pmd
2048 LPS
2048 newssdir
256 random-seed

Transfer a File Using Secure Shell FTP

To demonstrate how to transfer a file by usingSkeure Shell FTP, this application example consnue
from the previous example where a new directoryetfmewssdir” was created on a remote
OmniSwitch.

1 Use the Secure Shell FpRt command to transfer the file “testfilel.rr” frotmet local OmniSwitch to
the “newssdir” directory on the remote OmniSwit¥lou must specify the local path (where the file
originates) and the remote path (where the filgoisg) in the command syntax. The following command
is used:

sftp> put /flash/testfilel.rr /flash/newssdir

The following will be displayed to indicate thattfile was successfully transferred to tHash/newss-
dir on the target OmniSwitch.
Uploading /flash/testfilel.rr to /flash/newssdir/testfilel.rr

2 To verify that the file was transferred to the eatrdestination, use the Secure Shell Edleommand
to move your login to the newssdir directory. These thds command to list the contents of the
directory. The copied file is listed in the corréatectory as shown here.
sftp> cd newssdir
sftp> 1s

2048 .

2048 ..

31 testfilel.rr

Closing a Secure Shell FTP Session

To terminate the Secure Shell FTP session, issrexthcommand. The following will be displayed:

-> exit
Connection to 11.333.30.135 closed.

This display indicates the Secure Shell FTP sesgitnIP address 11.333.20.135 is closed. Theigser
now logged into the OmniSwitch as a local devicéhwio active remote connection.
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Verifying Directory Contents

To display a list of files, the following CLI commds may be used.

Is Displays the contents of a specified directoryhar ¢urrent working
directory.

dir Displays the contents of a specified directoryhar ¢urrent working
directory.

rls Displays the content of a non primary switch iriack.

For more information about these commands, se®mmeSwitch AOS Release 6 CLI Reference Guide.
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Setting the System Clock

The switch clock displays time by using a 24-hdock format. It can also be set for use in any time
zone. Daylight Savings Time (DST) is supportedgarumber of standard time zones. DST parameters
can be programmed to support non-standard timeszame time off-set applications.

All switch files and directories listed in the fladirectory bear a time stamp. This feature isuldef file
management purposes.

Setting Date and Time

You can set the local date, time zone, and timgdoir switch or you can also set the switch tooan
Universal Time Coordinate (UTC or GMT). If applidapyou can also configure Daylight Savings Time
(DST or Summertime) parameters.

Note. If you have multiple switches in a stack, you megtthe date and time on both the primary and the
secondary switch. Otherwise, if you experienceileofeer situation, the secondary switch’s time alade

will not match. You can use thiekeover command to switch between primary and secondaitgises to

set time and date. For more information on reduagarefer toChapter 5, “Managing CMM Directory
Content.”

Date

To display the current system date for your switeg thesystem date command. If you do not specify a
new date in the command line, the switch will digpthe current system date.

To modify the switch’s current system date, enterriew date with the command syntax. The following
command will set the switch’s system date to Ju)e2R02.

-> system date 06/23/2002

When you specify the date you must usentin@dd/yyyy syntax wher@nm is the monthdd is the day and
yyyy is the year. Months are specified as numbers fiirto 12. Days are specified as numbers from 1 to
31. You must use two digits to define the month #redday. You must use four digits to specify teary

Time Zone

To determine the current time zone or to specifig@ time zone for your switch, use the
system timezone command. This specifies the time zone for thedwdind sets the system clock to run
on UTC time (or Greenwich Mean Time). The followiisgdisplayed for the Pacific standard time zone:

-> system timezone
PST: (Coordinated Universal Time) UTC-8 hours

To set a new time zone for the system clock, useytsiem timezone command along with the appropri-
ate time zone abbreviation. Refer to the tablé&imabling DST” on page 1-4fbr time zone
abbreviations. The following command sets the systkock to run on Pacific standard time:

-> system timezone pst
PST: (Coordinated Universal Time) UTC-8 hours
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You may set the switch system clock to a time ihaffset from standard UTC time. For example, you
can set a time that is offset from UTC by incremsenitl5, 30, or 45 minutes. You must indicate Iphes
(+) or minus (-) character whether the time shdaddadded to or subtracted from the system timeseta
time that offsets UTC by adding 5 hours and 45 neisuuse the following command:

-> system timezone +05:45

Note that four digits must be used to specify dsatffor minutes, and the minutes must be specified
15, 30, or 45 minute increments. To specify the neinof hours offset from UTC (such as ten hours) us
the following command syntax:

-> system timezone +10

Values to specify hours for offset range from itigh +12.

Time

To display the current local time for your switcise thesystem time command. If you do not specify a
new time in the command line, the current systene tis displayed as shown:

-> system time
17:08:51 (PST)

To modify the switch’s current system time, enterdystem time command. When you specify the time
you must use thih:mm:ss syntax wheréah is the hour based on a 24 hour clock. Trime syntax
represents minutes asslrepresents seconds. You must use two digits taifggee minutes and two
digits to specify the seconds. The following comohavill set the switch’s system time to 10:45:00 a.m

-> system time 10:45:00
The following command will set the switch’s systéme to 3:14:00 p.m:

-> system time 15:41:00
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Daylight Savings Time Configuration

The switch can be set to change the system clackretically to adjust for Daylight Savings Time
(DST). There are two situations that apply depemain the time zone selected for your switch.

If the time zone set for your switch shows DST paters in the table gmage 1-40you need to only
enable DST on your switch by using the followingrmoand:

-> system daylight savings time enable

If the time zone set for your switclwes not show DST parameters in the tablegaye 1-40you must
specify the start, end, and change parameters$adr by using thesystem daylight savingstime
command. The following information is needed toc#fyeDST:

e The day of the week and month of the year when @#Tbegin.

e The position of that day in the month (for examfilest, second, third, fourth, or last Sunday o th
month).

e The hour and minute of the day at which DST willjive
e The day of the week and month of the year when B#Tend.

e The position of that day in the month (for examfilst, second, third, fourth, or last Sunday dof th
month).

e The hour and minute of the day at which DST willlen
e The number of hours the switch clock will be offf@tDST (one hour in most cases).

To set the switch DST parameters so that the alaltknove backone hour on thefourth Sunday of
September at11:00 p.m. and move forward on thfeurth Sunday of March at11:00 a.m., the following
command should be used:

-> system daylight savings time start fourth sun in Sept at 23:00 end fourth sun
in march at 11:00 by 1

For more details on syntax for this command, pleegs to theOmniSwitch AOS Release 6 CLI Refer-
ence Guide. You can also use the question matkdharacter in the command syntax to invoke the<CLlI
help feature as described in the “Using the CLIidutler of this manual.

Note. By default, Daylight Savings Time is disabled.

OmniSwitch AOS Release 6 Switch Management Guide ~ June 2013 page 1-39



Setting the System Clock Managing System Files

Enabling DST

When Daylight Savings Time (DST) is enabled, thé@awis clock will automatically set the default DST
parameters for the time zone specified on the $wvgtdor the custom parameters you can specify thigh
system daylight savingstime command. In this case, it is not necessary to ah#mgtime setting on the
switch when your time zone changes to and from D®Iverify the DST parameters for your switch, use
thesystem daylight savings time command. A screen similar to the following will Bisplayed:

-> system daylight savings time

Daylight Savings Time
(Coordinated Universal Time)
(DST) :

PST:

Daylight Savings Time
DST begins on the first sunday in april
DST ends on the last sunday in october

(DST)

is DISABLED.
UTC-8 hours

(a/
(10/

7)
27)

at 2:00
at 2:00

DST will change the time by +/- 1:00 hour (s)

The second line in the above display indicate<thabled/Disabled status of the DST setting on the
switch. The last three lines describe the datetiamel parameters for the selected time zone oruktom
parameters set with the CLI. To enable daylightregs/time use the following command:

-> system daylight savings time enable

Note. If your time zone shows “No default” in the “Timede and DST Information Table”, refer to
“Daylight Savings Time Configuration” on page 188 information on configuring and enabling DST.

The following table shows a list of supported tirmme abbreviations and DST parameters.

Time Zone and DST Information Table

Hoursfrom

Abbreviation | Name uTC DST Start DST End DST Change
nzst New Zealand +12:00 1st Sunday in Oct. 8td Sunday in Mar.| 1:00

2:00 a.m. at 3:00 a.m.
zpll No standard name +11:00 No default No default No defaul
aest Australia East +10:00 Last Sunday in OctLast Sunday in Mar. 1:00

at 2:00 a.m. at 3:00 a.m.
gst Guam +10:00 No default No default No default
acst Australia Central +09:30 Last Sunday in Oct. Last Sunday in Mar. 1:00

Time at 2:00 a.m. at 3:00 a.m.
jst Japan +09:00 No default No default No default
kst Korea +09:00 No default No default No default
awst Australia West +08:00 No default No default No default
zp8 China; +08:00 No default No default No default
Manila, Philippines

zp7 Bangkok +07:00 No default No default No default
zp6 No standard name +06:00 No default No default No déefaul
zp5 No standard name +05:00 No default No default No defaul
zp4 No standard name +04:00 No default No default No defaul
msk Moscow +03:00 Last Sunday in MarLast Sunday in Oct. 1:00

at 2:00 a.m. at 3:00 a.m.
eet Eastern Europe +02:00 Last Sunday in Mdrast Sunday in Oct. 1:00

at 2:00 a.m. at 3:00 a.m.
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Time Zone and DST Information Table (continued)

Hoursfrom
Abbreviation | Name uUTC DST Start DST End DST Change
cet Central Europe +01:00 Last Sunday in Makast Sunday in Oct. 1:00
at 2:00 a.m. at 3:00 a.m.
met Middle Europe +01:00 Last Sunday in MarLast Sunday in Oct. 1:00
at 2:00 a.m. at 3:00 a.m.
bst British Standard +00:00 Last Sunday in Mar.Last Sunday in Oct. 1:00
Time at 1:00 a.m. at 3:00 a.m.
wet Western Europe +00:00 Last Sunday in Matast Sunday in Oct. 1:00
at 1:00 a.m. at 3:00 a.m.
gmt Greenwich Mean | +00:00 No default No default No default
Time
wat West Africa -01:00 No default No default No default
zm2 No standard name -02:00 No default No default No defaul
zm3 No standard name -03:00 No default No default No defaul
nst Newfoundland -03:30 1st Sunday in Apr} dtast Sunday in Oct, 1:00
2:00 a.m. at 2:00 a.m.
ast Atlantic Standard | -04:00 2nd Sunday in Matr. 1st Sunday in Nov. at1:00
Time at 2:00 a.m. 2:00 a.m.
Eastern Standard | -05:00 2nd Sunday in Matr. 1st Sunday in Nov. at1:00
Time at 2:00 a.m. 2:00 a.m.
cst Central Standard | -06:00 2nd Sunday in Maf. 1st Sunday in Nov. at1:00
Time at 2:00 a.m. 2:00 a.m.
mst Mountain Standard| -07:00 2nd Sunday in Maf. 1st Sunday in Nov. at1:00
Time at 2:00 a.m. 2:00 a.m.
pst Pacific Standard -08:00 2nd Sunday in Maf. 1st Sunday in Nov. at1:00
Time at 2:00 a.m. 2:00 a.m.
astcam Atlantic Standard | -04:00 1st Sunday in Apr. @atLast Sunday in Oct. 1:00
Time 2:00 a.m. at 2:00 a.m.
Central America
estcam Eastern Standard | -05:00 1st Sunday in Apr. gt_ast Sunday in Oct. 1:00
Time 2:00 a.m. at 2:00 a.m.
Central America
cstcam Central Standard | -06:00 1st Sunday in Apr. @t_ast Sunday in Oct. 1:00
Time 2:00 a.m. at 2:00 a.m.
Central America
mstcam Mountain Standard| -07:00 1st Sunday in Apr. @tLast Sunday in Oct. 1:00
Time 2:00 a.m. at 2:00 a.m.
Central America
pstcam Pacific Standard -08:00 1st Sunday in Apr. @t_ast Sunday in Oct. 1:00
Time 2:00 a.m. at 2:00 a.m.
Central America
akst Alaska -09:00 1st Sunday in Apr.|atast Sunday in Oct. 1:00
2:00 a.m. at 2:00 a.m.
hst Hawaii -10:00 No default No default No default
zm1l No standard name -11:00 No default No default No defaul
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2 Logging Into the Switch

Logging into the switch can be done locally or réahn Management tools include: the Command Line
Interface (CLI), which can be accessed locally tigfothe console port, or remotely through Telnet,
WebView, which requires an HTTP client (browser)eoremote workstation; and SNMP, which requires
an SNMP manager, such as Alcatel-Lucent’'s OmniVistdP OpenView on the remote workstation.
Secure sessions are available using the Securkirgkeface; file transfers are done through FTP or
Secure Shell FTP.

In This Chapter

This chapter describes the basics of logging imostvitch to manage the switch through the Claldo
includes the information about using Telnet, FTiR] &ecure Shell in both IPv4 and IPv6 environments
for logging into the switch as well as informatiabout using the switch to start a Telnet or Se8irell
session on another device. It also includes inftionaabout managing sessions and specifying a DNS
resolver. For more details about the syntax ofregfeed commands, see @eniSwitch AOS Release 6

CLI| Reference Guide.

Configuration procedures described in this chaipigude:

e “Quick Steps for Logging Into the Switch” on pagd 2-

e “Using Telnet” on page 2-7

e “Using FTP” on page 2-9

e “Using Secure Shell” on page 2-11

¢ “Modifying the Login Banner” on page 2-19

e “Configuring Login Parameters” on page 2-21

e “Enabling the DNS Resolver” on page 2-22

® “Quick Steps for Configuring FIPS mode” on page 2-25
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Management access is disabled (except throughotiepte port) unless specifically enabled by a netwo
administrator. For more information about managemeness and methods, use the table here as a guide

For moreinformation about... See...

Enabling or “unlocking” management interface&etting Started Guide or
on the switch Chapter 11, “Managing Switch Security”

Authenticating users to manage the switch ~ Chapter 11, “Managing Switch Security”

Chapter 10, “Managing Switch User Accounts”
Chapter 6, “Using the CLI”

Chapter 12, “Using WebView”

Chapter 3, “Using SNMP”

Creating user accounts directly on the switch
Using the CLI
Using WebView to manage the switch

Using SNMP to manage the switch

Login Specifications

Platforms Supported

OmniSwitch 6400, 6850E, 6858080

Telnet clients supported

Any standard Telnet client

FTP clients supported

Any standard FTP client

HTTP (WebView) clients supported — Internet Explorer for Windows NT, Windows
XP, and Windows 2000, version 6.0

— Netscape for Windows NT, Windows XP, and
Windows 2000, version 7.1

— Netscape for Sun OS 2.8, version 4.79

— Netscape for HP-UX 11.0, version 4.79
Any standard Sedue# Sient

Password
DSA Public Key

Any standard SNMP manageh(as HP
OpenView)

Secure Shell clients supported

Secure Shell DSA public key authentication

SNMP clients supported

OmniSwitch AOS Release 6 Switch Management Guide ~ June 2013

page 2-2



Logging Into the Switch

Login Defaults

Login Defaults

Access to managing the switch is always availat@éHeadmin user through the console port, even if

management access to the console port is disabled.

Parameter Description Command Default
Session login attempts allowedsession login-attempt 3 attempts
before the TCP connection is

closed.

Time-out period allowed for  session login-timeout 55 seconds
session login before the TCP

connection is closed.

Inactivity time-out period. The session timeout 4 minutes

length of time the switch can
remain idle during a login
session before the switch will
close the session.

The following table describes the maximum numbesesfsions allowed on an OmniSwitch:

Session 9000E 08648228?_)658505
Telnet (v4 or v6) 4 4
FTP (v4 or v6) 4 4
SSH + SFTP (v4 or v6 secure sessions) 8 8
HTTP 4 4
Total Sessions 20 20
SNMP 50 50
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Quick Steps for Logging Into the Switch

The following procedure assumes that you haveséte switch as described in yddmni Switch Getting
Sarted Guide andHardware Users Guide. Setup includes:

e Connecting to the switch through the console port.
e Setting up the Ethernet Management Port (EMP) tjindbe switch’s boot prompt.

e Enabling (or “unlocking”) management interfacesaygTelnet, FTP, HTTP, SNMP, and Secure Shell)
through theaaa authentication command for the interface you are using. Note Ttedet, FTP, and
Secure Shell are used to log into the switch’s CamagirLine Interface (CLI). For detailed
information about enabling session types,Gkepter 11, “Managing Switch Security.”

1 If you are connected to the switch through the otmport, your terminal will automatically display
the switch login prompt. If you are connected rezhgtyou must enter the switch IP address in your
Telnet, FTP, or Secure Shell client (typically tReor IPv6 address of the EMP). The login prompetth
displays.

2 At the login prompt, enter tredmin username. At the password prompt, enteistviech password.
(Alternately, you can enter any valid username gasbsword.) The switch’s default welcome banner will
display, followed by the CLI prompt.

Welcome to the Alcatel-Lucent OmniSwitch 6000
Software Version 6.3.1.733.R01 Development, October 05, 2007.

Copyright (¢), 1994-2007 Alcatel-Lucent. All Rights reserved.

OmniSwitch(TM) is a trademark of Alcatel-Lucent registered
in the United States Patent and Trademark Office.

You are now logged into the CLI. For informatioroabchanging the welcome banner, Sdedifying
the Login Banner” on page 2-19

For information about changing the login prompg Saapter 6, “Using the CLI.”

For information about setting up additional usercamts locally on the switch, s&hapter 10, “Manag-
ing Switch User Accounts.”
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Overview of Switch Login Components

Switch access components include access methodgédaces) and user accounts stored on the local
user database in the switch and/or on externakatitation servers. Each access method, except the
console port, must be enabled or “unlocked” onstiigch before users can access the switch thrauagh t
interface.

’ OmniSwitch

Server Il
I

q-I-I-I-I-I-H-I-I-l-l-l
local user
database

remote user

Login via Secure Shell, Telnet,
FTP, HTTP, or SNMP

local user
Login via the console port.

Switch Login Components

Management Interfaces

Logging into the switch can be done locally or réeho Remote connections can be secure or insecure,
depending on the method. Management interfacesredeled using theaa authentication command.

This command also requires specifying the extesaalers and/or local user database that will bd tse
authenticate users. The process of authenticaiagsuo manage the switch is called Authenticated
Switch Access (ASA). Authenticated Switch Accesdéscribed in detail iChapter 11, “Managing
Switch Security.”

An overview of management methods is listed here:

Logging Into the CLI

e Console port—A direct connection to the switch through the adagort. The console port is always
enabled for the default user account. For moreim&tion about connecting to the console port, see
your Omni Switch Hardware Users Guide.

e Telnet—Any standard Telnet client can be used for renagi to the switch. This method is not
secure. For more information about using Telnetcoess the switch, sédsing Telnet” on page 2-7

e FTP—Any standard FTP client can be used for remotaltgthe switch. This method is not secure.
See"Using FTP” on page 2-9

e Secure Shell—Any standard Secure Shell client can be usedefmote login to the switch. S&dsing
Secure Shell” on page 2-11
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Using the WebView Management Tool

e HTTP—The switch has a Web browser management inteféaagsers logging in through HTTP.
This management tool is called WebView. For moferimation about using WebView, see
Chapter 12, “Using WebView.”

Using SNMP to Manage the Switch

e SNMP—Any standard SNMP browser can be used for loggitmthe switch. Se€hapter 3, “Using
SNMP.”

User Accounts

User accounts can be configured and stored direatiyne switch, and user accounts can also be
configured and stored on an external authenticatguer or servers.

The accounts include a username and passworddltice] they also specify the user’s privileges or
end-user profile, depending on the type of useoat In either case, the user is given read-only o
read-write access to particular commands.

e | ocal User Database

Theuser command creates accounts directly on the switeeC8apter 10, “Managing Switch User
Accounts, for information about creating accounts on the slwit

e External Authentication Servers

The switch can be set up to communicate with eateanthentication servers that contain user
information. The user information includes usernai@ed passwords; it can also include privilege
information or reference an end-user profile name.

For information about setting up the switch to camimate with external authentication servers, kee t
OmniSwitch AOS Release 6 Network Configuration Guide.
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Using Telnet

Telnet can be used to log into the switch fromraate station. All of the standard Telnet commands a
supported by software in the switch. When Telneisisd to log in, the switch acts as a Telnet setfar
Telnet session is initiated from the switch itskifing a login session, then the switch acts aslaet
client.

Logging Into the Switch through Telnet

Before you can log into the OmniSwitch using a €elnterface, théelnet option of the

aaa authentication command must be enabled. Once enabled, any sthdbret client can be used to
log into the switch. To log into the switch, opewuy Telnet application and enter the switch’s |Erads
(the IP address will typically be the same as the @onfigured for the EMP). The switch’s welcome
banner and login prompt is displayed.

Note. A Telnet connection is not secure. Secure Sheldsmmended instead of Telnet or FTP as a
secure method of accessing the switch.

Starting a Telnet Session from the Switch

At any time during a login session on the switaby gan initiate a Telnet session to another switch
some other device) by using tteénet CLI command and the relevant IP address or hostnaiou can
also establish a Telnetv6 session by usingdhet6 command and the relevant IPv6 address or
hostname.

The following shows an example of telnetting to thiko OmniSwitch with an IP address of
10.255.10.123:

-> telnet 10.255.10.123
Trying 10.255.10.123...
Connected to 10.255.10.123.
Escape character is '*]'.
login :

The following is an example of telnetting to anat@enniSwitch with an IPv6 address of
fe80::a00:20ff:fea8:8961.

-> telneté fe80::a00:20ff:fea8:8961 intfl
Trying fe80::a00:20ff:feaB8:8961...
Connected to fe80::a00:20ff:feaB8:8961.
Escape character is '*]1'.

login :

Note. It is mandatory to specify the name of the patéicIPv6 interface, if the target has been spedifi
using the link-local address.
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Note. You can establish up to 5 concurrent IPv4 or IRalGdt client sessions. You can establish up to 4

concurrent IPv4 or IPv6 telnet sessions toward®mamiSwitch, that is, when the switch acts as aeteln
server.

Here, you must enter a valid username and passWmek login is complete, the OmniSwitch welcome
banner will display as follows:

login : admin
password

Welcome to the Alcatel-Lucent OmniSwitch 6000
Software Version 6.3.1.733.R01 Development, October 05, 2007.

Copyright (c), 1994-2007 Alcatel-Lucent. All Rights reserved.

OmniSwitch(TM) is a trademark of Alcatel-Lucent registered
in the United States Patent and Trademark Office.
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Using FTP

The OmniSwitch can function as an FTP server. Aapdard FTP client can be used.

Note. An FTP connection is not secure. Secure Shelldsmenended instead of FTP or Telnet as a secure
method of accessing the switch.

Using FTP to Log Into the Switch

You can access the OmniSwitch with a standard Fpffaation. To login to the switch, start your FTP

client. Where the FTP client asks for “Name”, ertex IP address of your switch. Where the FTP tlien
asks for “User ID”, enter the username of yourmogccount on the switch. Where the FTP client &sks
“Password”, enter your switch password.

You can use the switch as an FTP client in a cds@ewou do not have access to a workstation with a
FTP client. You can establish an FTP session lpdgllconnecting a terminal to the switch consold.po
You can also establish an FTP session to a remgtehsby using a Telnet session. Once you are ldgge
into the switch as an FTP client, you can use stahBTP commands.

You can use the switdtip command to start an FTP session followed by tlevaat IP address or
hostname, and tH&p6 command to start an FTPv6 session followed byeglelPv6 address or host-
name over an IPv6 environment. You have to spebi#yname of the particular IPv6 interface, if the
target has been specified using the link-local estslr

Note. If you are using Authenticated Switch Access (ASAe port interface must be authenticated for
FTP use and the username profile must have peonissiuse FTP. Otherwise the switch will not accept
an FTP login. For information about ASA, referGbapter 11, “Managing Switch Security.”

The following is an example of how to start an FSEBsion to an OmniSwitch with an IP address of
198.23.9.101.

->ftp 198.23.9.101

Connecting to [198.23.9.101]...connected
220 cosmo FTP server (UNIX(r) System V Release 4.1) ready
Name:

You need to enter a valid user name and passwottiédost you specified with tligpo command, after
which you will get a screen similar to the followgidisplay:

Name:Jsmith

331 Password required for Jsmith
Password: ***%x%*

230 User Jsmith logged in.

The following is an example of how to start an FERession to an OmniSwitch with an IPv6 address of
fe80::a00:20ff:fea8:8961.

-> ftp6 fe80::200:20ff:fea8:8961 intfl

Connecting to [fe80::a00:20ff:fea8:8961]...connected
220 cosmo FTP server (UNIX(r) System V Release 4.1) ready
Name :
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You have to enter a valid user name and passwortthéchost you specified with ttign6 command, after
which you will get a screen similar to the followidisplay:

Name :Jsmith

331 Password required for Jsmith
Password: *****

230 User Jsmith logged in.

Note. Itis mandatory to specify the name of the particliPv6 interface, if the target has been specified
using the link-local address.

After logging in, you will receive th&p-> prompt, where you can execute the FTP commandsaiba
supported on the switch. For further informatiofer¢o theOmniSwnitch AOS Release 6 CLI Reference
Guide.

Note. You must use the binary mode (bin) to transfer ienfilgs through FTP.
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Using Secure Shell

The OmniSwitch Secure Shell feature provides areemechanism that allows you to log in to a remote
switch, to execute commands on a remote devicetcanmbve files from one device to another. Secure
Shell provides secure, encrypted communicationa gleen your transmission is between two untrusted
hosts or over an unsecure network. Secure Sha#gisoagainst a variety of security risks including
following:

® |P spoofing

e |P source routing

e DNS spoofing

e |nterception of clear-text passwords and other Ogtatermediate hosts

e Manipulation of data by users on intermediate hosts

Secure Shell Components

The OmniSwitch includes both client and server congmts of the Secure Shell interface and the Secure
Shell FTP file transfer protocol. SFTP is a subsysbf the Secure Shell protocol. All Secure ShélPF
data are encrypted through a Secure Shell channel.

Since Secure Shell provides a secure sessiongthe&SShell interface and SFTP are recommended
instead of the Telnet program or the FTP protoesocbmmunications over TCP/IP for sending file
transfers. Both Telnet and FTP are available orOtmniSwitch but they do not support encrypted
passwords.

Note. Secure Shell can only be used to log into the $witananage the switch. It cannot be used for
Layer 2 authenticatiothrough the switch.

Secure Shell Interface

The Secure Shell interface is invoked when yourghtessh command, and the Secure Shellv6 interface
is invoked by using thesh6 command in an IPv6 environment. After the autluaniton process between
the client and the server is complete, the remetaf® Shell interface runs in the same way as Telne
Refer to“Starting a Secure Shell Session” on page 2el#dr detailed information.

Secure Shell File Transfer Protocol

Secure Shell FTP is the standard file transferqualtused with Secure Shell. Secure Shell FTP is an
interactive file transfer program (similar to tmelustry standard FTP) which performs all file tfans
operations over a Secure Shell connection.

You can invoke the Secure Shell FTP session bygukiesftp command, and the SFTPv6 session by
using thesftp6 command in an IPv6 environment. Once the authatiic phase is complete, the Secure
Shell FTP subsystem runs. Secure Shell FTP conaadttogs into the specified host, then enters an
interactive command mode. Refer‘&tarting a Secure Shell Session” on page Zet4letailed
information.
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Secure Shell Application Overview

Secure Shell is an access protocol used to edtagmured access to your OmniSwitch. The Securk She
protocol can be used to manage an OmniSwitch djrecit can provide a secure mechanism for
managing network servers through the OmniSwitch.

The drawing below illustrates the Secure Shell ¢peised as an access protocol replacing Telnet to
manage the OmniSwitch. Here, the user terminabisected through the network to the switch.

Secure Shell

([ emmmmm—] |
Il

Terminal OmniSwitch

Secure Shell Used as an Access Protocol

The drawing below shows a slightly different apation. Here, a terminal connected to a single
OmniSwitch, which acts as a Secure Shell clieanigntry point to the network. In this scenarie, th
client portion of the Secure Shell software is usadhe connecting OmniSwitch and the server pomio
Secure Shell is used on the switches or serveng lmanaged.

Secure Shell
Access Protocol

II/
([ e
([ )

Bt 6! 6

Secure Shell W

OmniSwitch Secure Secure Shell
Shell Client Server

Terminal

OmniSwitch as a Secure Shell Client
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Secure Shell Authentication

Secure Shell authentication is accomplished inrs¢ydases using industry standard algorithms and
exchange mechanisms. The authentication phasensiddl for Secure Shell and Secure Shell FTP. The
following sections describe the process in detail.

Protocol Identification

When the Secure Shell client in the OmniSwitch emts1to a Secure Shell server, the server acdepts t
connection and responds by sending back an ideatiifin string. The client will parse the server’s
identification string and send an identificatiorirgy of its own. The purpose of the identificatistnings is
to validate that the attempted connection was n@adlge correct port number. The strings also dedlae
protocol and software version numbers. This infdiomais needed on both the client and server dnles
debugging purposes.

At this point, the protocol identification stringse in human-readable form. Later in the authetitica
process, the client and the server switch to agtaoised binary protocol, which is machine readable
only.

Algorithm and Key Exchange

The OmniSwitch Secure Shell server is identifiecbhg or several host-specific DSA keys. Both the
client and server process the key exchange to ermaemmon algorithm for encryption, signature, and
compression. This key exchange is included in #®u& Shell transport layer protocol. It uses a key
agreement to produce a shared secret that cannigt®enined by either the client or the serveralon
The key exchange is combined with a signature hadhbst key to provide host authentication. Onee th
exchange is completed, the client and the servardancryption on using the selected algorithm agy k
The following elements are supported:

Host Key Type DSA

Cipher Algorithms AES, Blowfish, Cast, 3DES, Arcfp®ijndael
Signature Algorithms MD5, SHA1

Compression Algorithms None Supported

Key Exchange Algorithms diffie-hellman-group-excharghal

diffie-hellman-groupl-shal

Note. The OmniSwitch generates a 512 bit DSA host kegi@iél startup. The DSA key on the switch is
made up of two files contained in tH&ash/network directory; the public key is called
ssh_host_dsa_key.pub, and the private key is callesh_host_dsa_key. To generate a different DSA
key, use the Secure Shell tools available on ymix dr Windows system and copy the files to tthash/
network directory on your switch. The new DSA key will takffect after the OmniSwitch is rebooted.

Avuthentication Phase

When the client tries to authenticate, the sereteminines the process used by telling the clienthvh
authentication methods can be used. The clientieaeedom to attempt several methods listed by th
server. The server will disconnect itself from dfient if a certain number of failed authenticasare
attempted or if a time-out period expires. Autheaiion is performed independent of whether the &ecu
Shell interface or the SFTP file transfer protogdl be implemented.
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Connection Phase

After successful authentication, both the clierd #re server process the Secure Shell connection
protocol. The OmniSwitch supports one channel &mheSecure Shell connection. This channel can be
used for a Secure Shell session or a Secure SHRISESsSsion.

Using Secure Shell DSA Public Key Authentication

The following procedure is used to set up Secuedl $8SH) DSA public key authentication (PKA)
between an OmniSwitch and a client device:

Note. Note that if PKA fails, the user is prompted fopassword. This is the password that was specified
when the user name was created on the OmniSwitch.

1 Use the PuTTYgen SSH software on the client deldiggenerate a type SSH2 DSA private and public
key pair.

2 Do not save the public key on the client devicag$utTTYgen. Instead, copy the key from the
PuTTYgen public key window and paste the key intex file with the filenameserid_dsa.pub.
Specify a valid OmniSwitch user login name for tiserid portion of the filename. For example, the
following public key filename is for OmniSwitch uséhomas:

thomas_dsa.pub
3 Use PuTTYgen to save the private key on the clienice.

4 Verify that theuserid specified as part of the filename in Step 2 isléddwiser name on the
OmniSwitch. If the username does not already éxite switch configuration, create the user narite w
the appropriate privileges.

5 FTP in ASCII mode theserid_dsa.pub file from the client device to thiéash/networ k/pub
directory on the OmniSwitch. Create tiash/network/pub directory first if it does not already exist.

6 Using PUTTY software on the client device, acceSkl Shen Auth, and then select the private key
generated in Step 1 to start the authenticationga®

7 To enforce Secure Shell PKA on a switch usestheenfor ce pubkey-auth command.

Note. If a public key file (that isthomas_dsa.pub) exists in thdlash/network/pub directory on the

switch , PKA is still used even if this method oftlzentication was disabled using #sa enfor ce
pubkey-auth command. Rename, move, or delete the public keydiensure that PKA is disabled on the
switch.

Starting a Secure Shell Session

To start a Secure Shell session, issuestheommand and identify the IP address or hostnaméaéo
device you are connecting to.

You can use thesh6 command to start an SSHv6 session followed byédhevant IPv6 address or the
hostname, over an IPv6 environment.
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Note. You can only use a host name instead of an Ilreaddf the DNS resolver has been configured and
enabled. If not, you must specify an IP addrese.G3mpter 1, “Managing System File$gr details.

Note. Use of thecmdtool OpenWindows support facility is not recommendedrdvecure Shell
connections with an external server.

The following command establishes a Secure Sheeliface from the local OmniSwitch to IP address
11.133.30.135:

-> ssh 11.133.30.135
login as:

Note. If Secure Shell is not enabled on a switch, usedhenable command to enable it.

You must have a login and password that is receghlizy the IP address you specify. When you enter
your login, the device you are logging in to, wéljuest your password as shown here:

-> ssh 11.133.30.135
login as: rrloginl
rrloginl's password for keyboard-interactive method:

Once the Secure Shell session is established,ause the remote device specified by the IP addnes
a secure connection from your OmniSwitch.

Note. The login parameters for Secure Shell session lpgiameters can be affected by the
session login-attempt andsession login-timeout CLI commands.

The following drawing shows an OmniSwitch, usingadRiress 11.233.10.145, establishing a Secure Shell
session across a network to another OmniSwitchgu$! address 11.133.30.135. To establish thissess
from the console in the figure below, you would ttse CLI commands shown in the examples above.
Once you issue the correct password, you are loggedhe OmniSwitch at IP address 11.133.30.135.

i

OmniSwitch
11.133.30.135

6t 6! &

II/
([ EEa )
I
OmniSwitch

11.233.10.145

Console

Secur e Shell Session between Two OmniSwitches

To view the parameters of the Secure Shell sesisisme thevho command. The following will display:

-> who
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Session number = 0
User name = (at login),
Access type = console,
Access port = Local,
IP address = 0.0.0.0,
Read-only domains = None,
Read-only families = ,
Read-Write domains = None,

Read-Write families = ,

End-User profile =
Session number = 1

User name = rrloginl,

Access type = ssh,

Access port = NI,

IP address = 11.233.10.145,
Read-only domains = None,
Read-only families =,

Read-Write domains = All ,

Read-Write families s
End-User profile =

This display shows two sessions currently runninghe@ remote OmniSwitch at IP address 11.133.30.135
Session number 0 is identified as the console sessiBession number 1 indicates th&Jser nameis

rrloginl, thel P addressis 11.233.10.145, and tieccess type is “ssh” which indicates a Secure Shell
session.

Note. You can use thesh6 command followed by the IPv6 address or the hosénaf the SSHv6 server
to start an SSHv6 session. It is mandatory to $p#ué name of the particular IPv6 interface, & th
SSHv6 server has been specified using its linkHaddress.

Closing a Secure Shell Session
To terminate the Secure Shell session, issuexiiwommand. The following will display:

-> exit
Connection to 11.133.30.135 closed.

Using the example shown above, this display indg#iie Secure Shell session between the two switche
is closed. At this point, the user is logged irfite bbcal OmniSwitch at IP address 11.233.10.145.

Note. Establishing and closing the Secure Shellvé commedcs similar to that of the Secure Shell
connection.

Log Into the Switch with Secure Shell FTP

To open a Secure Shell FTP session from a localiSwitch to a remote device, issue &ig command
and identify the IP address or hostname for thécgeyou are connecting to.

You can use theftp6 command to start an Secure Shell FTPv6 sessicowietl by the relevant IPv6
address or hostname, over an IPv6 environment.
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Using Secure Shell

The following example describes how a Secure Shigliface is established from the local OmniSwitch

to IP addresso.222.30.125:

1 Log on to the OmniSwitch and issue #fieo CLI command. The command syntax requires you to
identify the IP address or hostname for the detdaghich you are connecting. The following command
establishes a Secure Shell FTP interface fromated OmniSwitch to IP address 10.222.30.125.

-> sftp 10.222.30.125
login as:

Note. If SFTP is not enabled, use thm-sftp command to enable it.

2 You must have a login and password that is receghiiz/ the IP address you specify. When you enter
your login, the device you are logging in to, waljuest your password as shown here.

-> sftp 10.222.30.125
login as: rrlogin2

rrlogin2's password for keyboard-interactive method:

Note. You can use thetp6 command followed by the IPv6 address or hostnaintieeoSFTPV6 server to
start an SFTPv6 session. It is mandatory to spéledyname of the particular IPv6 interface, if the
SFTPv6 server has been specified using its linklladdress. After logging in, you will receive tigp>
prompt. You can enter a question mark (?) to vieailable Secure Shell FTP commands and their defini

tions as shown here.

sftp>?

Available commands:
cd path

lcd path

chmod mode path
help

get remote-path
1ls [pathl]]

In oldpath newpath

lmkdir path

lpwd

1s [pathl]

mkdir path

put local-path [remote-path]
pwd

exit

quit

rename oldpath newpath
rmdir path

rm path

symlink oldpath newpath

version
2

[local-path]

Change remote directory to 'path'
Change local directory to 'path'
Change permissions of file 'path' to 'mode'

Display this help text

Download file

Display local directory listing
Symlink remote file

Create local directory

Print local working directory
Display remote directory listing
Create remote directory

Upload file

Display remote working directory
Quit sftp

Quit sftp

Rename remote file

Remove remote directory

Delete remote file

Symlink remote file

Show SFTP version

Synonym for help
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Note. Although Secure Shell FTP has commands similanedridustry standard FTP, the underlying

protocol is different. Se€hapter 1, “Managing System Filedgr a Secure Shell FTP application exam-
ple.

Closing a Secure Shell FTP Session

To terminate the Secure Shell FTP session, issrxthcommand. The following will display:

-> exit
Connection to 11.133.30.135 closed.

This display indicates the Secure Shell FTP sesgitnlP address 11.133.20.135 is closed. Theisser
now logged into the OmniSwitch as a local devicthwio active remote connection.

Note. Establishing and closing the Secure Shell FTPv@eoton is similar to that of the Secure Shell
FTP connection.
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Modifying the Login Banner

The Login Banner feature allows you to change #enler that displays whenever someone logs into the
switch. This feature can be used to display messalgeut user authorization and security. You can
display the same banner for all login sessionsoorgan implement different banners for differermito
sessions. You can display a different banner fgineinitiated by FTP sessions than for logingaiéd

by a direct console or a Telnet connection. Thawéfogin message looks similar to the following:

login : userl23
password

Welcome to the Alcatel-Lucent OmniSwitch 9000
Software Version 6.4.2.733.R01 Development, August 05, 2009.

Copyright (c¢), 1994-2007 Alcatel-Lucent. All Rights reserved.

OmniSwitch(TM) is a trademark of Alcatel-Lucent registered
in the United States Patent and Trademark Office.

Here is an example of a banner that has been ctiange

login : userl23
password

Welcome to the Alcatel-Lucent OmniSwitch 9000E
Software Version 6.4.4.733.R01 Development, August 05, 2010.

Copyright (¢), 1994-2007 Alcatel-Lucent. All Rights reserved.

OmniSwitch(TM) is a trademark of Alcatel-Lucent registered
in the United States Patent and Trademark Office.

*kkkkkxkkx*k*x*x [ OGIN ALERT *****kkkkkkkkkkkkdkhhdhhkkx

This switch is a secure device. Unauthorized
use of this switch will go on your permanent record.

Two steps are required to change the login barfiesse steps are listed here:
e Create a text file that contains the banner youtuwadisplay in the switch’Slash/switch directory.
e Enable the text file by entering thession banner CLI command followed by the filename.

To create the text file containing the banner tgatj can use the text editor in the switch. (See
Chapter 1, “Managing System File$gr information about creating files directly dmetswitch.) This
method allows you to create the file in thiagh/switch directory without leaving the CLI console
session. You can also create the text file usitexgediting software package (such as MS Wordpad)
transfer the file to the switch’'§lésh/switch directory. For more information about file transfesee
Chapter 1, “Managing System Files.”

If you want the login banner in the text file topdpto FTP switch sessions, execute the followihg C
command where the text filenaméefiisstbanner .txt.

-> session banner ftp /flash/switch/firstbanner.txt

If you want the login banner in the text file topapto CLI switch sessions, execute the followinigl C
command where the text filenameseésondbanner .txt.

-> session banner cli /flash/switch/secondbanner.txt
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If you want the login banner in the text file topipto HTTP switch sessions, execute the follow@id
command where the text filenametfiér dbanner .txt.

-> gession banner http /flash/switch/thirdbanner.txt

The banner files must contain only ASCII characterd should bear thext extension. The switch will
not reproduce graphics or formatting containedanftle.

Modifying the Text Display Before Login
By default, the switch does not display any texblethe login prompt for any CLI session.

At initial bootup, the switch creategpae banner .txt file in the flash/switch directory. The file is empty
and can be edited to include text that you warligplay before the login prompt.

For example:
Please supply your user name and password at the prompts.

login : userl23
password :

In this example, the pre_banner.txt file has beedified with a text editor to include tHtease supply
your user name and password at the prompts message.

The pre-banner text cannot be configured for FE3isas.

To remove a text display before the login promptete the pre_banner.txt file (it will be recreatedhe
next bootup and will be empty), or modify the pranber.txt file.
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Configuring Login Parameters

You can set the number of times a user can attanmgitccessfully to log in to the switch’s CLI by ngpi
the session login-attempt command as follows:

-> session login-attempt 5

In this example, the user can attempt to log ithéoCLI five (5) times unsuccessfully. If the usgtempts
to log in the sixth time, the switch will break tRi€P connection.

You can also set the length of time allowed fouecessful login by using theession login-timeout
command as follows:

-> session login-timeout 20

In this example, the user must complete the logicgss within 20 seconds. This means that the time
between a user entering a login name and the spitwdessing a valid password must not exceed 20
seconds. If the time-out period exceeds, the swifitltbreak the TCP connection.

Configuring the Inactivity Timer

You can set the amount of time that a user musgtdietive before the session times out. By defalu,
time-out for each session type is 4 minutes. Taghahe setting, enter tsession timeout command
with the type of sessiomrl(, http, orftp) and the desired number of minutes. In the follmvexample,
the CLI time-out is changed from the default to iBues.

-> gession timeout cli 8

This command changes the inactivity timer for nel €essions to 8 minute€urrent CLI sessionsare
not affected. In this example, current CLI sessions will be tthwait after 4 minutes. (CLI sessions are
initiated through Telnet, Secure Shell, or throtigh switch console port.)

For information about connecting to the CLI througginet or Secure Shell, s8édsing Telnet” on

page 2-7and“Using Secure Shell” on page 2-1Bor information about connecting to the CLI thghuhe
console port, see yo@etting Sarted Guide. For information about using the CLI in generak s
Chapter 6, “Using the CLI.”

Theftp option sets the time-out for FTP sessions. Fomgite, to change the FTP time-out to 5 minutes,
enter the following command:

-> session timeout ftp 5

This command changes the time-out for new FTP @essd 5 minutes. Current FTP sessions are not
affected. For more information about FTP sessiseg;Using FTP” on page 2-9

Thehttp option sets the time-out for WebView sessions.dx@mple, to change the WebView inactivity
timer to 10 minutes, enter the following command:

-> session timeout http 10

In this example, any new WebView session will hawéme-out of 10 minutes. Current WebView
sessions are not affected. For more informatioubiebView sessions, s€hapter 12, “Using
WebView.”
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Enabling the DNS Resolver

A Domain Name System (DNS) resolver is an optidmigrnet service that translates host names into IP
addresses. Every time you enter a host name wiggmlp into the switch, a DNS service must look g t
name on a server and resolve the name to an IRssldf¥ou can configure up to three IPv4 domain name
servers and three IPv6 domain name servers thidbevgueried in turn to resolve the host namell If a
servers are queried and none can resolve the host to an IP address, the DNS fails. If the DNE fai

you must either enter an IP or IPv6 address ineptd¢he host name or specify the necessary lookup
tables on one of the specified servers.

Note. You do not need to enable the DNS resolver seruibess you want to communicate with the
switch by using a host name. If you use an IP w6 l&ddress rather than a host name, the DNS resolve
service is not needed.

You must perform three steps on the switch to entii#d DNS resolver service.

1 Set the default domain name for DNS lookups withithdomain-name CLI command.
-> ip domain-name mycompanyl.com

2 Use thep domain-lookup CLI command to enable the DNS resolver service.
-> ip domain-lookup

You can disable the DNS resolver by usingribép domain-lookup command. For more information,
refer to theOmniSwitch AOS Release 6 CLI Reference Guide.

3 Specify the IP addresses of up to three servetstivitip name-server CLI command. These servers
will be queried when a host lookup is requested.

-> ip name-server 189.202.191.14 189.202.191.15 189.255.19.1

You can also specify IPv6 DNS servers to query bost lookup. The following example describes the
steps to enable the IPv6 DNS resolver service erswhitch.

1 Set the default domain name for IPv6 DNS lookupth wieip domain-name CLI command.
-> ip domain-name mycompanyl.com

2 Use theip domain-lookup CLI command to enable the IPv6 DNS resolver service
-> ip domain-lookup

You can disable the IPv6 DNS resolver by usingnhérm of theip domain-lookup command. For
more information, refer to th@mniSwitch AOS Release 6 CLI Reference Guide.

3 Specify the IPv6 addresses of up to three servighstheipv6 name-server CLI command. These
IPv6 servers will be queried when a host lookugguested.

-> ipvé name-server fe2d::2c £302::3del:1 flbc::202:£d40:£3

Note. You cannot use multicast, loopback, link-local amdpecified IPv6 addresses for specifying IPv6
DNS servers.
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Enabling the FIPS mode

Federal Information Processing Standards (FIP&nm®de of operation that satisfies security
requirements for cryptographic modules. It is auregment as per the National Institute of Standarus
Technology (NIST), FIPS 140-2 standard that stronygtographic algorithms has to be supported to
achieve FIPS compliance. When FIPS mode is enavgdmniSwitch, FIPS 140-2 compliant encryption
is used by the OmniSwitch devices in the variousagament interfaces such as SFTP, HTTP, SSh and
SSL.

These strong cryptographic algorithms ensure semmmrenunication with the device to provide
interoperable, high quality, cryptographically-bésecurity for IP networks through the use of
appropriate security protocols, cryptographic athans, and keys and prevent any form of hijacking/
hacking or attack on the device through the semwée of communication.

Note The FIPS mode is configurable through all thedHdser Interfaces: WebView, SNMP and CLI.

FIPS mode functionalities:
e FIPS operates in OpenSSL mode allowing only higlelyure and strong cryptographic algorithms.

e OpenSSH and Web Server which use the OpenSSL asmtlezlying layer for secure communications
also works in the FIPS mode.

e SNMPv3 supports secure AES and 3-DES. MD5 is riotvaid.
e The FIPS mode is enabled/disabled only with a rebbthe switch.

The SNMPv3 module as well as all switch managemestbcols such as SFTP, HTTP, SSH, and SSL
use the FIPS 140-2 compliant encryption algorithms.

FIPS Specifications

Encryption Algorithms Supported for ESP  DES-CBC 184
3DES-CBC - 192 bhits
AES-CBC - 128, 192, or 256 bits
AES-CTR - 160, 224, or 288 bits
Note: MD5 is not allowed.

Client To access an OmniSwitch in FIPS mode, a FIPS
supported client is required. For Example, Absolute
Telnet.

Platforms Supported OmniSwitch 6400, 6850E, 6858080

Access types SSH, SFTP, HTTP, SNMPV3

Note. Federal agencies can validate that the modulseénis covered by an existing FIPS 140-1 or FIPS
140-2 certificate that specifies the exact modalme, hardware, software, firmware, and/or applet
version numbers.
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FIPS Requirements

Location

FIPS mode is stored in a new fflash/switch/
fips.conf.

Random Number Generation

The Random Number Gene(RIG) in an
OmniSwitch is compliant with the OpenSSL FIPS
140-2 Security Policy Section 4.1. This is the
default RNG in an OmniSwitch irrespective of the
FIPS mode configuredhe resources/services/
kernel_services/random andresources/services/
kernel_services/randominit directories are
modified to ensure proper 128 bits of entropy for
the RNG as specified by the OpenSSL FIPS 140-2
Security Policy.

Open SSL

External software OpenSSL is integratezhin
OmniSwitch software to provide the SSL
functionality. The OpenSSL 1.2.3 version that sup-
ports FIPS mode is compliant with the FIPS 140-2
Security Policy.

SSH/SFTP

OpenSSH is incoporated to provide S&hale
functionality. This software utilizes the OpenSSL
software for all its cryptographic operations. In
FIPS mode, these connections support only strong
cryptographic algorithms. Session establishment
with weak cryptographic algorithms is rejected.

SNMPv3

External server software is incorporatednn a
OmniSwitch to provide the SNMP functionality.
This software defines its own encryption and
hashing algorithms. To support FIPS mode, the
module is modified to use stronger encryption and
hashing algorithms from the OpenSSL software.
When operating in FIPS mode, the SNMP is not
compliant with RFC 3114.

Web Server

External server software is incorporateah
OmniSwitch to provide the Web Server
functionality. This software uses the OpenSSL
software for all its cryptographic operations.
Modifications in this module is required for
handling the new OpenSSL initialization.

Web based interface

The FIPS mode configurationpparted by the
Webview system page.

Command Line Interface

The cli commasydtem fips enableis used to
enable FIPS mode on the OmniSwitch.

Certificate and key requirements

Currently an Omirii@welease provides a default
certificate and key pair. A new certificate and key
pair has to be generated which has to be FIPS
compliant. This is used if no user specific
certificate/ key pair is found in the Flash diregto
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Quick Steps for Configuring FIPS mode
Prior to enabling the FIPS mode of communicatiamplete the following pre-requisites.

e The SSH/SFTP/SSL/SNMPv3 clients should suppors#weire FIPS standard cryptographic
algorithms to communicate with an OmniSwitch devaceFIPS mode.

e SNMPv3 communications in the FIPS mode should safyport SHA+AES or SHA+3DES
algorithms. Session establishment with MD5 or DESWd be rejected.

e User-specific certificates/ keys have to be geeerasing FIPS compliant cryptographic
algorithms. There are no checks in the OpenSSL feddwerify the FIPS compliance of the
certificate/keys in the flash.

e When takeover happens, management sessions withdtfrrimary will be disconnected. User will
have to reconnect to the new Primary.

The following procedure is used to configure thE&imode on the switch:

1 Enable the FIPS mode on an OmniSwitch using tHeviihg command.
-> system fips enable

/* the output of above CLI */

WARNING: FIPS mode has been enabled. System reboot required for the changes to
take effect.

2 Reboot the system, an reconfirmation message ptagisd. Type “Y” to confirm reload.
->reload working no rollback-timeout

->Confirm Activate (Y/N) : y

3 Use theshow system fips-statusto view the configured and running status of tHieS-mode on the
Switch.

-> show system fips-status
/* the output of above CLI */

FIPS mode Configured status: Enabled
FIPS mode Running status: Enabled

Note. show system fips-status iSthe only show command which displays the FIRSuston the
switch. The FIPS status is not displayed sh@w configuration snapshot command.

4 Disable insecure management interfaces such aetf €lhP manually after FIPS mode is enabled to
achieve a complete secure device.

5 Configure a user-id and password.
-> user snmpadmin password trustnol sha+3des

This user-id and password can be used to acce@saiSwitch in secure mode when FIPS is enabled on
the switch.

6 Access the OmniSwitch from the SSH/SFTP/SSL/SNMétiehts with encryption AES using the
user credentials defined.
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NoteA FIPS supported client such as Absolute Telnetlmansed to access the OmniSwitch

7 Use theshow user command to view the SNMP level configured for tiser.

-> show user = snmpadmin
User name = snmpadmin,
Password expiration = 12/22/2012 11:01 (30 days from now),
Password allow to be modified date = 12/25/2007 10:59 (3 days from now),
Account lockout = Yes (Automatically unlocked after 19 minute(s)from now),
Password bad attempts = 3,
Read Only for domains = None,
Read/Write for domains = Admin System Physical Layer2 Services policy Security ,
Read/Write for families = ip rip ospf bgp vrrp ip-routing ipx ipmr ipms ,
Snmp allowed = YES,
Snmp authentication = SHA,
Snmp encryption = DES
Console-Only = Disabled

A secure session of the user “snmpadmin” is estiabtl between the client and the OmniSwitch in FIPS
enabled mode.

8 FIPS mode can be disabled using $f&tem fips disable command. When the FIPS mode is disabled,
all other existing cryptographic algorithms will bepported. In addition to the existing algorithms,
SHA+AES and SHA+3DES will also be supported.

Note. Only user logins created in FIPS mode will be dblaccess the switch operating in FIPS mode and
other user access are rejected. However, whenlBt fode is disabled, there is no restriction enuer
access apart from other authentications applietth®misers.

Use the following commands to enable and view FHta8is and configure user-id and password:

system fips Enable or disable the FIPS mode on the switch.

show system fips-status Show the Configured and Running status of the Fi®8e on the
Switch.

user Configures or modifies user entries in the locarudatabase. Use the

no form of the command to remove the user from tlcalldatabase.

show user Displays information about all users or a particuiser configured in
the local user database on the switch.

For more information about the resulting displaysf these commands, see tH&\AA Commands”™
chapter in thé&mniSwitch AOS Release 6 CLI Reference Guide.

Examples of the above commands and their outpatgigen in the sectiorgee “Quick Steps for Config-
uring FIPS” on page 4.
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Verifying Login Settings

To display information about login sessions, ugeftilowing CLI commands:

who Displays all active login sessions (for examplensole, Telnet, FTP,
HTTP, Secure Shell, Secure Shell FTP).

whoami Displays the current user session.

show session config Displays session configuration information (for ewde., default

prompt, banner file name, inactivity timer, logimer, login attempts).

show dns Displays the current DNS resolver configuration atatus.

For more information about these commands, reférg®mni Switch AOS Release 6 CLI Reference
Guide.
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3 Using SNMP

The Simple Network Management Protocol (SNMP) ispplication-layer protocol that allows
communication between SNMP managers and SNMP agarda IPv4 as well as on an IPv6 network.
Network administrators use SNMP to monitor netwmpekformance and to manage network resources.

In This Chapter

This chapter describes SNMP and how to use it tiitdbe Command Line Interface (CLI). CLI

commands are used in the configuration examplesnéoe details about the syntax of commands, see th
OmniSwitch AOS Release 6 CLI Reference Guide.

Configuration procedures described in this chaipiglude:

e “Setting Up An SNMP Management Station” on pagé 3-
e “Setting Up Trap Filters” on page 3-5

e “Working with SNMP Traps” on page 3-13

This chapter also includes lists of Industry Staddmd Enterprise (Proprietary) MIBs used to martage
OmniSwitch.
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SNMP Specifications

The following table lists specifications for the BIR protocol.

RFCs Supported for SNMPv2 1902 through 1907 - SNMRYanagement Framework
1908 - Coexistence and transitions relating to SMMé&hd SNMPv2c

RFCs Supported for SNMPv3 2570 — Version 3 of therhret Standard Network Management
Framework
2571 — Architecture for Describing SNMP Managentematmeworks
2572 — Message Processing and Dispatching for SNMP
2573 — SNMPv3 Applications
2574 — User-based Security Model (USM) for verSdcBNMP
2575 — View-based Access Control Model (VACM) fod I8P
2576 — Coexistence between SNMP versions

Platforms Supported OmniSwitch 6400, 6850E, 6855080

SNMPv1, SNMPv2, SNMPv3  The SNMPv3 protocol is astegpdompatible with SNMPv1 and v2
and supports all the SNMPv1 and SNMPv2 PDUs

SNMPv1 and SNMPv2 Community Strings
Authentication

SNMPv1, SNMPv2 Encryption None

SNMPv1 and SNMPv2 SecuritySets and Gets
requests accepted by the switch

SNMPv3 Authentication SHA, MD5

SNMPv3 Encryption DES

SNMPv3 Security requests Non-authenticated Sets, Non-authenticated Get&atdNexts,

accepted by the switch. Authenticated Sets, Authenticated Gets and Gets\/&ttcrypted Sets,
Encrypted Gets and Get-Nexts

SNMP traps Refer to the table page 3-1For a complete list of traps and their
definitions.

Maximum number of SNMP ses50
sions that can be established on
an OmniSwitch.
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SNMP Defaults

The following table describes the default valuethef SNMP protocol parameters.

Parameter Description Command Default Value/Comments

SNMP Management Station snmp station UDP port 162, SNMPV3, Enabled
Community Strings snmp community map Enabled

SNMP Security setting snmp security Privacy all (highest) security
Trap filtering snmp trap filter Disabled

Trap Absorption snmp trap absorption Enabled

Enables the forwarding of traps to snmp trap to webview Enabled

WebView.

Enables or disables SNMP snmp authenticationtrap  Disabled

authentication failure trap forwarding.
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Quick Steps for Setting Up An SNMP
Management Station

An SNMP Network Management Station (NMS) is a wtatkien configured to receive SNMP traps from
the switch. To set up an SNMP NMS by using theawist CLI, proceed as follows:

1 Specify the user account name and the authenticgtpe for that user. For example:
-> user NMSuserV3MDSDES md5+des password **xxxxx*

2 Specify the UDP destination port number (in thisec8010), the IP address of the management station
(199.199.100.200), a user account name (NMSuserVEMES), and the SNMP version number (v3). For
example:

Note: The user account must already be created as dotedienStep 1 above.

-> snmp station 199.199.100.200 8010 NMSuserV3MDS5SDES v3 enable
Use the same command as above for specifying thedBdress of the management station. For example:

-> snmp station 300::1 enable

Note. Optional. To verify the SNMP Management Station, entersti@v snmp station command. The
display is similar to the one shown here:

-> show snmp station

ipAddress/udpPort status protocol user
——————————————————————————— e e e
199.199.100.200/8010 enable v3 NMSuserV3MD5DES
199.199.101.201/111 disable v2 NMSuserV3MD5
199.199.102.202/8002 enable vl NMSuserV3SHADES

-> show snmp station

ipAddress/udpPort status protocol user
——————————————————————————————————————————————————— R
172.21.160.32/4000 enable v3 abc
172.21.160.12/5000 enable v3 userl
0300:0000:0000:0000:0211:d8ff:fed47:470b/4001 enable v3 userz2
0300:0000:0000:0000:0211:d8ff:fe47:470c/5001 enable v2 abc

For more information about this display, see theNV8 Commands” chapter in ti@mniSnitch AOS
Release 6 CLI Reference Guide.
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Quick Steps for Setting Up Trap Filters

You can filter traps by limiting user access t@tc@mmand families. You can also filter accordiog t
individual traps.

Filtering by Trap Families

The following example will create a new user acdolihis account will be granted read-only privilege
to three CLI command families (snmp, chassis, atetfiace). Read-only privileges will be withheldrin
all other command families.

1 Set up a user account named “usermark2” by exegthiguser CLI command.
-> user usermark2 password ******

2 Remove all read-only privileges from the user actou
-> user usermark2 read-only none

3 Add read-only privileges for the snmp, chassis, iatetface command families.

-> user usermark2 read-only snmp chassis interface

Note. Optional. To verify the user account, enter #iww user command. A partial display is shown
here:

-> show user
User name = usermark2

Read right = 0x0000a200 0x00000000,
Write right = 0x00000000 0x000000OO,
Read for domains =,

Read for families = snmp chassis interface ,
Write for domains = None ,

Snmp authentication = NONE, Snmp encryption = NONE

The usermark2 account has read-only privilegegh®isnmp, chassis, and interface command families.

4 Set up an SNMP station with the user account “uaeki defined above.

-> snmp station 210.1.2.1 usermark2 v3 enable

Note. Optional.To verify the SNMP Management Station, enterdi@v snmp station command. The
display is similar to the one shown here:

-> show snmp station

ipAddress/udpPort status protocol user
——————————————————————————— e D it
210.1.2.1/162 enable v3 usermark?2

The usermark2 account is established on the SNkt stat IP address 210.1.2.1.
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Filtering by Individual Traps

The following example enables trap filtering foetboldstart, warmstart, linkup, and linkdown trapise
identification numbers for these traps are 0, Brig] 3. When trap filtering is enabled, these traiidhe
filtered. This means that the switch wibit pass them through to the SNMP management st&lbather
traps will be passed through.

1 Specify the IP address for the SNMP managemeribstand the trap identification numbers.

-> show snmp trap filter 210.1.2.1 0 1 2 3
-> snmp trap filter 300::1 1 3 4

Note. Optional. You can verify which traps withot pass through the filter by entering trenp trap
filter command. The display is similar to the one shoereh

-> show snmp trap filter
ipAddress trapId list

The SNMP management station with the IP addre@4@f1.2.1 willnot receive trap numbers 0, 1, 2,
and 3.

For trap numbers refer to thgsing SNMP For Switch Security” on page 3:-Fbr more information on
the CLI commands and the displays in these examésr to theDmniSwitch AOS Release 6 CLI Refer-
ence Guide.
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SNMP Overview

SNMP provides an industry standard communicatioadehused by network administrators to manage
and monitor their network devices. The SNMP modsirne:s two components, the SNMP Manager and
the SNMP Agent.

Network Management Station OmniSwitch

SNMP Manager SNMP Agent
SNMP Network M odel

e The SNMP Manager resides on a workstation hosting the managemegticagion. It can query agents
by using SNMP operations. An SNMP manager is conyncalled a Network Management System
(NMS). NMS refers to a system made up of a netvdenkice (such as a workstation) and the NMS
software. It provides an interface that allows agerrequest data or see alarms resulting frons tap
informs. It can also store data that can be useddtwork analysis.

e The SNMP Agent is the software entity that resides within thetstvion the network. It maintains the
management data about a particular network devideeports this data, as needed, to the managing
systems. The agent also responds to requeststtofrden the SNMP Manager.

Along with the SNMP agent, the switch also contditamagement Information Bases (MIBs). MIBs are
databases of managed objects, written in the SNM&ufe language, which can be monitored by the
NMS. The SNMP agent contains MIB variables, whielvdvalues the NMS can request or change using
Get, GetNext, GetBulk, or Set operations. The agantalso send unsolicited messages (traps omisfor
to the NMS to notify the manager of network coratis.

SNMP Operations

Devices on the network are managed through traesadbetween the NMS and the SNMP agent residing
on the network device (that is, switch). SNMP pdeag two kinds of management transactions,
manager-request/agent-response and unsoliciteficatiins (traps or informs) from the agent to the
manager.

In a manager-request/agent-response transact®$NMP manager sends a request packet, refereed to
a Protocol Data Unit (PDU), to the SNMP agent ia $stvitch. The SNMP agent complies with the request
and sends a response PDU to the manager. Thedpemagement requests are Get, GetNext, and
GetBulk requests. These transactions are usedjt@seinformation from the switch (Get, GetNext, or
GetBulk) or to change the value of an object instaon the switch (Set).

In an unsolicited notification, the SNMP agenthie switch sends a trap PDU to the SNMP manager to
inform it that an event has occurred. The SNMP rganaormally does not send confirmation to the
agent acknowledging receipt of a trap.
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Using SNMP for Switch Management

The Alcatel-Lucent switch can be configured usimg €ommand Line Interface (CLI), SNMP, or the
WebView device management tool. When configurirggtvitch by using SNMP, an NMS application
(such as Alcatel-Lucent’s OmniVista or HP OpenViesvised.

Although MIB browsers vary depending on which s@fte/package is used, they all have a few things in
common. The browser must compile the Alcatel-Lusavitch MIBs before it can be used to manage the
switch by issuing requests and reading statisiash MIB must be checked for dependencies and the
MIBs must be compiled in the proper order. Oncehttmavser is properly installed and the MIBs are
compiled, the browser software can be used to neatregswitch. The MIB browser you use depends on
the design and management requirements of youromnietw

Detailed information on working with MIB browsers heyond the scope of this manual. However, you
must know the configuration requirements of youBMlrowser or other NMS installation before you can
define the system to the switch as an SNMP station.

Setting Up an SNMP Management Station

An SNMP management station is a workstation coméiduo receive SNMP traps from the switch. You
must identify this station to the switch by usihg $nmp station CLI command.

The following information is needed to define anMBRImanagement station.
e The IP address of the SNMP management station &evic

e The UDP destination port number on the managentatibss. This identifies the port to which the
switch will send traps.

e The SNMP version used by the switch to send traps.
e A user account name that the management statibnecdgnize.

Procedures for configuring a management statiorbeaiound in‘Quick Steps for Setting Up An SNMP
Management Station” on page 3-4

SNMP Versions

The SNMP agent in the switch can communicate witlitiple managers. You can configure the switch to
communicate with different management stationsdiggidifferent versions of SNMP. The switch
supports three versions of SNMP—v1, v2, and v3.

SNMPv1

SNMPV1 is the original implementation of the SNM®tpcol and network management model. It is
characterized by the Get, Set, GetNext, and Trafpol operations.

SNMPv1 uses a rudimentary security system wherie B&4J contains information calledcammunity

string. The community string acts like a combination nsene and password. When you configure a
device for SNMP management you normally specify @mmamunity string that provides read-write access
to objects within the device and another commustiting that limits access to read-only. If the
community string in a data unit matches one ofdtstengs, the request is granted. If not, the estjis
denied.
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The community string security standard offers malisecurity and is generally insufficient for netk®
where the need for security is high. Although SNMIFacks bulk message retrieval capabilities and-sec
rity features, it is widely used and is a de fasttndard in the Internet environment.

SNMPv2

SNMPV2 is a later version of the SNMP protocoldes the same Get, Set, GetNext, and Trap opesation
as SNMPv1 and supports the same community-basedityestandard. SNMPv1 is incompatible with
SNMPvV2 in certain applications due to the followghancements:

e Management Information Structure

SNMPvV2 includes new macros for defining object gauraps compliance characteristics, and
capability characteristics.

e Protocol Operations

SNMPv2 has two new PDUs not supported by SNMPve&. GatBulkRequest PDU enables the
manager to retrieve large blocks of data efficiently. In pagigitl is well suited to retrieving multiple
rows in a table. The InformRequest PDU enablesnoaeager to send trap information to another
manager.

SNMPv3

SNMPV3 supports the View-Based Access Control M@dAICM) and User-Based Security Model
(USM) security models along with these added sgcteatures:

e Message integrity—Ensuring that a packet has nen b@mpered with in transit.

e Time Frame Protection—Limiting requests to speditiene frames. The user can specify a time frame
so that any PDU bearing an out of date timestantibwiignored.

e Encryption—Scrambling the contents of a packetravent it from being learned by an unauthorized
source.

e Authentication—Determining that the message is feowalid source holding the correct privileges.
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Using SNMP For Switch Security

Community Strings (SNMPv1 and SNMPv2)

The switch supports the SNMPv1 and SNMPv2c commgtitngs security standard. When a

community string is carried over an incoming SNMBuest, the community string must match up with a
user account name as listed in the community sttatgbase on the switch. Otherwise, the SNMP reéques
will not be processed by the SNMP agent in theawit

Configuring Community Strings

To use SNMPv1 and v2 community strings, each usesunt name must be mapped to an SNMP
community string. Follow these steps:

1 Create a user account on the switch and defirmagsword. Enter the following CLI syntax to create
the account “community_userl”.

-> user community userl password ******* no auth

Note. A community string inherits the security privilegafsthe user account that creates it.

A user account can be created locally on the sviijchsing CLI commands. For detailed information on
setting up user accounts, refer to the “Using Sw&ecurity” chapter of this manual.

2 Map the user account to a community string.

A community string works like a password so it &ided by the user. It can be any text string upZo
characters in length. If spaces are part of the te& string must be enclosed in quotation mdrKs The
following CLI command maps the username “communigerl” to the community string “comstring2”.

-> snmp community map comstring2 user community userl enable
3 Verify that the community string mapping mode iseled.

By default, the community strings database is exthl{lf community string mapping is not enabled, th
community string configuration will not be checKkayglthe switch.) If the community string mapping
mode is disabled, use the following command to keniab

-> snmp community map mode enable

Note. Optional. To verify that the community string is properly pped to the username, enter the
show snmp community map command. The display is similar to the one shoereh

->show snmp community map

Community mode : enabled

status community string user name

________ o o o o e o e e
enabled  comstring2 community userl

This display also verifies that the community mapde is enabled.
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Encryption and Authentication (SNMPv3)

Two important processes are used to verify thahteesage contents have not been altered and ¢éhat th
source of the message is authentic. These procasss®ryption andauthentication.

A typical dataencryption process requires an encryption algorithm on both end$efttansmission and a
secret key (like a code or a password). The serdirge encrypts or “scrambles” the message by
running it through an encryption algorithm alonghwthe key. The message is then transmitted oeer th
network in its encrypted state. The receiving detien takes the transmitted message and “un-scram-
bles” it by running it through a decryption algabrit. The receiving device cannot un-scramble thedod
message without the key.

The switch uses the Data Encryption Standard (BE8)yption scheme in its SNMPVv3 implementation.
For DES, the data is encrypted in 64-bit blocksbiyng a 56-bit key. The algorithm transforms a &4-b
input into a 64-bit output. The same steps withshme key are used to reverse the encryption.

The authentication process ensures that the switch receives accurate mestagesuthorized sources.
Authentication is accomplished between the swituhthe SNMP management station through the use of
a username and password identified throughsiihgp station CLI syntax. The username and password
are used by the SNMP management station alongamituthentication algorithm (SHA or MD5) to
compute a hash that is transmitted in the PDU.slti&ch receives the PDU and computes the hash to
verify that the management station knows the passvidhe switch will also verify the checksum
contained in the PDU.

Authentication and encryption are combined wherRb&J is first authenticated by either the SHA or
MD5 method. Then the message is encrypted usinBE encryption scheme. The encryption key is
derived from the authentication key, which is usedecrypt the PDU on the switch’s side.

Configuring Encryption and Authentication

Setting Authentication for a User Account

User account names and passwords must be a mineh8roharacters in length when authentication and
encryption are used. The following syntax sets entibation type MD5 with DES encryption for user
account “user_authl”.

-> user user authl password ******** md5+des

SNMP authentication types SHA and MD5 are availabita and without type DES encryption. THea,
md>5, sha+des, andmd5+des keywords may be used in the command syntax.

Note. Optional. To verify the authentication and encryption typethe user, enter treaow user
command. The following is a partial display.

-> show user
User name = user_ authl
Read right = 0x0000a200 0x00000000,
Write right 0x00000000 0x00000000,
Read for domains
Read for families snmp chassis interface ,
Write for domains None ,
Snmp authentication = MD5, Snmp encryption = DES

’

The user’'s SNMP authentication is shown as MD53NMP encryption is shown as DES.
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Setting SNMP Security

By default, the switch is set to “privacy all”, vahi means the switch accepts only authenticated and
encrypted v3 Sets, Gets, and Get-Nexts. You cafigeoge different levels of SNMP security by enteyin
snmp security followed by the command parameter for the dessesalirity level. For example, the
following syntax sets the SNMP security level agthentication all” as defined in the table below:

-> snmp security authentication all

The command parameters shown in the following tdbfne security from the lowest level (no secyrity
to the highest level (traps only) as shown.

Security Level SNM P requests accepted by the switch
no security All SNMP requests are accepted.
authentication set SNMPvV1, v2 Gets

Non-authenticated v3 Gets and Get-Nexts
Authenticated v3 Sets, Gets, and Get-Nexts
Encrypted v3 Sets, Gets, and Get-Nexts

authentication all Authenticated v3 Sets, Gets, and Get-Nexts
Encrypted v3 Sets, Gets, and Get-Nexts
privacy set Authenticated v3 Gets and Get-Nexts
Encrypted v3 Sets, Gets, and Get-Nexts
privacy all Encrypted v3 Sets, Gets, and Get-Nexts
trapsonly All SNMP requests are rejected.
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Working with SNMP Traps

The SNMP agent in the switch has the ability todsieaps to the management station. It is not regluir
that the management station request them. Traps@ssages alerting the SNMP manager to a condition
on the network. A trap message is sent throughla BBued from the switch’s network management
agent. It is sent to alert the management stati@ome event or condition on the switch.

Traps can indicate improper user authenticatiostares, the loss of a connection, or other sigaiftc
events. You can configure the switch so that texpSorwarded to or suppressed from transmissioheo
management station under different circumstances.

Trap Filtering

You can filter SNMP traps in at least two ways. Yeaun filter traps by limiting user access to trap
families or you can filter according to individushps.

Filtering by Trap Families

Access to SNMP traps can be restricted by withingldiccess privileges for user accounts to certain
command families or domains. (Designation of patéiccommand families for user access is sometimes
referred to apartition management.)

SNMP traps are divided into functional familiessh®wn in théUsing SNMP For Switch Security” on
page 3-10These families correspond to switch CLI commadifies. When read-only privileges for a
user account are restricted for a command fantibt, iser account is also restricted from readiaygstr
associated with that family.

Procedures for filtering traps according to commtamdilies can be found in the Quick Steps‘feifter-
ing by Trap Families” on page 3-Bor a list of trap names, command families, dair tdescriptions refer
to the“Using SNMP For Switch Security” on page 3:10

Filtering By Individual Trap

You can configure the switch to filter out indivaluraps by using thenmp trap filter command. This
command allows you to suppress specified traps frmmmanagement station. The following information
is needed to suppress specific traps:

e The IP address of the SNMP management statiomtliaeceive the traps.
e The ID number of the individual traps to be suppees

Procedures for filtering individual traps can barid in the Quick Steps fdéFiltering by Individual
Traps” on page 3-@-or a list of trap names, ID numbers, and thegcdiptions refer to the tablelsing
SNMP For Switch Security” on page 3-10
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Avuthentication Trap

The authentication trap is sent when an SNMP atitadion failure is detected. This trap is a sigioathe
management station that the switch received a gedsam an unauthorized protocol entity. This
normally means that a network entity attempted @aration on the switch for which it had insufficien
authorization. When the SNMP authentication tragniabled, the switch will forward a trap to the
management station. The following command will éadbe authentication trap:

-> snmp authentication trap enable

The trap will be suppressed if the SNMP autheriticatrap is disabled.

Trap Management

Several CLI commands allow you to control trap farding from the agent in the switch to the SNMP
management station.

Replaying Traps

The switch normally stores all traps that have st out to the SNMP management stations. You can
list the last stored traps by using #ew snmp trap replay command. This command lists the traps
along with their sequence number. The sequence auigla record of the order in which the traps were
previously sent out.

You may want to replay traps that have been storetthe switch for testing or troubleshooting pugms
This is useful in the event when any traps areitotfte network. To replay stored traps, usestivap
trap replay command followed by the IP address for an SNMPagement station. This command
replays (or re-sends) all stored traps from thechwto the specified management station on demand.

If you do not want to replay all of the stored sapou can specify the sequence number from whieh t
trap replay will start. The switch will start theplay with a trap sequence number greater thagual ¢o

the sequence number given in the CLI command. Tiheber of traps replayed depends on the number of
traps stored for this station.

Absorbing Traps

The switch may send the same traps to the managesta¢ion many, many times. You can suppress the
transmission of identical repetitive traps by isguihesnmp trap absor ption command. When trap
absorption is enabled, traps that are identicaaos previously sent will be suppressed and thezegiot
forwarded to the SNMP management station. Thewatlg command will enable SNMP trap absorption:

-> snmp trap absorption enable

To view or verify the status of the Trap Absorpt&arvice, use thehow snmp trap config command.

Sending Traps to WebView

When WebView forwarding is enabled, all traps dgnswitch applications are also forwarded to
WebView. The following command allows a WebViewsies to retrieve the trap history log:

-> snmp trap to webview enable
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MIB Tables

You can display MIB tables and their correspondingnmand families by using tlsaow snmp mib
family command. The MIB table identifies the MIP identiion number, the MIB table name and the
command family. If a command family is not valid fbe entire MIB table, the command family will be
displayed on a per-object basis.

For a list and description of system MIBs, refetltalustry Standard MIBs” on page 3-&hd“Enter-
prise (Proprietary) MIBs” on page 3-2Ror a list and description of traps, refer to‘theing SNMP For
Switch Security” on page 3-10

The following is a partial display.

-> show snmp mib family

MIP ID MIB TABLE NAME FAMILY
_______ o o o e e -
6145 esmConfTrap NO SNMP ACCESS
6146 alcetherStatsTable interface

6147 dot3ControlTable interface

6148 dot3PauseTable interface

6149 dot3StatsTable interface

6150 esmConfTable interface
77828 healthModuleTable rmon

77829 healthPortTable rmon

77830 healthThreshInfo rmon

78849 vrrpAssoIpAddrTable vVrrp

78850 vrrpOperTable vrrp

78851 vrrpOperations vVrrp

78852 vrrpRouterStatsTable vrrp

87042 vacmContextTable snmp

87043 vacmSecurityToGroupTable snmp

87044 vacmAccessTable snmp

87045 vacmViewTreeFamilyTable snmp

MIB Table Description

If the user account has no restrictions, the dyspheown by theshow snmp mib family command can be
very long. For documentation purposes, a parsaidishown above and three entry examples areetkfi

e The first entry in the MIB Table shows an MIP idéoation number of 6145. The MIB table name is
esmConfTrap.This table is found in the AlcatelIND#RMIB, which defines managed objects for the
ESM Driver subsystem.

e For MIP Id number 77828, the MIB table name is tiddbduleTable. This table is found in the
AlcatelIND1Health MIB, which defines managed obgefur the health monitoring subsystem.

e For MIB Id number 87042, the MIB table name is v&mmtextTable. This table is found in the
SNMP-VIEW-BASED-ACM MIB, which serves as the vievaded access control model (VACM) for
the SNMP.
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Industry Standard MIBs
The following table lists the supported industrgrstard MIBs.

MI1B Name Description Dependencies

BGP4-MIB, RFC 1657  Definitions of Managed Objectstfee Fourth VersionSNMPv2-SMI
of the Border Gateway Protocol (BGP-4) by using

SMiv2.
BRIDGE-MIB, The Bridge MIB for managing MAC bridges based @NMPv2-SMI,
RFC 1493 the IEEE 802.1D standard between Local Area NetRFC1215-MIB
work (LAN) segments.
DVMRP-STD-MIB, The MIB module for management of Distance-Vect@\MPv2-SMI,
Draft 11 Multicast Routing Protocol (DVMRP) routers. SNMPV2-TC,
SNMPVv2-CONF,
SNMP-
FRAMEWORK-
MIB,
IF-MIB,
ALCATEL-IND1-
BASE
EE8023-LAG-MIB, Link Aggregation module for managing IEEE SNMPv2-SMI,
IEEE 802.3ad Standard 802.3ad. SNMPv2-TC,
SNMPv2-CONF,
IF-MIB,
Q-BRIDGE-MIB

ENTITY-MIB, RFC 2737 Entity MIB (Version 2). Standdized set of managed SNMPv2-SMI,
objects representing logical and physical entiied SNMPv2-TC,
relationships between them. SNMPv2-CONF,

SNMP-
FRAMEWORK-
MIB

EtherLike-MIB, Definitions of Managed Objects for the Ethernetlik SNMPv2-SMI,
RFC 2665 Interface Types. SNMPv2-CONF,
IF-MIB

HCNUM-TC, RFC 2856: An MIB module containing texteanventions for  SNMPv2-SMI,
high-capacity data types. This module addresses aBNMPv2-TC
immediate need for data types not directly suppidrte
the SMIv2. This short-term solution is meant to be
deprecated as a long-term solution is deployed.

IANAIifType-MIB This MIB module defines the IANAIfTyp Textual SNMPv2-SMI,
Convention, and thus the enumerated values of theSNMPv2-TC
ifType object defined in the MIB-II Table.

IANA-RTPROTO-MIB  This MIB module defines the IANAipsuteProtocol SNMPv2-SMI,
and IANAipMRouteProtocol textual conventions forSNMPv2-TC
use in MIBs which need to identify unicast or multi
cast routing mechanisms.
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MIB Name Description Dependencies

IEEE8021-PAE-MIB This MIB modules defines 802.1X {oused for port-SNMPv2-SMI,
based access control. SNMPv2-TC,
SNMPv2-CONF,
SNMP-
FRAMEWORK-
MIB
IF-MIB

IF-MIB, RFC 2863 The Interfaces Group MIB. Contageneric SNMPv2-SMI,
information about the physical interfaces of thétgn SNMPv2-TC,
SNMPv2-CONF,

SNMPv2-MIB,
IANAIifType-MIB
IGMP-STD-MIB, Internet Group Management Protocol MIB. SNMPv2-SMI,
RFC 2933 SNMPV2-TC,
SNMPv2-CONF,
IF-MIB
INET-ADDRESS-MIB, Textual Conventions for Internet Network AddresseSNMPv2-SMI,
RFC 2851 SNMPv2-TC
IP-BRIDGE-MIB, The Bridge MIB Extension module for managing SNMPv2-SMI,
RFC 2674 Priority and Multicast Filtering, defined by IEEE ~ SNMPv2-TC,
802.1D. SNMPv2-CONF,
BRIDGE-MIB
IP-FORWARD-MIB, IP Forwarding Table MIB SNMPv2-SMI,
RFC 2096 SNMPV2-TC,
IP-MIB,
SNMPv2-CONF
IP-MIB, RFC 2011 SNMPv2 Management Information Bsethe SNMPv2-SMI,
Internet Protocol by using SMIv2. Includes Internet SNMPVv2-TC,
work Control Message Protocol (ICMP). SNMPv2-CONF
IPv6-TC, RFC 2465 This MIB defines the managemefurimation for SNMPv2-SMI,
IPv6; Textual conventions and general group SNMPv2-TC
IPv6-ICMP-MIB, Management Information base for IPv6 Group. SNMP¥3;S
RFC 2466 SNMPv2-CONF,
IPv6-MIB
IPv6-TCP-MIB, Management Information Base for the TransmissioSNMPv2-SMI,
RFC 2452 Control Protocol. SNMPV2-TC,
SNMPv2-CONF
IPv6-UDP-MIB, Management Information Base for User Datagram SNMPv2-SMI,
RFC 2454 Protocol SNMPv2-CONF,
IPv6-TC
MAU-MIB, Management Information for IEEE 802.3 Medium SNMPv2-SMI,
RFC 2668 Attachment Units. SNMPV2-TC,

SNMPv2-CONF
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MIB Name Description Dependencies

Novell RIPSAP MIB This MIB defines the managemeribimation for the SNMPv2-SMI
Routing Information Protocol (RIP) and Service
Advertising Protocol (SAP) protocols running in a
Novell Internetwork Packet Exchange (IPX) protocol
environment. It provides information in addition to
that contained in the IPX MIB itself. All tables ihis
MIB are linked to an instance of IPX through the
system instance identifier as defined in the IPXBMI

OSPF-MIB, Open Path Shortest First (OSPF) Version 2 SNMPv2-SMI,
RFC 1850 Management Information Base. SNMPV2-TC,
SNMPv2-CONF

OSPFV3-MIB Open Path Shortest First (OSPF) Version 3 SNMPv2-SMI,
Management Information Base. SNMPV2-TC,
SNMPv2-CONF,
IF-MIB,
INET-ADDRESS-
MIB,
OSPF-MIB

PIM-MIB, Protocol Independent Multicast MIB for IPv4 SNMPVRAB

RFC 2934 SNMPv2-TC,
SNMPv2-CONF,
IF-MIB,
IPMROUTE-STD-
MIB

Q-BRIDGE-MIB, The Bridge MIB Extension module for managing PrEsNMPv2-SMI,

RFC 2674 ority and Multicast Filtering, defined by IEEE 8QD. SNMPv2-TC,
SNMPv2-CONF,
SNMP-
FRAMEWORK-
MIB,
BRIDGE-MIB,
P-BRIDGE-MIB

RIPv2-MIB, Routing Information Protocol (RIP) Version 2 MIB  SNMPv2-SMI,
RFC 1724 Extension. SNMPV2-TC,
SNMPv2-CONF

RMON-MIB, RFC 2819 Remote Network Monitoring (RMOMjanagement SNMPv2-SMI,

Information Base. SNMPV2-TC,
SNMPv2-CONF
RS-232-MIB, RFC 1659 Definitions of Managed ObjdcisRS-232-like SNMPv2-SMI,
Hardware Devices by using SMIv2. SNMPv2-CONF,
IF-MIB
SNMP-COMMUNITY  This MIB module defines objects to help supporbco&NMPV2-SMI,
MIB, RFC 2576 istence between SNMPv1, SNMPv2c, and SNMPVENMP-FRAME-
WORK-MIB,
SNMP-TARGET-
MIB,

SNMPv2-CONF
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MIB Name Description Dependencies

SNMP-FRAMEWORK  An Architecture for Describing SNMP ManagementSNMPv2-SMI,
MIB, RFC 2571 Frameworks. SNMPv2-TC,
SNMPv2-CONF

SNMP-MPD-MIB, Message Processing And Dispatching For The SimgeMPVv2-SMI,
RFC 2572 Network Management Protocol (SNMP). SNMPv2-CONF

SNMP-NOTIFICATION SNMP Applications, Notifications SNMP Entity SNMPv2-SMI,

MIB, RFC 2573 Remote Configuration. SNMPV2-TC,
SNMPv2-CONF,
SNMP-
FRAMEWORK-
MIB,
SNMP-TARGET-
MIB

SNMP-PROXY-MIB, SNMP Applications, Proxy SNMP Entity Remote SNMPv2-SMI,

RFC 2573 Configuration. SNMPVv2-TC,
SNMPv2-CONF,
SNMP-
FRAMEWORK-
MIB,
SNMP-TARGET
MIB

SNMP-TARGET-MIB, = SNMP Applications, Proxy SNMP Entity Remote SNMPv2-SMI,

RFC 2573 Configuration. SNMPV2-TC,
SNMPv2-CONF,
SNMP-
FRAMEWORK-
MIB

SNMP-USER-BASED- User-based Security Model (USM) for version 3 & tSNMPv2-SMI,
SM-MIB, RFC 2574 Simple Network Management Protocol (SNMPv3). SNMPv2-TC,
SNMPv2-CONF,

SNMP-

FRAMEWORK-

MIB
SNMPv2-MIB, Management Information Base for Version 2 of the SNMPv2-SMI,
RFC 1907 Simple Network Management Protocol (SNMPv2). SNMPv2-TC,

SNMPv2-CONF

SNMP-VIEW-BASED- View-based Access Control Model (VACM) for the SNMPv2-SMI,

ACM-MIB, RFC 2575  Simple Network Management Protocol (SNMP).  SNMPv2-TC,
SNMPv2-CONF,
SNMP-
FRAMEWORK-
MIB

TCP-MIB, RFC 2012 SNMPv2 Management Information &fs the SNMPv2-SMI,
Transmission Control Protocol by using SMIv2. SNMPv2-CONF
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MIB Name Description Dependencies
TUNNEL-MIB, I[P Tunnel MIB SNMPv2-SMI,
RFC 2667 SNMPV2-TC,
SNMPv2-CONF,
IF-MIB
UDP-MIB, RFC 2013 SNMPv2 Management Information 8&w the User SNMPv2-SMI,
Datagram Protocol by using SMIv2. SNMPv2-CONF
VRRP-MIB, RFC 2787  Definitions of Managed Objectstiee Virtual Router SNMPv2-SMI,
Redundancy Protocol (VRRP). SNMPV2-TC,
SNMPv2-CONF,
IF-MIB
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Enterprise (Proprietary) MIBs

The following table lists the supported enterppseprietary MIBs.

Note. The ALCATEL-IND1-BASE* MIB is required foall MIBs listed in this table.

MIB Name Description Dependencies*
ALCATEL-IND1- Definitions of managed objects for the Authenticati SNMPv2-SMI,
AAA-MIB Authorization, and Accounting (AAA) subsystem. SNMPv2-TC,

SNMP-v2-CONF

ALCATEL-IND1-BASE

This module provides base definitis for modules ~ SNMPv2-SMI
developed to manage Alcatel-Lucent Internetworking
networking infrastructure products.

ALCATEL-IND1-
BGP-MIB

Definitions of managed objects for the Border GateSNMPv2-SMI,
way Protocol (BGP) subsystem. SNMPv2-CONF

ALCATEL-IND1-
CHASSIS-MIB

Definitions of managed objects for the Chassis MarsNMPv2-SMI,

agement subsystem. SNMPv2-TC,
SNMPv2-CONF,
SNMP-
FRAMEWORK-
MIB,
ENTITY-MIB

ALCATEL-IND1-

Definitions of managed objects for the ConfiguratioSNMPv2-SMI,

CONFG-MGR-MIB Manager subsystem. SNMPV2-TC,
SNMPv2-CONF

ALCATEL-IND1- Definitions of chassis and modules. SNMP-SMI

DEVICES

ALCATEL-IND1- Definitions of managed objects for the IEEE 802.1(BNMPv2-SMI,

DOT1Q-MIB subsystem. SNMPV2-TC,

SNMPv2-CONF

ALCATEL-IND1-

Definitions of managed objects for the IEEE 802.15 SNMPv2-SMI,

DOT1X-MIB subsystem. SNMPVv2-TC
ALCATEL-IND1- Definitions of managed objects for the Dynamic Ro8NMPv2-SMI,
DRCTM-MIB ing and Control (DRC) subsystems. SNMPv2-CONF
ALCATEL-IND1- Definitions of managed objects for the DistancetdecSNMPv2-SMI,
DVMRP-MIB Multicast Routing Protocol (DVMRP) subsystem. SNMPv2-CONF

ALCATEL-IND1-

GROUP-MOBILITY-

Definitions of managed objects for Group Mobility. NEPv2-TC,
SNMPv2-SMI,

MIB SNMPv2-CONF
ALCATEL-IND1- Definitions of managed objects for the Health MoniSNMPv2-SMI,
HEALTH-MIB toring subsystem. SNMPv2-CONF
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MIB Name Description Dependencies*
ALCATEL-IND1-IGMP- Definitions of managed objects for the IPv4 MulitaSNMPv2-TC,
MIB MIB. SNMPv2-SMI,
SNMPv2-CONF,
INET-ADDRESS-
MIB,
IF-MIB
ALCATEL-IND1- Definitions of managed objects for the Interswitch SNMPv2-SMI,
INTERSWITCH- Protocol (that is, GMAP, XMAP) subsystem. SNMPV2-TC,

PROTOCOL-MIB

SNMPv2-CONF
IF-MIB

ALCATEL-IND1-
IP-MIB

Definitions of managed objects for the IP Stack-subSNMPv2-SMI,

system.

SNMPv2-TC,
SNMPv2-CONF,
IP-MIB

ALCATEL-IND1-

Definitions of managed objects for IP Multicast RouSNMPv2-SMI,

IPMRM-MIB Manager (IPMRM) global configuration parametersSNMPv2-CONF
ALCATEL-IND1- Definitions of managed objects for the IP Multicast SNMPv2-SMI,
IPMS-MIB Switching (IPMS) subsystem. SNMPV2-TC,

SNMPv2-CONF
IF-MIB

ALCATEL-IND1-
IPRM-MIB

Definitions of managed objects for the IP Routing
Manager (IPRM) subsystem.

SNMPv2-SMI,
SNMPv2-TC,
SNMPv2-CONF,
IANA-RTPROTO-
MIB

ALCATEL-IND1- Definitions of managed objects for the IPv6 sub- SNMPv2-SMI,
IPv6-MIB system. SNMPVv2-TC,
SNMPv2-CONF,
IPv7-TC
IPv6-MIB
ALCATEL-IND1-IPX- Definitions of managed objects for the IPX routing SNMPv2-SMI,
MIB subsystem. SNMPv2-TC,

SNMPv2-CONF

ALCATEL-IND1-
LAG-MIB

Definitions of managed objects for the IEEE 802.3a8NMPv2-SMI,

Link Aggregation (LAG) subsystem.

SNMPVv2-TC,
SNMPv2-CONF,
IEEE8023-LAG-
MIB,

IF-MIB
Q-BRIDGE-MIB

ALCATEL-IND1-
LPS-MIB

Definitions of the MIB module for the address ldagn SNMPv2-SMI,

MIB addresses entity.

SNMPV2-TC,
IF-MIB,
Q-BRIDGE-MIB,
ALCATEL-IND1-
SYSTEM-MIB,
SNMPv2-CONF
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MIB Name

Description Dependencies*

ALCATEL-IND1-
MAC-ADDRESS-MIB

Definitions of managed objects for the Source LearBNMPv2-SMI,

ing MAC Address subsystem. SNMPv2-TC,
SNMPv2-CONF,
IF-MIB,
Q-Bridge-MIB

ALCATEL-IND1-

Definitions of managed objects for the Chassis SupeNMPv2-SMI,

MAC-SERVER-MIB vision MAC Server subsystem. SNMPV2-TC,
SNMPv2-CONF,
ENTITY-MIB,
ALCATEL-IND1-
CHASSIS-MIB
ALCATEL-IND1- Definitions of the Multicast Listener Discovery SNMPv2-SMI,
MLD-MIB (MLD) subsystem. SNMPV2-TC,
SNMPv2-CONF,
INET-ADDRESS-
MIB,
IF-MIB
ALCATEL-IND1- Definitions of the Network Time Protocol (NTP) subSNMPv2-SMI,
NTP-MIB system. SNMPv2-TC
ALCATEL-IND1- Definitions of managed objects for the Open ShorteSNMPv2-SMI,
OSPF-MIB Path First (OSPF) subsystem. SNMPV2-TC,

SNMPv2-CONF

ALCATEL-IND1-
OSPF3-MIB

Definitions of managed objects for the Open ShorteSNMPv2-SMI,
Path First 3 (OSPF3) subsystem SNMPv2-CONF

ALCATEL-IND1- Definitions of the user Partitioned Manager sub- SNMPv2-SMI,
PARTITIONED-MGR-  system. SNMPV2-TC,
MIB SNMPVv2-CONF,
Q-BRIDGE-MIB,
SNMP-
FRAMEWORK-
MIB,
SNMPVv2-TC
ALCATEL-IND1- Definition of managed objects for the Coronado = SNMPv2-SMI,
PCAM-MIB Layer3 Hardware Routing Engine (HRE). SNMPV2-TC,

SNMPv2-CONF

ALCATEL-IND1-PIM-
MIB

Definitions of managed objects for the Protocoldnd SNMPv2-SMI,
pendent Multicast Sparse Mode (PIM-SM) and ProteNMPv2-TC,
col Independent Multicast Dense Mode (PIM-DM) SNMPv2-CONF,

subsystem. ALCATEL-IND1-
BASE
ALCATEL-IND1- Definitions of managed objects for the Policy MasadSNMPv2-SMI,
POLICY-MIB subsystem. SNMPVv2-TC,

SNMPv2-CONF

ALCATEL-IND1-
PORT-MIB

Definitions of managed objects for the Port Manage8sNMPv2-SMI,
subsystem. SNMPv2-CONF,
IF-MIB
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MIB Name

Description Dependencies*

ALCATEL-IND1-
PORT-MIRRORING-
MONITORING-MIB

Definitions of managed objects for the Port Mirngyi SNMPv2-SMI,
and Monitoring subsystem. SNMPV2-TC,
SNMPv2-CONF

ALCATEL-IND1-

Definitions of managed objects for the Quality ef-S SNMPv2-SMI,

QOS-MIB vice (Qo0S) subsystem. SNMPV2-TC
ALCATEL-IND1- Definitions of managed objects for the Router DiscGNMPv2-SMI,
RDP-MIB ery Protocol (RDP) subsystem. SNMPV2-TC,

SNMPv2-CONF

ALCATEL-IND1-
RIP-MIB

Definitions of managed objects for the Routing lfoSNMPv2-SMI,
mation Protocol (RIP) subsystem. SNMPV2-TC,
SNMPv2-CONF

ALCATEL-IND1-
RIPNG-MIB

Definitions of managed objects for the Routing lhfoSNMPv2-SMI,

mation Protocol (RIPng) subsystem. SNMPV2-TC,
SNMPv2-CONF
IPvV6-TC

ALCATEL-IND1-
SESSION-MGR-MIB

Definitions of managed objects for the User SessioBNMPv2-SMI,
Manager subsystem. SNMPV2-TC,
SNMPv2-CONF

ALCATEL-IND1-
SLB-MIB

Definitions of managed objects for the Server LoadSNMPv2-SMI,
Balancing (SLB) subsystem. SNMPV2-TC,
SNMPv2-CONF

ALCATEL-IND1-
SNMP-AGENT-MIB

Definitions of managed objects for the Simple Net- SNMPv2-SMI,
work Management Protocol (SNMP) Agent sub-  SNMPv2-TC,
system. SNMPv2-CONF

ALCATEL-IND1-
STACK-MANAGER

Definitions of the managed objects for Stack Mana@gNMPv2-SMI,
Chassis, Stack Manager Statistics, and Stack Man&¢MPv2-TC,
Traps. SNMPv2-CONF

ALCATEL-IND1-
SYSTEM-MIB

Definitions of managed objects for the System Ser-SNMPv2-SMI,
vices subsystem. SNMPV2-TC,
SNMPv2-CONF

ALCATEL-IND1-
TP-DEVICES

Definitions of managed objects for the OmniAccessSNMPv2-SMI,
4000. ALCATEL-IND1
BASE

ALCATEL-IND1-
TRAP-MGR-MIB

Definitions of managed objects for the SNMP NotifiSNMPv2-SMI,
cation (that is, Trap) Manager subsystem. SNMP-v2-TC,
SNMPv2-CONF

ALCATEL-IND1-
UDP-RELAY-MIB

Definitions of managed objects for the User Datagr&NMPv2-SMI,
Protocol (UDP) Relay subsystem. SNMPv2-CONF

ALCATEL-IND1-
VLAN-MGR-MIB

Definitions of managed objects for the VLAN Man- SNMPv2-SMI,
ager subsystem. SNMPV2-TC,
SNMPv2-CONF

ALCATEL-IND1-
VLAN-STP-MIB

Definitions of managed objects for the VLAN Span-SNMPv2-SMI,
ning Tree Protocol (STP) subsystem. SNMPv2-CONF,
BRIDGE-MIB
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MIB Name

Description

Dependencies*

ALCATEL-IND1-VRRP-

MIB

Definitions of managed objects for the Virtual Rerut SNMPv2-SMI,

Redundancy Protocol (VRRP) subsystem.

SNMPv2-TC,
SNMPv2-CONF,
INET-ADDRESS-
MIB,

IF-MIB

ALCATEL-IND1-
VRRP3-MIB

Definitions of managed objects for the Virtual Reut SNMPv2-SMI,

Redundancy Protocol 3 (VRRP3) subsystem.

SNMPv2-TC,
SNMPv2-CONF,
INET-ADDRESS-
MIB,

IF-MIB

ALCATEL-IND1-WEB-

MGT-MIB

Definitions of managed objects for the Web Based SNMPv2-SMI,

Management subsystem.

SNMPv2-TC,
SNMPv2-CONF,
INET-ADDRESS-
MIB
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To display information about SNMP management statitorap management, community strings, and
security, use thehow commands listed in the following table.

show snmp station

Displays current SNMP station information includifgaddress, UDP
Port number, Enabled/Disabled status, SNMP versiod user account
names.

show snmp community map

Shows the local community strings database inctudtatus,
community string text, and user account name.

show snmp security

Displays current SNMP security status.

show snmp statistics

Displays SNMP statistics. Each MIB object is listddng with its
status.

show snmp mib family

Displays SNMP MIB information. Information includéslP ID
number, MIB table name, and command family.

show snmp trap replay

Displays SNMP trap replay information. This inclsdke IP address of
the SNMP station manager that replayed each trdprennumber of
the oldest replayed trap.

show snmp trap filter

Displays the current SNMP trap filter status. Tihidudes the IP
address of the SNMP station that recorded the tiagshe
identification list for the traps being filtered.

show snmp authentication trap

Displays the current authentication failure trapMarding status (that
is, enable or disable).

show snmp trap config

Displays SNMP trap information including trap IDmbers, trap
names, command families, and absorption rate. ddriamand also
displays the Enabled/Disabled status of SNMP alhisorand the
Traps to WebView service.

For more information about the resulting displaysf these commands, see @mni Switch AOS Release

6 CLI Reference Guide.
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4 Configuring Network Time
Protocol (NTP)

Network Time Protocol (NTP) is used to synchroritee time of a computer client or server to another
server or reference time source, such as a radiatellite receiver. It provides client time acaies

within a millisecond on LANs, and up to a few terisnilliseconds on WANS relative to a primary sarve
synchronized to Universal Coordinated Time (UT@ydtigh a Global Positioning Service receiver, for
example).

In this Chapter

This chapter describes the basic components dtheiSwitch implementation of Network Time Proto-
col and how to configure it through Command Lintiface (CLI). CLI commands are used in the
configuration examples; for more details aboutdjaetax of commands, see tBeniSwitch AOS Release
6 CLI Reference Guide.

Configuration procedures described in this chaipiglude:

e Enabling the NTP client and selecting the NTP m&="Configuring the OmniSwitch as a Client”
on page 4-9

e Selecting an NTP server for the NTP client and riyardy settings for communicating with the server.
See“Configuring NTP Servers” on page 4-10

e Configuring the NTP server on the OmniSwitch. Seenfiguring the OmniSwitch as an NTP Server”
on page 4-11

e Enabling authentication in NTP negotiations. Sésing Authentication” on page 4-12
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NTP Specifications

RFCs supported 1305—Network Time Protocol
Platforms Supported OmniSwitch 6400, 6850E, 6855080

Maximum number of NTP servers per client 3

NTP Defaults Table

The following table shows the default settingshaf tonfigurable NTP parameters:

NTP Defaults
Parameter Description Command Default Value/Comments
NTP server functionality ntp interface Enabled on all interfaces
Specifies an NTP server from whichtp server version: 4
this switch will receive updates minpoll: 6
prefer: no
key: 0
Used to activate client ntp client disabled
Used to activate NTP client ntp client disabled
broadcast mode
Used to set the advertised broadcastp broadcast-delay 4000 microseconds

delay, in microseconds
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Quick Steps for Configuring NTP Client

The following steps are designed to show the usenécessary commands to set up and NTP client on a

OmniSwitch:

1 Designate an NTP server for the switch usingntipeser ver command. The NTP server provides the
switch with its NTP time information. For example:

-> ntp server 1.2.5.6

2 Activate the client side of NTP on the switch usthgntp client command. For example:

-> ntp client enable

3 You can check the server status usingstiwv ntp server status command, as shown:

-> show ntp server
IP address

Host mode

Peer mode

Prefer

Version

Key

Stratum

Minpoll

Maxpoll

Delay

Offset

Dispersion

Root distance
Precision
Reference IP
Status

Uptime count
Reachability
Unreachable count
Stats reset count
Packets sent
Packets received
Duplicate packets
Bogus origin

Bad authentication
Bad dispersion
Last Event

st

atus 198.206.181.139
198.206.181.139,
client,

server,

no,

4,

0,

2,

6 (64 seconds),

10 (1024 seconds),
0.016 seconds,
-180.232 seconds,
7.945 seconds
0.026,

-14,
209.81.9.7,
configured
1742 seconds,
1,

0,

1680 seconds,

reachable

’

’

’

’

1
1
0,
0
0
0

I

rejected,

peer changed to reachable,

4 You can check the list of servers associated withdlient using thehow ntp client server-list

command, as shown:

-> show ntp client server-list

IP Address Ver Key St Delay Offset Disp

================4===4=======4====4==========4=================4==========

1.2.5.6 0 2 0.06 -0.673 0.017
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5 You can check the client configuration using shew ntp status command, as shown:

-> show ntp client

Current time: THU SEP 15 2005 17:44:54 (UTC)
Last NTP update: THU SEP 15 2005 17:30:54
Client mode: enabled

Broadcast client mode: disabled

Broadcast delay (microseconds): 4000

Quick Steps for Configuring NTP Server

By default the NTP Server functionality is enabtedthe OmniSwitch and will respond to NTP client
requests. See tl€onfiguring the OmniSwitch as an NTP Server” oig@d-11for additional
information.

page 4-4 OmniSwitch AOS Release 6 Switch Management Guide  June 2013



Configuring Network Time Protocol (NTP) NTP Overview

NTP Overview

Network Time Protocol (NTP) is used to synchrorifee time of a computer client or server to another
server or reference time source, such as a radiatellite receiver. It provides client time acaies

within a millisecond on LANs, and up to a few terisnilliseconds on WANS relative to a primary sarve
synchronized to Universal Coordinated Time (UT®@fdtigh a Global Positioning Service receiver, for
example). Typical NTP configurations utilize mulépedundant servers and diverse network paths in
order to achieve high accuracy and reliability. 8aonfigurations include cryptographic authentmati
to prevent accidental or malicious protocol attacks

It is important for networks to maintain accuratee synchronization between network nodes. The
standard timescale used by most nations of thedvi®thased on a combination of UTC (representieg th
Earth’s rotation about its axis), and the Gregofiahendar (representing the Earth’s rotation abiwait
Sun). The UTC timescale is disciplined with respect to InternatiormahistTime (TAI) by inserting leap
seconds at intervals of about 18 months. UTC terdisseminated by various means, including radib an
satellite navigation systems, telephone modemspartdble clocks.

Special purpose receivers are available for mang-tlissemination services, including the Global
Position System (GPS) and other services operatedidious national governments. For reasons of cost
and convenience, it is not possible to equip eeeryputer with one of these receivers. Howeves it i
possible to equip some computers with these clagkih then act as primary time servers to
synchronize a much larger number of secondary seam clients connected by a common network. In
order to do this, a distributed network clock symactization protocol is required which can read wee
clock, transmit the reading to one or more clieats] adjust each client clock as required. Prototwt

do this include NTP.
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Stratum

Stratum is the term used to define the relativeipnity of a node in a network to a time source (sas a
radio clock). Stratum 1 is the server connectetthéaime source itself. (In most cases the timesoand
the stratum 1 server are in the same physicalimcatAn NTP client or server connected to a straflu
source would be stratum 2. A client or server cotgebto a stratum 2 machine would be stratum 3 sand
on, as demonstrated in the diagram below:

C

UTC Time Source Stratum 1 Stratum 2 Stratum 3

The farther away from stratum 1 a device is, theetikely there will be discrepancies or errorghie
time adjustments done by NTP. A list of stratunmdl @ sources available to the public can be found o
the Internet.

Note. It is not required that NTP be connected to arcifiy recognized time source (for example, a radio
clock). NTP can use any time source to synchratiize in the network.

Using NTP in a Network

NTP operates on the premise that there is onestaurglard time (defined by UTC), and that if several
servers claiming synchronization to the standame tare in disagreement, then one or more of thest mu
be out of synchronization or not functioning cothecThe stratum gradiation is used to qualify the
accuracy of a time source along with other facteush as advertised precision and the length of the
network path between connections. NTP operatesanithsic distrust of time information sent fromesth
network entities, and is most effective when mudtid TP time sources are integrated together fockdhe
and crosschecks. To achieve this end, there aszalanodes of operation that an NTP entity can use
when synchronizing time in a network. These modsg predict how the entity behaves when requesting
or sending time information, listed below:

e A switch can be a client of an NTP server (usuaflg lower stratum), receiving time informationrito
the server but not passing it on to other switches.

e A switch can be a client of an NTP server, andim be a server to another switch or switches.

e A switch (regardless of its status as either antloe server) must be peered with another switch.
Peering allows NTP entities in the network of thene stratum to regard each other as reliable ssurce
of time and exchange time information.

e The OmniSwitch by default will act as an NTP seraed be able to respond to NTP client requests,
and establish a client/server peering relationsfiipe OmniSwitch NTP server functionality allowg th
Omniswitch to establish an active peering relatigmsvith another server, enable broadcast server
functionality, disable a given IP for NTP and empMD5 authentication for clients and active peers.
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Examples of these are shown in the simple netwiagrdm below:

UTC Time Source

Stratum 1
NTP o -
Servers § ffffffffffffffff
Stratum 2
NTP
Server/Clients
Stratum 3
NTP
Clients

Servers 1a and 1b receive time information fronsyorchronize with, a UTC time source such as aradi
clock. (In most cases, these servers would nobhaected to the same UTC source, though it is shown
this way for simplicity.) Servers 1a and 1b becatratum 1 NTP servers and are peered with eacin, othe
allowing them to check UTC time information agaieath other. These machines support machines 2a
and 2b as clients, and these clients are syncledathe higher stratum servers 1a and 1b.

Clients 2a and 2b are also peered with each otinginfie checks, and become stratum 2 NTP servers fo
more clients (3a and 3b, which are also peeredhisnhierarchy, the stratum 1 servers synchrottizbe
most accurate time source available, then checkirtteeinformation with peers at the same stratuhre T
stratum 2 machines synchronize to the stratumviesgrbut do not send time information to the strat
machines. Machines 2a and 2b in turn provide tim@ ination to the stratum 3 machines. It is impaftrta
to consider the issue of robustness when selestingces for time synchronization.

It is suggested that at least three sources sl@ubvailable, and at least one should be “closgbtoin
terms of network topology. It is also suggested #z&h NTP client is peered with at least threeroth
same stratum clients, so that time information sthecking is performed.

When planning your network, it is helpful to use tbllowing general rules:

e |tis usually not a good idea to synchronize alltioze server with a peer (in other words, a seater
the same stratum), unless the latter is receiving tipdates from a source that has a lower stratum
than from where the former is receiving time updaléhis minimizes common points of failure.
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e Peer associations should only be configured betwesrers at the same stratum level. Higher Strata
should configure lower Strata, not the reverse.

e |tis inadvisable to configure time servers in anéin to a single time source. Doing so invites
common points of failure.

Note. NTP does not support year date values greater2038 (the reasons are documented in RFC 1305
in the data format section). This should not beabiem (until the year 2035) as setting the daiteftr in
advance runs counter to the administrative intentiorunning NTP.

Authentication

NTP is designed to use MD5 encryption authenticatioprevent outside influence upon NTP timestamp
information. This is done by using a key file. THey file is loaded into the switch memory, and ¢stss
of a text file that lists key identifiers that cespond to particular NTP entities.

If authentication is enabled on an NTP switch, By message sent to the switch must contain the
correct key ID in the message packet to use inyg¢ion. Likewise, any message sent from the
authentication enabled switch will not be readablkess the receiving NTP entity possesses theatorre
key ID.

The key file is a text (.txt) file that containdist of keys that are used to authenticate NTPegsnit
should be located in thaetworking directory of the switch.

Key files are created by a system administratoefreshdent of the NTP protocol, and then placeden th
switch memory when the switch boots. An exampla &éy file is shown below:

2 M RIrop8KPPvQvYotM # md5 key as an ASCII random string
14 M sundial # md5 key as an ASCII string

In a key file, the first token is the key number, IBe second is the key format, and the third éskiby
itself. (The text following a “#” is not counted part of the key, and is used merely for descnipjid he
key format indicates an MD5 key written as a 1 tacBaracter ASCII string with each character stagdi
for a key octet.

The key file (with identical MD5 keys) must be loed on both the local NTP client and the client’s
server.
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Configuring NTP

The following sections detail the various commansisd to configure and view the NTP client softwiare
an OmniSwitch.

Configuring the OmniSwitch as a Client

The NTP software is disabled on the switch by défdio activate the switch as an NTP client, ether
ntp client command as shown:

-> ntp client enable

This sets the switch to act as an NTP client inpiesive mode, meaning the client will receive tgsla
from a designated NTP server.

To disable the NTP software, enter tie client command as shown:

-> ntp client disable

Setting the Client to Broadcast Mode

It is possible to configure an NTP client to operiatthe broadcast mode. Broadcast mode spediféd st
client switch listens on all interfaces for serbbepadcast timestamp information. It uses these agessto
update its time.

To set an OmniSwitch to operate in the broadcastenenter thatp broadcast-client command as
shown:

-> ntp broadcast-client enable

A client in the broadcast mode does not need te laaspecified server.

Setting the Broadcast Delay

When set to the broadcast mode, a client needdviertése a broadcast delay. The broadcast mode is
intended for operation on networks with numerousksi@tions and where the highest accuracy is not
required. In a typical scenario, one or more tieers on the network, broadcast NTP messageshwhic
are received by NTP hosts. The correct time isrdeteed from an NTP message based on a pre-
configured latency or broadcast delay in the oodex few milliseconds.

To set the broadcast delay, enterrihe br oadcast-delay command as shown:

-> ntp broadcast-delay 1000
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Configuring NTP Servers

An NTP client needs to receive NTP updates fro@R server. Each client must have at least one
server with which it synchronizes (unless it ism@pi@g in broadcast mode). There are also adjustabl
server options.

Designating an NTP Server

To configure an NTP client to receive updates feaNTP server, enter thep server command with
the server IP address or domain name, as shown:

-> ntp server 1.1.1.1
or
-> ntp server spartacus

It is possible to remove an NTP server from thiedfsservers from which a client synchronizes. Bo d
this, enter theatp server command with th@o prefix, as shown:

-> no ntp server 1.1.1.1

Enabling/Disabling NTP Server Synchronization Tests

To enable an NTP client to invoke NTP server syostzation tests as specified by the NTP protocol,
enter thentp server synchronized command as shown:

-> ntp server synchronized

NTP synchronization is enabled by default.

Note. The NTP protocol discards the NTP servers thatasynchronized.

To disable an NTP client from invoking tests for3$erver synchronization, enter the
ntp server unsynchronized command, as shown:

-> ntp server unsynchronized

Disabling peer synchronization tests allows the Nliénht to synchronize with either an NTP peer that
not synchronized with an atomic clock or a netwaffNTP servers that will finally synchronize with a
atomic clock.

Setting the Minimum Poll Time

The minimum poll time is the number of seconds thatswitch waits before requesting a time
synchronization from the NTP server. This numbeletermined by raising 2 to the power of the number
entered using thetp server command with the server IP address (or domain hame theminpoll
keyword.

For example, to set the minimum poll time to 128cswls, enter the following:
-> ntp server 1.1.1.1 minpoll 7

This would set the minimum poll time td 2 128 seconds.
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Setting the Version Number

There are currently four versions of NTP availgniembered one through four). The version that th@ N
server uses must be specified on the client side.

To specify the NTP version on the server from whtadh switch receives updates, userityeser ver
command with the server IP address (or domain naraejion keyword, and version nhumber, as shown:

-> ntp server 1.1.1.1 version 3

The default setting is version 4.

Marking a Server as Preferred

If a client receives timestamp updates from moag thne server, it is possible to mark one of theese
as the preferred server. A preferred server’s tiamp will be used before another unpreferred server
timestamp.

To specify an NTP as preferred, userthe server command with the server IP address (or domain hame
and theprefer keyword, as shown:

-> ntp server 1.1.1.1 prefer

Configuring the OmniSwitch as an NTP Server

By default the OmniSwitch will act as an NTP seraed be able to respond to NTP client requests, and
establish a client/server peering relationshipe TmniSwitch NTP server functionality also allowus t
OmniSwitch to establish an active peering relatigmsvith another server, enable broadcast server
functionality, disable a given IP for NTP and empMD5 authentication for clients and active peers.

Configuring an NTP Server Peer

The OmniSwitch can be configured as a peer withteardNTP server in the network. To configure an
active peering session with another NTP servethesetp peer command as shown:

-> ntp peer 198.206.181.170

Setting the NTP Server to Broadcast Mode

The NTP server can be configured to broadcast sgncted information to all the clients in a subrid.
set an OmniSwitch to operate in the broadcast magkethentp broadcast command as shown:

-> ntp broadcast 198.206.181.255

Disabling NTP on an Interface

By default the OmniSwitch will respond to NTP regtgereceived on any IP interfaces. To disable the
NTP capability on an interface use th interface as shown:

-> ntp interface 198.206.182.100 disable
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Using Authentication

Authentication is used to encrypt the NTP messagasbetween the client and server. The NTP server
and the NTP client must both have a text file ciog the public and secret keys. (This file sholodd
obtained from the server administrator. For mofermation on the authentication file, s&aithentica-
tion” on page 4-3

Once both the client and server share a common &t2Byption key, the MD5 key identification for the
NTP server must be specified on and labeled atettum the client side.

The Omniswitch will use MD5 authentication. KeyeSlreside in /flash/network/ntp.keys.

In order to generate a key file, access to a Sdlamix environment is required. Also required is titp-
keygen utility in Unix to generate the key file.

Setting the Key ID for the NTP Server

Enabling authentication requires the following step

1 Make sure the key file is located in tletwor king directory of the switch. This file must contaireth
key for the server that provides the switch withtimestamp information.

2 Make sure the key file with the NTP server’'s MDY ke loaded into the switch memory by issuing the
ntp key load command, as shown:

-> ntp key load

3 Set the server authentication key identificatiomber using thetp server command with th&ey
keyword. This key identification number must be time the server uses for MD5 encryption. For
example, to specify key identification number 2&rNTP server with an IP address of 1.1.1.1, enter

-> ntp server 1.1.1.1 key 2

4 Specify the key identification set abovetassted. A key that has been labeled as trusted is ready f
use in the authentication process. To set a ketifd=tion to be trusted, enter thép key command with
the key identification number andusted keyword. For example, to set key ID 5 to trustedus, enter
the following:

-> ntp key 5 trusted

Untrusted keys, even if they are in the switch mgnamd match an NTP server, will not authenticate
NTP messages.

5 A key can be set to untrusted status by usingnthekey command with theintrusted keyword. For
example, to set key ID 5 to untrusted status, ehtefollowing:

-> ntp key 5 untrusted

Generating the MD5 key file

1 In the Omniswitch directoriflash is a file namedandom-seed. Transfer this file using FTP into the
Unix environment and rename it tond.

2 Issue commandytp-keygen with option -M, that refers generating a new MO&y Kile, as shown:

-> ntp keygen -M
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3 Afile similar tontpkey_ M D5key_moe.3449863517 should be listed. Rename or copy the file to
ntp.keys. Transfer the ntp.keys file using FTP, to tHash/network/ directory on the OmniSwitch.

4 To load the file into the switch memory issue tbenmandntp key load or reboot the Omniswitch.

-> ntp key load
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Verifying NTP Configuration

To display information about the NTP client, use ghhow commands listed in the following table:

show ntp status Displays information about the current client NTdhfiguration.

show ntp server client-list Displays the basic server information for a spedifirP server or a list
of NTP servers.

show ntp client server-list Displays a list of the servers with which the NTiemt synchronizes.

show ntp keys Displays information about all authentication keys.

For more information about the resulting displaysf these commands, see the “NTP Commands” chap-
ter in theOmniSwitch AOS Release 6 CLI Reference Guide.

Examples of thehow ntp client, show ntp server status, andshow ntp client server-list command
outputs are given in the sectit@uick Steps for Configuring NTP Client” on page 4-3
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5 Managing CMM
Directory Content

The CMM (Chassis Management Module) software robesQmniSwitch Series switches. Each
OmniSwitch chassis can run with two CMMs to providdundancy also full traffic throughput; one
CMM is designated as the primary CMM, and the othelesignated as the secondary CMM. One CMM
or the other runs the switch, or both at the same to provide full traffic throughput.The direcyostruc-
ture of the CMM software is designed to preventwating or losing switch files. It also allows ytu
retrieve a previous version of the switch software.

In addition to working as standalone switches,@neniSwitch Stackable Series switches can be linked
together as a stack. An OmniSwitch Stackable Setask can provide CMM redundancy; one switch is
designated as the primary CMM, and one is desigregehe secondary CMM. One CMM or the other
runs the switch, but never at the same time. Aleoswitches in a stack are designated “idle” her t
purposes of CMM control.

Note. Mixing different OmniSwitch Stackable Series swiashogether in the same stack is not supported.

Management of the stack is run by the stack corditipn software. A detailed description of the ktac
configuration software and how it works is providedhe “Managing Stacks” chapter found in the appr
priateHardware Users Guide.
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In This Chapter

This chapter describes the basic functions of C\Mitwgare directory management and how to implement
them by using the Command Line Interface (CLI). Caimmands are used in the configuration exam-
ples; for more details about the syntax of commases theOmniSwitch AOS Release 6 CLI Reference

Gu

ide.

This chapter contains the following information:

The interaction between the running configuratibie, working directory, and the certified directisy
described ifCMM Files” on page 5-4

A description of how to restore older versionsitasfand prevent switch downtime is described in
“Software Rollback Feature” on page 5-5

The CLI commands available for use and the comegtto implement them are listed‘iManaging
the Directory Structure (Non-Redundant)” on pagets-1

The CLI commands and issues involved in managiagiifectory structure of a stack with redundant
CMM software is described itManaging Redundancy in a Stack and CMM” on paget5-2

Upgrading switch code using ISSU describedliinService Software Upgrade - Chassis-Based” on
page 5-30

Managing, upgrading and restoring files using a Wiash drive described ifin-Service Software
Upgrade - Stack-Based” on page 5-32

page 5-2
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CMM Specifications

Size of Flash Memory 128 Megabytes (OmniSwitch 6483%0E, 6855)
256 Megabytes (OmniSwitch 9000E)
Size of RAM Memory 256 Megabytes (OmniSwitch 64085%5)

512 Megabytes (OmniSwitch 6850E)
1 Gigabyte (OmniSwitch 9000E)

Maximum Length of File Names 32 Characters
Maximum Length of Directory Names 32 Characters
Default Boot Directory Certified

USB Flash Drive Specifications

Platforms Supported OmniSwitch 6400, 6850E, 68850&

USB Flash Drive Support Alcatel-Lucent Certified USEsh Drive
(Part No.: OS-USB-FLASHDR)

Automatic Software Upgrade Supported

Disaster Recovery Supportetkgcue.img file required)

Note. Only the Alcatel-Lucent USB Flash Drive has beertiféed for USB support. Other USB flash
drives may work. The format of the flash drive mostFAT32. To avoid file corruption issues the USB
Drive should be stopped before removing from aPi@ctory names are case sensitive and must be

lower case.
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CMM Files

The management of a stack or single switch is otlatt by three types of files:

¢ Image files, which are proprietary code developgdlzatel-Lucent to run the hardware. These files
are not configurable by the user, but may be upgidbm one release to the next. These files @ al
known as archive files as they are really the riépsof several smaller files grouped together ema
common heading.

e A configuration file, nametoot.cfg, which is an ASCII-based text file, sets and coistthe config-
urable functions inherent in the image files preddvith the switch. This file can be modified b th
user. When the switch boots, it looks for the ¢igdledboot.cfg. It uses this file to set various switch
parameters defined by the image files.

e A boot file on the OmniSwitch stackable producemedboot.slot.cfg, is an ASCII-based text file that
numbers the switches in a stack. Twoet.slot.cfg file and how to configure it, is discussed morerth
oughly in theGetting Sarted Guide for each switch. A boot file on the switch, nanfexbt.params, is
an ASClI-based text file that sets the Ethernet &ggment Port (EMP) IP address, gateway, and mask.
It also controls the console port’'s baud rate asglays directory loading information and is lochte
the Flash memory of the switch. Theot.params file and how to configure it, is discussed morerth
oughly inGetting Started Guide.

Modifications to the switch parameters affect carofpe the configuration file. The image files asdist
for the purposes of running the switch (though tbaly be updated and revised with future releases or
enhancements). Image and configuration files anmedtin the Flash memory (which is equivalent to a
hard drive memory) in specified directories. Whiea $witch is running, it loads the image and canfg
tion files from the Flash memory into the RAM. Whelmanges are made to the configuration file, the
changes are first stored in the RAM. The procedfgesaving these changes via the CLI are detailed
the sections to follow.

CMM Software Directory Structure
The directory structure that stores the image amdfiguration files is divided into two parts:

e Thecertified directory contains files that have been certified by an @ttled user as the default files
for the switch. Should the switch reboot, it wordtbad the files in the certified directory to réeate
its functionality.

e Theworking directory contains files that may or may not be altered fthencertified directory. The
working directory is a holding place for new filésles in the working directory must be tested befo
committing them to the certified directory. You csawve configuration changes to the working direc-
tory. You can reboot the switch from the workingedtory by using theeload working command as
described irfRebooting from the Working Directory” on page 5:18

Therunning configuration is the current operating parameters of the swititained from information
from the image and configuration files. The runnaagpfiguration is in the RAM.
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Where is the Switch Running From?

When a switch has booted and is running, the softwaed will come either from the certified diregto
or the working directory. In most instances, théawboots from the certified directory. A switcarcbe
specifically booted from the working directory bsing ther eload working config command described in
“Rebooting from the Working Directory” on page 5-18

Once the switch is booted and functioning, the @wi$ said to be running from a particular diregtor
either the working or certified directory. Where thwitch is running from is determined at the tiofi¢he
switch’s boot-up.

At the time of a normal boot (by turning the swifmbwer on or by using thesload command), a compar-
ison is made between the working directory andctivéified directory. If the directories are complgt
synchronized (i.e., all files are the same in lbthctories), the switch will be running from thesking
directory. If there is any discrepancy betweentthe directories (even as small as a differentdif or
file date), the switch will be running from the tied directory.

If a switch is running from the certified directogpu will not be able to save any changes made in the
running configuration. If the switch reboots, the changes made to svaerameters will be lost. In order
to save running configuration changes, the switcistrbe running from the working directory. You can
determine where the switch is running from by ughngshow running directory command described in
“Show Currently Used Configuration” on page 5-22

Software Rollback Feature

The directory structure inherent in the CMM softevatlows for a switch to return to a previous, more
reliable version of image or configuration files.

Initially, when normally booting the switch, theftare is loaded from the certified directory. Thighe
repository for the most reliable software. Whenghtch is booted, the certified directory is loddeto
the running configuration and used to manage svittnhtionality.

Changes made to the configuration file in the rngrdonfiguration will alter switch functionality hEse
changes are not saved unless explicitly done ghéwuser using theopy running-config working
command described liCopying the Running Configuration to the Working&tory” on page 5-16f
the switch reboots before the configuration filétie running configuration is saved, then the fiedi
directory is reloaded to the running configurataond changes made to the configuration file in the
running configuration prior to the reboot are lost.

Changes to the configuration file must be initisdjved to the working directory by using topy
running-config working or thewrite-memory commands. Once the configuration file is savedéo t
working directory, the switch can be rebooted friva working directory by using theload working
command, described fiRebooting from the Working Directory” on page 5-18

Likewise, new image files are always placed inwloeking directory first. The switch can then begeb
ted from the working directory. When this is doties contents of the working directory are loaded an
used to set up the running configuration, whictged to control switch functionality. New image or
configuration files can now be tested for a timeléaide whether they are reliable.

Should the configuration or images files prove édéss reliable than their older counterparts éndérti-
fied directory, then the switch can be rebootednftbe certified directory, and “rolled back” to earlier
version.

Once the contents of the working directory areldisaed as good files, then these files can bedstve
the certified directory and used as the most ridiabftware to which the switch can be rolled bichan
emergency situation.
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Software Rollback Configuration Scenarios for a Single Switch

The examples below illustrate a few likely scenm@od explain how the running configuration, wogkin
directory, and certified directory interoperatddoilitate the software rollback on a single switch

Note. This information applies to a switch stack; howevlee manner in which CMM software is propa-
gated to all switches in a stack is explainedHadundancy Scenarios” on page 5-10

In the examples belovR represents the running configuratid,represents the working directory, afd
represents the certified directory.

Note. For the following scenarios, it is important to rember the difference between where the switch
boots from, and where the switch is running frome‘SVhere is the Switch Running From?” on page 5-5
for more information.

Scenario 1: Running Configuration Lost After Reboot

Switch X is new from the factory. It is pluggedand booted up from the certified directory, theteots

of which are loaded into the running configurati8mce the working and certified directories aractly
the same, the switch is running from the workingcliory. Through the course of several days, change
are made to the configuration file in the runnigfiguration.

Power to the switch is interrupted, the switch @bdrom the certified directory, all the changeshe
running configuration are overwritten, and the stitolls back to the certified directory (whichthis
case is the factory setting).

This is illustrated in the diagram below:

\@/ \@/ &/ \@/
- - ||= — e ||= -
R W C R W C R W C R W C

1. Switch boots
from certified
directory by using
factory configura-
tion settings.
Since the working
and certified
directories are the
same, it will be
running from the
working direc-
tory.

2. Changes are
made to the run-
ning configura-
tion and stored in
the running con-
figuration.

3. Power is inter-
rupted and the
switch goes down.

4. Switch reboots
from certified
directory by using
factory configura-
tion settings; run-
ning configuration
changes are lost.
Since the working
and certified direc-
tories are the same,
it will be running
from theworking
directory.

Running Configuration is Overwritten by the Certified Directory on Boot
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Scenario 2: Running Configuration Saved to Working Directory

The network administrator recreates Switch X’s iingrconfiguration and immediately saves the running
configuration to the working directory.

In another mishap, the power to the switch is agaerrupted. The switch reboots from certifiedegir
tory, overwrites all of the changes in the runnéegfiguration, and rolls back to the certified dicy
(which in this case is the factory settings). Hoersince the configuration file was saved to tloeking
directory, that file is still in the working diremty and can be retrieved. Since the working antifiest
directories are not exactly the same, the switchrising from the certified directory.

This is illustrated in the diagram below:

S S O/ Ny
0 105 K 0%
— || == — ||=|= — p—
R W C R W C R W C R W C

1. Switch boots 2. Changes are 3. Power is inter- 4. Switch reboots
from certified made to the run- rupted and the from the certified
directory using ning configura- switch goes down. directory by using
factory configura- tion and stored in factory configura-
tion settings. the running con- tion settings; saved
Since the working figuration, and configuration file
and certified then saved to the is still in the work-
directories are the working directory. ing directory.
same, it will be Since the working
running from the and certified direc-
working direc- tories arenot the
tory. same, it will be

running from the
certified directory.

Running Configuration Saved to Working Directory

It is important to note that in the above scendtie,switch is using the configuration file frometberti-
fied directory, and not the working directory. Té¢teanges made and saved to the working directory are
not in effect. The switch can be booted from thekivay directory by using theeload working

command.
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Scenario 3: Saving the Working Directory to the Certified Directory

After running the modified configuration settingsdechecking that there are no problems, the network

administrator decides that the modified configuatsettings (stored in the working directory) are

completely reliable. The administrator then deciesave the contents of the working directoryhi® t
certified directory. Once the working directoryssved to the certified directory, the modified ¢guafa-
tion file is included in a normal reboot.

Since the working and certified directories arectlyahe same, the switch is running from the wogki

directory.

R W C

1. Switch boots
from certified
directory by using
factory configura-
tion settings.
Since the working
and certified
directories are the
same, it will be
running from the
working direc-
tory.

\'%/
I\

2. Changes are
made to the run-
ning configura-
tion, stored in the
running configura-
tion, saved to the
working direc-
tory, and then
saved to the certi-
fied directory.

4
~

N\

R wW C

3. Power is inter-
rupted and the
switch goes down.

17| =
e )
ant

R W C
4. Switch reboots
from certified
directory by using
saved configura-
tion file in the cer-
tified directory.
Since the working
and certified direc-
tories are the same,
it will be running
from theworking
directory.

Running Configuration is Saved to Working, then to the Certified Directory
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Scenario 4: Rollback to Previous Version of Switch Software

Later that year, an upgraded image file is relefised Alcatel-Lucent. The network administrator dsa
the new file via FTP to the working directory oéthwitch and reboots the switch from the workingdi
tory. Since the switch is specifically booted frime working directory, the switch is running frohet
working directory.

After the reboot loads the new image file fromwarking directory, it is discovered that the imdie
was corrupted during the FTP transfer. Rather teasing a disabled switch, the network administrator
can reboot the switch from the certified directbmhich has the previous, more reliable versiorhef t
ENI image file) and wait for a new version of tineaige. In the meantime, the administrator's swigch i
still functioning.

This is illustrated below:

7

~
7
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R wW C R W C R W C R W C
1. The new file is 2. The new file is 3. The file is cor- 4. Switch reboots
installed in the loaded via a rupted and does from certified
working directory. reboot from the not boot correctly. directory by using

working direc- the old file. Since
tory. The switch is the working and
running from the certified directo-
working directory. ries arenot the

same, it will be
running from the
certified directory.

Switch Rolls Back to Previous File Version
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Redundancy

CMM software redundancy is one of the switch’s mogiortant fail over features. For CMM software
redundancy, at least two fully-operational Omni$WiStackable Series switches must be linked togethe
as a stack or two fully-operational CMM modules raesinstalled in the chassis at all times. In &dd;

the CMM software must be synchronized. (Reféipnchronizing the Primary and Secondary CMMs”
on page 5-2@or more information.)

In OmniSwitch Stackable Series switches, one ofthiéches has the primary role and the anotherchwit
has the secondary role at any given time. (Theayrand secondary roles are determined by the Iswitc
number indicated on the LED on the front panel;ltivgest number switch becomes the primary switch in
the stack.) The primary switch manages the cugeitth operations while the secondary switch presid
backup (also referred to as “fail over”).

Additional switches in a stack are set to “idlet fbhe purposes of redundancy. For more information
managing a stack of switches, see the “ManaginckStahapter found in the appropridiardware
Users Guide.

When two CMMs are running in an OmniSwitch Chassised switch, one CMM has the primary role
and the other has the secondary role at any ginen The primary CMM manages the current switch
operations while the secondary CMM provides badlalgo referred to as “fail over”).

Redundancy Scenarios

The following scenarios demonstrate how the CMMwgaffe is propagated to other switches in a stack fo
the purposes of coherent redundancy. In the exany@lew,W represents the working directory a@d
represents the certified directory.

Scenario 1: Booting the Stack

The following diagram illustrates what occurs wieestack powers up. The stack displayed is a three
switch stack.

Switch #1 ) Switch #2 Switch #3
MY i

W C W C W C

1. Stack is pow-
ered up and boots
from the certified
directory.

2. The contents of
the certified direc-
tory of the primary
CMM switch are
copied to the
working directory
of the secondary
CMM switch.
The working
directory is then

copied to the certi-

fied directory.

3. The contents of
the certified direc-
tory of the pri-
maryCMM

switch are copied
to the working
directory of addi-
tional switches.
The working direc-
tory is then copied
to the certified
directory.

Powering Up a Stack
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This process occurs automatically when the switabtdy The working and certified directory relatibips
described above itSoftware Rollback Feature” on page 5#ll applies to the primary CMM switch.

Generally speaking, the switch assigned the logtask number is the primary CMM switch; the switch
with the next lowest stack number is the secon@aWv switch, and all other switches are idle. Forreno
information on stack numbering, see the “Managitaxss” chapter found in the appropri&taerdware
Users Guide.

Scenario 2: Rebooting from the Working Directory

Since changes to thmot.cfg file andnew.img files are initially saved to the working directpsome-
times it is necessary to boot from the working ctioey to check the validity of the new files. Ttadldw-
ing diagram illustrates the synchronization proa#ss working directory reboot. The stack displayed
three switch stack.

Switch #3

Switch #1 \_ Switch #2

W C Wi C W C

1. Stack is booted 2. The primary 3. The primary

up from the work- CMM switch cop- CMM switch cop-

ing directory. ies its working ies its working
directory to the directory to the
secondary CMM other switch work-
switch working ing directories.
directory.

Booting from the Working Directory

This synchronization process occurs automaticaily evorking directory reboot.

Note. It is important to certify the working directory ésynchronize the stack as soon as the validity of
the software is established. Stacks booted fromvtir&ing directory or unsynchronized stacks araskt

of mismanaging data traffic due to incompatibibtia different versions of switch software. Ceritiy

the working directory is described ‘i@opying the Working Directory to the Certified [Brtory” on

page 5-20while synchronizing the switch is describeddynchronizing the Primary and Secondary
CMMSs” on page 5-26
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Scenario 3: Synchronizing Switches in a Stack

When changes have been made to the primary CMMBwértified directory, these changes need to be
propagated to the other switches in the stack. digd be done by completely rebooting the stack.
However, a loss of switch functionality is to bevaled, acopy flash-synchro command can be issued.

The following diagram illustrates the process thaturs when using a copy flash-synchro command. The
stack shown is a three switch stack.

Switch #1 o ~ Switch #2 Switch #3

iR

-

W C W C W C
1. A copy flash- 2. The contents of 3. The contents of
synchro com- the certified direc- the certified direc-
mand is issued on tory of the primary tory of the pri-
the primanCMM CMM switch are mary CMM switch
switch. copied to the are copied to the

working directory
of the secondary
CMM switch.
The working
directory is then

copied to the certi-

fied directory.

working directory
of additional
switches. The
working directory
is then copied to
the certified direc-
tory.

Synchronizing Switchesin a Stack

The copy flash-synchro command (described iiBynchronizing the Primary and Secondary CMMs” on
page 5-2% can be issued on its own, or in conjunction wlithcopy wor king certified command
(described ifCopying the Working Directory to the Certified Bitory” on page 5-25

Note. It is important to certify the working directory dsynchronize the stack as soon as the validity of
the software is established. Stacks booted fromvibr&ing directory or unsynchronized stacks areskt

of mismanaging data traffic due to incompatibibtia different versions of switch software. Ceiitify the
working directory is described itCopying the Working Directory to the Certified Btory” on

page 5-20while synchronizing the switch is describeddynchronizing the Primary and Secondary
CMMSs” on page 5-26
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Scenario 4: Adding a New Switch to a Stack

Since the OmniSwitch Stackable Series switchesl@sgned to be expandable, it is very likely thawn
switches will be added to stacks. The stack autiailbt detects new switches added to the stack, and
new switches can pass traffic without a compleb®ot of the stack.

However, a new switch added to the stack may neg tlze same software as the rest of the stackidn t

case, the new switch will need to be synchronizid the stack software.

The following diagram illustrates this idea. Thagtiam shows a stack of three switches to whictugtio

switch is added.

—

i

P

W C

1. Stack is pow-
ered up and boots
from the certified
directory,

or acopy flash-
synchro com-
mand is issued.

gt

2. The contents of
the certified direc-
tory of the primary
CMM switch are
copied to the
working directory
of the secondary

Ead

3. The contents of
the certified direc-
tory of the pri-
mary CMM switch
are copied to the
working directory
of additional

Tt

4. In a stack of
four or more
switches the sec-
ondary CMM
switch assists in
the synchroniza-
tion process, after

CMM switch. switches. The it has been syn-
The working working directory chronized with the
directory is then is then copied to primary CMM
copied to the certi- the certified direc- switch.
fied directory. tory.
Synchronizing a Stack with Three M ore Switches
OmniSwitch AOS Release 6 Switch Management Guide ~ June 2013 page 5-13



Managing the Directory Structure (Non-Redundant) Managing CMM Directory Content

Managing the Directory Structure
(Non-Redundant)

The following sections define commands that allow @iser to manipulate the files in the directoryct

ture of a single CMM in an OmniSwitch Chassis-bas&dch or of a single OmniSwitch Stackable Series
switch.

Note. All of the commands described in the followingtsens work on switches in a stack with redun-
dancy enabled. These commands also work on switgitlesedundant CMMs. However, there may be
special circumstances that apply when modifyingpeaters on a switch in a stack that do not appéy to
standalone switch. The same special circumstahegsipply when modifying parameters on a switch
with a redundant CMM do not apply to a switch witha redundant CMM. Redundant command usage is
covered in‘Managing Redundancy in a Stack and CMM” on pagel5S&e the appropriatéardware

Users Guide for more information on switch redundancy.

Rebooting the Switch

When booting the switch, the software in the ciedifdirectory is loaded into the RAM memory of the
switch and used as a running configuration, as show

0ooo
T

aa‘

Primary CMM

The certified directory software should be the besist reliable versions of both the image filed tre
boot.cfg file (configuration file). The switch will run fro the certified directory after boot if the working
and certified directories are not exactly the saifribey are the same, then the switch will rumirthe
working directory, allowing changes made to thening configuration to be saved. If the switch is
running from the certified directory, you cannoteany changes to the running configuration, orycop
files between the directories.
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To reboot the switch from the certified directoepter thereload command at the prompt:

-> reload

This command loads the image and configuratios filethe certified directory into the RAM memory.
These files control the operation of the switch.

Note. When the switch reboots using theoad command, it will boot from the certified directony
information in the running configuration that hag been saved to the working directory will be lost

To reboot the switch from the certified directoritwa completed CMM reload, enter the following
command at the prompt:

-> reload with-fabric

Scheduling a Reboot

It is possible to cause a reboot of the primargemondary CMM at a future time by setting time paga
ters in conjunction with theeload command, using thi@ or at keywords.

To schedule a reboot of the primary CMM in 3 haamsgl 3 minutes, you would enter:
-> reload primary in 3:03
To schedule a reboot of the primary CMM for JuneaB8:00pm, you would enter:

-> reload primary at 20:00 june 30

Note. Scheduled reboot times should be entered in myilfeaimat (i.e., a twenty-four hour clock).

Cancelling a Scheduled Reboot

To cancel a scheduled reboot, useddrecel keyword. A cancel command can be specified foriragry
reboot, a secondary reboot, or all currently sclestiteboots. For example, to cancel the primarpoeb
set above, enter the following:

-> reload primary cancel
To cancel all scheduled reboots with a single cominanter the following:

-> reload cancel

Checking the Status of a Scheduled Reboot

You can check the status of a reboot set for a e by entering the following command:
-> show reload

or
-> show reload status

Thereload command is described in detail in BaniSwitch AOS Release 6 CLI Reference Guide.
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Copying the Running Configuration to the Working Directory

Once the switch has booted and is running, a wenwdify various parameters of switch functiomwalit
These changes are stored temporarily in the rurcongjguration in the RAM of the switch. In order t
save these changes, the running configuration beusaved to the working directory as shown:

[y
s

—r
ﬂ a.

Primary CMM \

2

In this diagram:

1 The switch boots from the certified directory, ahd software is loaded to the RAM to create a
running configuration.

2 Changes are made in the running configuration andaved to the working directory.

Now theboot.cfg file in the running configuration and theot.cfg file in the working directory are identi-
cal. Should the switch go down or reboot, the aprfation changes made can be restored.

Note. If the switch is rebooted at this point in the mss, since the certified and working directory
boot.cfg files are not the same, the switch will boot amd from the certified directory. (Sé&/here is
the Switch Running From?” on page 3és a description of this process.)

The modifications made to the functionality of 8witch are recorded in the running configurationthie
RAM. These changes in the RAM are only valid utité switch is rebooted. At that time, the switch
reboots from the certified directory. If the rungiconfiguration is not saved to the working diregto
before a reboot, then the changes made in thengruinfiguration are lost. To save these changés, i
necessary to save the contents of the runninggumafiion to the working directory.
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To save the running configuration to the workingediory, enter thevrite memory command at the
prompt, as shown:

-> copy running-config working
or
-> write memory

The above commands perform the same function. iliese commands are issued the running configu-
ration with all modifications made is saved tola @alledboot.cfg in the working directory.

Note. This command will not function if the switch is ming from the certified directory. Séé/here is
the Switch Running From?” on page 55 an explanation.

Thewrite memory command are described in detail in @mni Svitch AOS Release 6 CLI Reference
Guide.

Note. The savedboot.cfg file will be overwritten if thetakeover command is executed after the
write memory command in an OmniSwitch set up with redundant GVIM

Note. It is important to certify the working directory ésynchronize the stack as soon as the validity of
the working directory software is established atack. Stacks booted from the working directory or
unsynchronized stacks are at risk of mismanaging taffic due to incompatibilities in different rgons
of switch software. Certifying the working direcgds described ifiCopying the Working Directory to
the Certified Directory” on page 5-2@hile synchronizing the switch is described$@ynchronizing the
Primary and Secondary CMMs” on page 5-26
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Rebooting from the Working Directory

Besides a regular boot of the switch (from theifiedt directory), you can also force the switchbtmot
from the working directory. This is useful for clkéty whether a new configuration or image file will
boot the switch correctly, before committing itthe certified directory. (For information on savitinge
working directory to the certified directory, s&gopying the Working Directory to the Certified Bir-
tory” on page 5-20

The following picture illustrates the case of atsiibeing rebooted from the working directory:

mm N
I

ﬂ - a.

Primary CMM \
2

In the above diagram:
1 The certified directory is used to initially bodiet switch.

2 Changes are made to the configuration file andsaved to the configuration file in the working die
tory by using the eload issu command, described in the secti@opying the Running Configuration to
the Working Directory” on page 5-16

3 The switch is rebooted from the working directoyyusing thereload wor king command.

When areload working command is entered, the switch prohibits a taketreen the secondary CMM.
Switch functions are suspended until the boot eég complete.

If you decide against using the new software bo&tma the working directory, the switch can revtert
the software stored in the certified directory lsyng thecopy working certified command as described
in “Copying the Certified Directory to the Working Butory” on page 5-21or by using theeload
command as described‘iRebooting the Switch” on page 5-14
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Note. If the switch is rebooted before using tlapy wor king certified command, the switch will be
running from the certified directory as the workimgd certified directories are not the same. Thisl-
ior is described ifWhere is the Switch Running From?” on page.5-5

To reboot the switch from the working directorytearthe following command at the prompt, along veith
timeout period (in minutes), as shown:

-> reload working rollback-timeout 5

At the end of the timeout period, the switch wilboot again normally, as ifr&load command had been
issued.

Note. It is important to certify the working directory ésynchronize the stack as soon as the validity of
the software is established in a stack. Stackseolofobm the working directory or unsynchronizectksa
are at risk of mismanaging data traffic due to mpatibilities in different versions of switch software.
Certifying the working directory is described‘i@opying the Working Directory to the Certified Bi-
tory” on page 5-2pwhile synchronizing the switch is described$ynchronizing the Primary and
Secondary CMMs” on page 5-26

Rebooting the Switch from the Working Directory with No Rollback Timeout

It is possible to reboot from the working directovithout setting a rollback timeout, in the follavg
manner:

-> reload working no rollback-timeout

Scheduling a Working Directory Reboot

It is possible to cause a working directory rebafdhe CMM at a future time by setting time paraenst
in conjunction with the eload working command, using thie or at keywords. You will still need to
specify a rollback time-out time, or that theredsrollback.

To schedule a working directory reboot of the CMMBihours and 3 minutes with no rollback time-out,
you would enter:

-> reload working no rollback-timeout in 3:03

To schedule a working directory reboot of the CMM#®0pm with a rollback time-out of 10 minutes,
you would enter:

-> reload working rollback-timeout 10 at 20:00

Note. Scheduled reboot times should be entered in mjlfiaimat (i.e., a twenty-four hour clock).
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Cancelling a Rollback Timeout

To cancel a rollback time-out, enter tteboad cancel command as shown:

-> reload primary cancel

or
-> reload cancel

Thereload working command is described in detail in BeniSwvitch AOS Release 6 CLI Reference
Guide.

Copying the Working Directory to the Certified Directory

When the running configuration is saved to the wagldirectory, the switch’s working and certified
directories are now different. This differencethié CMM reboots, causes the switch to boot andnam
the certified directory. When the switch is boosed run from the certified directory, changes miade
switch functionality cannot be saved and files @irbe moved between directories. Tiwot.cfg file
saved on the working directory needs to be savdidetaertified directory, as shown:

000
o0

‘E‘ - a.

Primary CMM \
2

In this diagram:

1 The switch boots from the certified directory améieges are made to the running configuration.
2 The changes are saved to the working directorielsdot.cfg file.

3 The contents of the working directory are savethéocertified directory.

Once the working directory is copied to the cegtifdirectory, and the switch reboots, it will rebfrom
the certified directory but run from the workingelitory. When the switch runs in this fashion, gemn
made to the running configuration can be savetigontorking directory as described‘fbopying the
Running Configuration to the Working Directory” page 5-16
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Note. Only software that has been thoroughly validatediaisle and reliant software should be copied to
the certified directory. Once you copy softwarehte certified directory, you will not be able tcozer a
previous version of the image or configurationdile

When the software on the working directory of atstvihas proven to be effective and reliable, eventu
ally the contents of the working directory shou&dwmpied into the certified directory.

To copy the contents of the working directory te tertified directory, enter the following commeatd
the prompt:

-> copy working certified

Thecopy working certified command is only valid if the switch is runningrtdghe working directory. If
you attempt to copy the working directory to thetified directory when the switch is running frofret
certified directory, nothing will happen, and tlleg in the certified directory will remain unchaty

Note. In order for this command to work, the amount ekfspace in flash must equal the size of the files
being copied. If there isn’t enough free spacecthigy attempt will fail and an error message wal b
generated. Only image files, the boot.cfg file, #melcerts.pem file should be kept in the workingd

tory.

Note. On a stack it is important to synchronize the stkoon as the validity of the software is estab-
lished. Unsynchronized stacks are at risk of misagang data traffic due to incompatibilities in @ifént
versions of switch software. Synchronizing the stvis described iSynchronizing the Primary and
Secondary CMMs” on page 5-26

Copying the Certified Directory to the Working Directory

It is possible to copy the contents of the cedifiérectory to the working directory. This is ddme using
the following CLI command:

-> copy certified working

If this command is executed, all files in the waikidirectory will be permanently overwritten by the
contents of the certified directory.

Thecopy working certified command is described in detail in @mniSvitch AOS Release 6 CLI Refer-
ence Guide.

Note. In order for this command to work, the amount ekfsspace in flash must equal the size of the files
being copied. If there isn’t enough free spacecthigy attempt will fail and an error message wal b
generated. Only image files, theot.cfg file, and thecerts.pem file should be kept in the certified direc-
tory.
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Show Currently Used Configuration

When a switch is booted, the certified and workditgctories are compared. If they are the same, the
switch runs from the working directory. If they al#ferent, the switch runs from the certified ditery.
A switch running from the certified directory canmoodify directory contents. (This topic is coveiad
“Where is the Switch Running From?” on page.p-5

To check the directory from where the switch isreatly running, enter the following command:
-> show running-directory

CONFIGURATION STATUS

Running CMM : PRIMARY,

CMM Mode : DUAL CMMs,

Current CMM Slot 1,

Running configuration : WORKING,

Certify/Restore Status : CERTIFY NEEDED
SYNCHRONIZATION STATUS

Flash Between CMMs : SYNCHRONIZED,

Running Configuration : NOT AVAILABLE,

Stacks Reload on Takeover: ALL STACKs (SW Activation)

To check the directory from where the switch isrently running, enter the following command:
-> show running-directory

CONFIGURATION STATUS

Running CMM : PRIMARY,

CMM Mode : MONO CMMs,

Current CMM Slot : A,

Running configuration : WORKING,

Certify/Restore Status : CERTIFY NEEDED
SYNCHRONIZATION STATUS

Running Configuration : NOT SYNCHRONIZED,

NIs Reload on Takeover 3

The command returns the directory the switch isenitly running from (working or certified) and whic
CMM is currently controlling the switch (primary secondary). It also displays whether the workingd a
certified directories are the same, and if a syowization is needed between the primary and secpnda
CMM.

Theshow running-directory command is described in detail in tBeniSwitch AOS Release 6 CLI
Reference Guide.
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Show Switch Files

The files currently installed on a switch can bewéd using thehow microcode command. This

command displays the files currently in the spedifilirectory.

To display files on a switch, enter tdgow micr ocode command with a directory, as shown:

-> show microcode certified

Package Release Size Description
————————————————— e e
Kadvrout .img 6.3.1.311.R0O1 823614 Alcatel Advanced Routing
Kbase.img 6.3.1.311.R01 7372509 Alcatel Base Software
Kdiag.img 6.3.1.311.R0O1 5215 Alcatel Diagnostics Archive
Keni.img 6.3.1.311.R0O1 2486643 Alcatel Ethernet Network Interfaces
Kos.img 6.3.1.311.R01 941331 Alcatel Operating System
Ksecu.img 6.3.1.311.R0O1 371661 Alcatel Security

If no directory is specified, the files that haweeh loaded into the running configuration are shown

To display the date when the archive was last @ajanter thehow microcode command with the

history keyword, as shown:

-> show microcode history
Archive Created 10/1/04 6:49:34
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Managing Redundancy in a Stack and CMM

The following section describe circumstances thatuser should be aware of when managing the CMM
directory structure on a switch with redundant CMMslso includes descriptions of the CLI commands
designed to synchronize software between the pyimad secondary CMMs.

Rebooting the Switch

On OmniSwitch Stackable Series switches, when gtad the primary switch CMM in a stack, the
secondary switch takes over the primary functibthé stack is comprised of three or more switchie
the original primary switch becomes “idle” and tiext available “idle” switch becomes the secondary
CMM. For more information on stacks, see the “Mangdstacks” chapter found in the appropribtiar d-
ware Users Guide.

You can specify a reboot of the secondary CMM bggithesecondary keyword in conjunction with the
reload command. For example, to reboot the secondary Ceéfiter the eload command as shown:

-> reload secondary

In this case, the current primary CMM continuesuio, while the secondary CMM reboots.

Scheduling a Reboot

It is possible to cause a reboot of the primargemmondary CMM at a future time by setting time paga
ters in conjunction with theeload command.

For example, to schedule a reboot of the secordityl in 8 hours and 15 minutes on the same day,
enter the following at the prompt:

-> reload secondary in 08:15

Note. Scheduled reboot times should be entered in nyjilfamat (i.e., a twenty-four-hour clock).

Cancelling a Scheduled Reboot

To cancel a scheduled reboot, useddrecel keyword. A cancel command can be specified forirmgry
reboot, a secondary reboot, or all currently sclestiteboots. For example, to cancel the primarpoeb
set above, enter the following:

-> reload secondary cancel

Secondary CMM Fail Over

While rebooting the switch during normal operatiarsecondary CMM is installed, the switch will ffai
over” to the secondary CMM. “Fail over” means tleeendary CMM takes the place of the primary
CMM. This prevents the switch from ceasing funcéility during the boot process.

With OmniSwitch Stackable Series switches only, mvtiee primary switch CMM in a stack fails over, the
secondary switch takes over the primary functibthé stack comprises three or more switches, then
original primary switch becomes “idle” and the naxailable “idle” switch becomes the secondary CMM.
For more information on stacks, see the “Managitagl&” chapter found in the appropri&taerdware

Users Guide. However, with OmniSwitch Chassis-based switclighe versions of the software on the
primary and secondary CMM are not synchronizedNhmodules on the switch will restart, causing
packet loss.
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Synchronizing the primary and secondary CMMs isedasing thesopy flash-synchro command
described irfSynchronizing the Primary and Secondary CMMs” aig@ 5-26

Note. If a switch fails over to the secondary CMM, iniscessary to have a management interface connec-
tion to the secondary CMM (such as an Ethernetqoatconsole port).

Copying the Working Directory to the Certified Directory

At the same time that you copy the working diregtiorthe certified directory, you can synchronikze t
secondary CMM with the primary CMM. In the case@dundant CMMs, this ensures that the two
modules are booting from the same software.

Synchronizing the Primary and Secondary CMMs

To copy the working directory to the certified ditery of the primary CMM and at the same time
synchronize the software of the primary and secgn@®M, use the following command:

-> copy working certified flash-synchro

Note. This command will not function if the switch is ming from the certified directory. Séé/here is
the Switch Running From?” on page 3eb an explanation.

Thecopy working certified command will synchronize all switches in a statkwitches. This command
is described in detail in tHémniSwitch AOS Release 6 CLI Reference Guide.

Note. When synchronizing the primary and secondary CMMs,important to remember that the
boot.params file and the switch date and time are not autoradlyi synchronized. See the appropriate
Getting Started Guide for information on théoot.params file, andChapter 1, “Managing System Files,”
for information on setting the switch date and tiffibe date and time are synchronized using the
system time-and-date synchro command.
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Synchronizing the Primary and Secondary CMMs

If you have a secondary CMM in your switch, it ok necessary to synchronize the software betwesen t
primary and secondary CMMs. If the primary CMM galesvn (for example, during a reboot), then the
switch fails over to the secondary CMM. If the sddte in the secondary CMM is not synchronized with
the software in the primary CMM, the switch willtrfanction as configured by the administrator.

The synchronization process is shown in the diadralow:

o 1
Working w . . Certified
3

—
Primary CMM ‘ 2 Secondary CMM

Running

1 The primary CMM copies its certified directory teetsecondary CMM working directory (remember
that you cannot copy files directly to the certifidirectory, they must first be copied to the wodkdirec-

tory).

2 An automatic reboot is then triggered on the seapn@MM, loading the new contents of the work-
ing directory to the running configuration.

In the above diagram:

3 If no problems exist, then the working directonaigomatically copied to the certified directorytioé
secondary CMM.

On OmniSwitch Stackable Series switches only,ghigess continues down the line until all switcimes
the stack are synchronized.

If the secondary CMM fails to boot properly, thée tontents of the secondary CMM'’s certified direc-
tory overwrite the new software on the working ditey of the secondary CMM. This has the effect of
denying the attempted synchronization process.

This process copies the files in the certified ctivey of the primary CMM to the certified directooy the
secondary CMM. This prevents the secondary CMM frebooting using incorrect or out-of-date soft-
ware should the primary CMM go down.

On a stack, this command will synchronize all shéte in a stack.
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To synchronize the secondary CMM to the primary CMter the following command at the prompt:
-> copy flash-synchro

The copy flash-synchro command is described in detail in @eniSvitch AOS Release 6 CLI Reference
Guide.

Note. When synchronizing the primary and secondary CMMs,important to remember that the
boot.paramsfile and the switch date and time are not autoradlyi synchronized. See ti@etting Started
Guide for information on thdoot.params file, andChapter 1, “Managing System File$dr information
on setting the switch date and time. The date amel &re synchronized using thestem time-and-date
synchro command.

Synchronizing the System Date and Time

To synchronize the system date and time, useytiem time-and-date synchro command. This
command synchronizes the secondary CMM date areltonthe primary CMM date and time.

Enter the command as shown:

-> system time-and-date synchro

CMM Switching Fabric

Each OmniSwitch Chassis-based CMM module contaandviare and software elements to provide
management functions for the switch. The CMM modié® contains the switch fabric for the system.
User data flowing from one NI module to anotherseasthrough the switch fabric.

The switch will operate with one or two CMM modulastalled.

If there are two CMM modules, one management psaras considered “primary” and is actively
managing the system. The other management processamsidered “secondary” and remains ready to
quickly take over management in the event of hardwa software failure on the primary. In the eveit
a failure, the two processors exchange roles amddhondary takes over as primary.

The switch fabric on the CMM operates independeaftithe management processor. If there are two
CMM modules installed, both fabric modules are naliynactive. Two CMM modules must be installed
in the switch to provide full fabric capacity.

If there is one CMM module installed, then thera single management feature and performance as a
dual CMM system, but there is no “secondary” CMMar#ivare or software failures in the CMM will
result in a system reboot. The System fabric céyp@cbn half of the fabric capacity of a dual CMM
system.
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Swapping the Primary CMM for the Secondary CMM

If the primary CMM is having problems, or if it #®to be shut down, then the secondary CMM can be
instructed to “take over” the switch operation faes primary CMM is shut down.

Note. It is important that the software for the secondaiM has been synchronized with the primary
CMM before you initiate a secondary CMM takeovéthe CMMs are not synchronized, the takeover
could result in the switch running old or out-oftelaoftware. Synchronizing the primary and secondar
CMMs is described inSynchronizing the Primary and Secondary CMMs” @ig@ 5-26

To instruct the secondary CMM to takeover switchctions from the primary CMM, enter the following
command at the prompt:

-> takeover

To instruct the secondary CMM to takeover switchctions from the primary CMM with a complete
CMM reload, enter the following command at the pppm

-> takeover with-fabric
Thetakeover command is described in detail in #Beni Svitch AOS Release 6 CLI Reference Guide.

On OmniSwitch Stackable Series switches only, steak with three or more switches, the secondary
CMM takes over as primary and the original primbegomes “idle.” The next available idle switch
becomes the new secondary CMM. For more informaiiostacks, see the “Managing Stacks” chapter
found in the appropriatdardware Users Guide.

Note. The savedboot.cfg file will be overwritten if thetakeover command is executed after the
write memory command on a switch set up with redundant CMMs.
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Show Currently Used Configuration

In a chassis with a redundant CMM, the displaytifier currently running configuration tells the ugehe
primary and secondary CMMs are synchronized.

To check the directory from where the switch isrently running and if the primary and secondary
CMMs are synchronized, enter the following command stack:

-> show running-directory

CONFIGURATION STATUS

Running CMM : PRIMARY,
CMM Mode : DUAL CMMs,
Current CMM Slot 1,

Running configuration : WORKING,

Certify/Restore Status
SYNCHRONIZATION STATUS
Flash Between CMMs
Running Configuration
Stacks Reload on Takeover:

: CERTIFY NEEDED

: SYNCHRONIZED,
: NOT AVAILABLE,

ALL STACKs (SW Activation)

To check the directory from where the switch isrently running, enter the following command on a

chassis:
-> show running-directory

CONFIGURATION STATUS

Running CMM : PRIMARY,
CMM Mode : MONO CMMs,
Current CMM Slot : A,

Running configuration : WORKING,

Certify/Restore Status
SYNCHRONIZATION STATUS

Running Configuration

NIs Reload on Takeover

: CERTIFY NEEDED

: NOT SYNCHRONIZED,
HEC

The command returns the name of the directorywheels is currently running from (working or certi-

fied), and also displays the CMM which is currerdtyntrolling the switch (primary or secondary)aléo
displays whether the working and certified direigsrare the same and whether a synchronization is
needed between the primary and secondaryCMM. litiaddthe command output displays how many
modules in the stack will be reloaded in the ewdra management module takeover. Options include
NONE, ALL, or a list of specific modules. Referttee following section for additional information &
module behavior during a redundant CMM takeover.

Theshow running-directory command is described in detail in BeniSwitch AOS Release 6 CLI
Reference Guide.
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In-Service Software Upgrade - Chassis-Based

The In-Service Software Upgrade (ISSU) featuresesduto patch the CMM images (NI patches are not
supported) running on an OmniSwitch with minimadrdption to data traffic. The CMM images can be
patched only on fully synchronized, certified, ardundant systems currently running an ISSU capable
build.

Note. Switches running an ‘R##’ build, such as 6.4.1.R®3.do not support ISSU patches. The switch
must first be upgraded to an ‘S##' build such &s16123.S01. Contact Service & Support for theskate
ISSU capable release.

Note. ISSU patches are only supported within the sam#’‘Bfanch. For example, if a switch is running
6.4.1.123.S01 then only 6.4.1.###.S01 images cars&eé to perform an ISSU patch. If a switch is
running 6.4.1.234.S02 then only 6.4.1.###.S02 imag®a be used to perform an ISSU patch.

Note. The images which are ISSU capable #yase.img, Jsecu.img, Jadvrout.img andJos.img. These
images are used to perform a patch to the CMM arly,NI related issues cannot be addressed with an
ISSU patch.

Note. A minimum of 25 MB flash space must be presenhagwitch to accommodate the image files that
are used to patch existing image files.

Using the ISSU feature requires the admin usergbdreate an ISSU directory in the flash memdrthe
primary CMM (lash/issu). This directory is where the ‘S##' image fileg alownloaded to the switch.
These are the image files that are used to pa&hxisting ‘S##’ files on the switch.

1 Ensure that the switch is fully synchronized, ¢exdi, and redundant and that is is currently rugran
ISSU capable “S” build.

2 Create thdlash/issu directory and copy the ISSU supported images tdfthsh/issu directory.

After the ISSU directory is created and image fdes downloaded to this directory, then tlead issu
command is used to start the following patch preces

3 The switch copies image files to tflash/working directory from thdlash/issu directory of the
primary CMM.

4 The switch synchronizes the image files in filash/working directory of the primary CMM with the
files on the secondary CMM.

5 The secondary CMM reloads with the patched workiimgctory image files.
6 When the secondary CMM completes the reload, tiregoy CMM transfers control to the secondary.

As a result of this process, the system is pat@higdminimal disruption to data traffic. Also, tipgimary
and secondary will have the same images in fhasih/working directory and will have changed roles (for
example, primary will act as secondary and the s@@xy as primary).
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Note that thélash/certified directory will still be running the previous sofive. In order to certify the
system, the admin user must issuedb@y working certified flash-synchro command to restore redun-
dancy between the primary and secondary CMM asitbestcin“Copying the Working Directory to the
Certified Directory” on page 5-20

Scheduling a Reload ISSU

It is possible to cause a reload of the primary Clst\ future time by setting time parameténsof at
keywords) in conjunction with thesload issu command. For example, to schedule an ISSU pattteof
system in 3 hours and 3 minutes, enter:

-> reload issu in 3:03
To schedule a reload of the primary CMM at 8:00.panter:

-> reload issu at 20:00

Note. Scheduled reload times must be entered in milfiamyat. (i.e., a twenty-four-hour clock).

Verifying the Version of ISSU Directory Image Files

To check the microcode version information of tiiages downloaded in the ISSU directory, enter the
show microcode issu command.

-> show microcode issu

Package Release Size Description
————————————————— e e e e e e
jos.img 6.4.1.733.501 1854193 Alcatel-Lucent 0S
jsecu.img 6.4.1.733.501 472002 Alcatel-Lucent Security
jadvrout.img 6.4.1.733.501 2649893 Alcatel-Lucent Advanced Routing
jbase.img 6.4.1.733.501 14195061 Alcatel-Lucent Base Software
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In-Service Software Upgrade - Stack-Based

The In-Service Software Upgrade (ISSU) featuresesduto patch the CMM and NI images running on an
OmniSwitch stack with minimal disruption to dataffic. The images can be patched only on fully
synchronized, certified, and redundant systemseotlgr running an ISSU capable build.

Note. A minimum of 30 MB flash space must be presenh&gwitch to accommodate the image files that
are used to patch existing image files.

Stack-based ISSU Requirements:

e The configuration status between the running anddaonfiguration must be identical.
e The stack must be fully certified and synchronized.

e The stack topology must be closed, meaning theetthendant cable must be present.
e All units must have enough flash space to accommedti@ new images.

e The images irflash/issu and in/flash/working directories cannot be from different major relsase
For example, AOS Release 6.4.4 and 6.4.5 are 1§ k»mpatible.

e The flash/issu/ directory on Primary must have nadmgy platform specific images files.
e The flash/issu must not contain any file other tttenmandatory platform specific images

® The images in thélash/issu directory must be COMPATIBLE with the loaded image

Using the ISSU feature requires the admin userdgbdreate an ISSU directory in the flash memdrthe
primary CMM (lash/issu). This directory is where the image files are dimaded to the switch. These
are the image files that are used to patch thdiegifiles on the switch.

1 Ensure that the stack is fully synchronized, cedifand redundant.

2 Create thédlash/issu directory and copy the ISSU supported images tdfthgh/issu directory on the
primary CMM.

After the ISSU directory is created and image fdes downloaded to this directory, then tiekad issu
command is used to start the following patch preces

3 A image compatibility check is done comparing thaded images with those in thkash/issu to
ensure an ISSU upgrade is supported.

4 The images fronfflash/issu are then copied tilash/working of the primary CMM.

5 The images fronfflash/working of the primary CMM are copied to tiéash/working of each
elementEach element in the stack is then rebooted froifldash/wor king directory, one at a time, in the
order below. Rebooting each element individualjuees the overall downtime of the network:

1. First Idle unit (The idle unit with the lowedbsnumber). This is the unit that would become the
secondary CMM in case the secondary CMM was down.

2.Secondary CMM unit.

3.Remaining Idle units.
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4.Primary CMM unit.

As a result of this process, the system is pat@hitdminimal disruption to data traffic. All the s in
the stack will have the same images in thiégash/working directory and will have changed roles. The
stack topology is bound to change after an ISSUagsy

Note that thélash/certified directory will still be running the previous sofive. In order to certify the
system, the admin user must issuedbyey wor king certified flash-synchro command to restore redun-
dancy between all the units of the stack as desgiiih“Copying the Working Directory to the Certified
Directory” on page 5-20

Verifying the Version of ISSU Directory Image Files

To check the microcode version information of tiiages downloaded in the ISSU directory, enter the
show microcode issu command.

-> show microcode issu

Package Release Size Description

————————————————— E e e
Kbase.img 6.4.5.355.R02 20589091 Alcatel-Lucent Base Software
Kadvrout.img 6.4.5.355.R02 2991624 Alcatel-Lucent Advanced Routing
K2os.img 6.4.5.355.R02 1965223 Alcatel-Lucent OS

Keni.img 6.4.5.355.R02 6087277 Alcatel-Lucent NI software
Ksecu.img 6.4.5.354.R02 649038 Alcatel-Lucent Security Management
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Using the USB Flash Drive

An Alcatel-Lucent certified USB flash drive can dennected the CMM and used to transfer images to
and from the flash memory on the switch. This camused for upgrading switch code or backing usfile
Additionally, automatic code upgrades as well hg\ime capability to boot from the USB flash drivoe f
disaster recovery purposes are also supportedhE@utomatic upgrades and disaster recovery tiige US
flash drive must be configured with the proper cliogy structure, depending on the platform, aschote
the table below. Once the flash drive is properbunted a directory namedflash is automatically
created. Files can then be copied to and fromufhash directory.

The directories below must be created on the U&&hfrive for feature support.

Product Family Name Auto-Upgrade Support Disaster-Recovery Support
OmniSwitch 6400 6400/working 6400/certified
OmniSwitch 6850E 6850/working 6850/certified
OmniSwitch 6855 6855/working 6855/certified
OmniSwitch 9000E 9000/working 9000/certified

The OmniSwitch 9000E must have ttescue.img file in the root directory of the USB Flash Drit@support
Disaster Recovery.

Transferring Files Using USB

The following is an example of how to mount andhgfer files using the USB flash drive using theb
andmount commands.

-> usb enable

-> mount /uflash

-> cp /flash/working/boot.cfg /uflash/boog.cfg
-> umount /uflash

Once the USB flash drive is mounted most commendiid directory commands can be performed on the
/uflash directory.

Automatically Upgrading Code Using USB

The switch can be configured to automatically mamd copy image files from the USB flash drive as
soon as it's connected. This can be used to auicaigtupgrade code. In order to prevent an acdalen
upgrade, a file nameabssignature must be stored on the USB flash drive as wellaasny a directory
with the same name as the product family as noté¢ld table above. The following is an examplesfior
OmniSwitch 9000E using thesb auto-copy command

Note: Theaossignature file can be an empty text file

1 Create a file nameabssignature in the root of the USB flash drive.
Create a directory nam@d00/working on the USB flash drive with all the proper imadest

-> usb enable

A O N

-> usb auto-copy enable
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5 Connect the USB flash drive to the CMM; the imagidsbe validated and copied to thigash/work-
ing directory of the CMM and the switch will reboobin theworking directory applying the code
upgrade.

6 Once the switch reboots the auto-copy featureamilbmatically be disabled to prevent another
upgrade.

Disaster Recovery Using USB

The switch can be configured to boot from the UBRBH drive. This can be used if the image fileshen
CMM become corrupted, deleted, or the switch isolméo boot from the CMM for other reasons. This
feature is known as disaster recovery and is eddijelefault.

If the Disaster Recovery feature is ever disabtezhn be re-enabled from the CLI so that DisaRiecov-
ery can be used in the future. The following issaample for an OmniSwitch 9000E using theb disas-
ter-recovery command:

1 ->usb disaster-recovery enable (Only required if Disaster Recovery was previouisabled)
2 Create a directory namé®00/certified on the USB flash drive with all the proper imadest.
3 Ensure the OmniSwitch is stopped at uboot/minilppompt;[Miniboot]->

4 Connect the USB flash drive to the CMM. The flash automatically be reformatted and the images
will be copied to theflash/certified directory of the CMM and the switch will reboobin thecertified
directory.

5 ->copy certified working (copy the images to th#ash/working directory).
6 ->reload working no rollback-timeout (reboot from flash/working directory)

7 Now that the switch has been recovered it can tenfegured as needed.

Note: The OmniSwitch must have a properly working 6.4e8sion or higher of uboot/miniboot to
support the Disaster Recovery feature.

Note: If a backupboot.cfg file is on the USB flash drive it will be copiedbalg with the image files and
can be used to recover the switch configuration.

Note: If the Disaster Recovery feature was disabled ugiegAOS CLI it can be re-enabled from mini-
boot as shown below:

[Miniboot]->sysUsbhDisasterRecoveryEnaDis 1
[Miniboot]->sysUsbStartDisasterRecoveryTask.
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Emergency Restore of the boot.cfg File

If all copies of theboot.cfg file have been deleted and a system boot has rec;uretwork configuration
information is permanently lost. However, if thied have been deleted amalboot has occurred you can
issue avrite memory command to regenerate theot.cfg file.

Can | Restore the boot.file While Running from Certified?

Yes. While it is not recommended that you routirgdye configuration changes while running from the
certified directory, you can perform an emergency restongaf configuration by following the steps:

1 Copy your current configuration to a manually-getedboot.cfg file in the/flash directory by enter-
ing the following command:

-> configuration snapshot all boot.cfg

2 Copy the nevboot.cfg file from the/flash directory to théflash/working directory by using thep
command. For example:

-> cp boot.cfg working/boot.cfg
3 Reboot the switch from thiflash/working directory by entering the following command:
-> reload working no rollback-timeout

Once theboot.cfg file is confirmed to be good, it needs to be sawetthe certified directory by using the
procedure described fi€opying the Working Directory to the Certified Btory” on page 5-20
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Displaying CMM Conditions

To show various CMM conditions, such as where thiéch is running from and which files are installed
use the following CLI show commands:

show running-directory Shows the directory from where the switch was baote

show reload Shows the status of any time delayed reboot(s)aiteapending on the
switch.

show microcode Displays microcode versions installed on the switch

show microcode history Displays the archive history for microcode versiorsalled on the
switch.

For more information on the resulting displays fritase commands, see BeniSwitch AOS Release 6
CLI Reference Guide. An example of the output for tlshow micr ocode command is given ifShow
Switch Files” on page 5-23
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6 Using the CLI

Alcatel-Lucent’s Command Line Interface (CLI) isext-based configuration interface that allows you
configure switch applications and to view switchtistics. Each CLI command applicable to the swigch
defined in theDmniSwitch AOS Release 6 CLI Reference Guide. All command descriptions listed in the

Reference Guide include command syntax definitide$aults, usage guidelines, example screen output,
and release history.

This chapter describes various rules and technithagswill help you use the CLI to its best advgeta
This chapter includes the following sections:

e “CLI Overview” on page 6-2
e “Command Entry Rules and Syntax” on page 6-3
e “CLI Services” on page 6-9

e “Logging CLI Commands and Entry Results” on pages6-1
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CLI Specifications

The following table lists specifications for ther@mand Line Interface.

Platforms Supported OmniSwitch 6400, 6850E, 6855080

Configuration Methods e Online configuration via real-time sessions usig Gmmands.
e Offline configuration using text file holding CLbenmands.

Command Capture Feature Snapshot feature captuites sonfigurations in a text file.

User Service Features Command Line Editing

Command Prefix Recognition

CLI Prompt Option

Command Help

Keyword Completion

Command History (up to 30 commands)

Command Logging (up to 100 commands; detailed médion)
Syntax Error Display

Alias Command Option

More Command

CLI Overview

The CLI uses single-line text commands that arélairto other industry standard switch interfaces.
However, the Alcatel-Lucent CLI is different fromdustry standard interfaces in that the Alcateldnic
uses a single level command hierarchy.

Unlike other switch interfaces, the Alcatel-Lucéitl has no concept of command modes. Other CLIs
require you to step your way down a tree-type hi#mato access commands. Once you enter a command
mode, you must step your way back to the top ohteearchy before you can enter a command in a
different mode. The Alcatel-Lucent switch will answany CLI command at any time because there is no
hierarchy.

Online Configuration

To configure parameters and view statistics youtroasnect the switch to a terminal, such as a PC or
UNIX workstation, using terminal emulation softwaféis connection can be made directly to the
switch’s serial port, through a modem, or over @voek via Telnet. For information about connectang
terminal to the switch, see the appropriagtting Started Guide.

Note. If you are using an that is switch in a stackedfigomation, you must be connected to the console
port of the primary switch. For detailed information primary switch status, refer to the “Managing
Stacks” chapter in the appropridderdware Users Guide.

Once you are logged in to the switch, you may cpmé the switch directly using CLI commands.
Commands executed in this manner normally takeeiffiemediately. The majority of CLI commands are
independent, single-line commands and therefordeaantered in any order. However, some functions
may require you to configure specific network imf@tion before other commands can be entered. For
example, before you can assign a port to a VLAN), ywst first create the VLAN. For information about
CLI command requirements, refer to @eniSwvitch AOS Release 6 CLI Reference Guide.
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Offline Configuration Using Configuration Files

CLI configuration commands can be typed into a gerext file. When the text file is placed in the
switch/flash/working directory, its commands are applied to the switblen theconfiguration apply
command is issued. Files used in this manner diedazonfiguration files.

A configuration file can be viewed or edited offtinising a standard text editor. It can then bead#d
and applied to additional switches in the netwditkis allows you to easily clone switch configuraso
This ability to store comprehensive network infotima in a single text file facilitates troubleshigy,
testing, and overall network reliability.

SeeChapter 7, “Working With Configuration Filesfér detailed information about configuration files

Command Entry Rules and Syntax

When you start a session on the switch, you caou&eCLI commands as soon as you are logged in. The
following rules apply:

e Enter only one command per line.
e No command may be extended across multiple lines.
e Passwords are case sensitive.

e Commands argot case sensitive. The switch accepts commands dritetgper case, lower case or a
combination of both.

e Press Enter to complete each command line entry.
e To use spaces within a user-defined text string,past enclose the entry in quotation marks (“ ).

e |f you receive a syntax error (that is, ERROR: Iidvantry:), double-check your command as written
and re-enter it exactly as described in@maniSwitch AOS Release 6 CLI Reference Guide. Be sure to
include all syntax option parameters.

e To exit the CLI, typexit and press Enter.

Text Conventions

The following table contains text conventions asdge guidelines for CLI commands as they are
documented in this manual.

bold text Indicates basic command and keyword syntax.
Example:show snmp station

“ " (Quotation Marks) Used to enclose text strings tioatain spaces
Example:vlan 2 name “ new test vian”
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Using “Show” Commands

The CLI containshow commands that allow you to view configuration amdtch status on your console
screen. Theshow syntax is used with other command keywords tolajsmformation pertaining to those
keywords.

For example, thehow vlan command displays a table of all VLANs currentlyfigured, along with
pertinent information about each VLAN. Differentifies of theshow vian command can be used to
display different subsets of VLAN information. Fexample theshow vlan rules command displays all
rules defined for a VLAN.

Using the “No” Form

The OmniSwitch AOS Release 6 CLI Reference Guide defines all CLI commands and explains their
syntax. Whenever a command has a “no” form, it Ecdbed on the same page as the original command.
The “no” form of a command will mean one of theldaling:

e |t can remove the configuration created by a contnkor example, you create a VLAN with thi@n
command, and you delete a VLAN with the vlan command.

e |t can reset a configuration value to its defattt example, you can create a static IGMP entrg on
specified port of a specified VLAN with thp multicast static-group command. You can remove the
static IGMP entry from a specified port on a spedifVLAN with theno ip multicast static-group
command.

Using “Alias” Commands

You may define substitute text for the switch’s @ommands by using th#ias command. There are two
main reasons for defining aliases:

® You can eliminate excess typing by reducing the Imemof characters required for a command.

To reduce the number of characters required tahesgr oup term in a CLI command, you can change the
syntax togp as follows:

-> alias gp group
® You can change unfamiliar command words into faanilvords or patterns.

If you prefer the term “privilege” to the term “Atiute” with reference to a login account’s readter
capabilities, you can change the CLI word frattrib to privilege by using the following command.

-> alias privilege attrib

After an alias has been defined, both the aliastla@ariginal CLI term will be supported as validIC
terms. For example frivilege is defined as an alias as shown above, poityilege andattrib will work
as CLI commands and both words are shown when geuhe CLI help feature.

You can save command aliases for the current uwseuat by executing theser profile save command.
If the aliases are not saved they will be storetil the user session ends. In this case, onceggwoff the
switch, substitute terms configured with #ieas command are destroyed.

To display aliases, use thigow alias command. To set all alias values back to theiofgcdefaults, use
theuser profilereset command.
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Partial Keyword Completion

The CLI has a partial keyword recognition featurat tallows the switch to recognize partial keywaals
CLI command syntax. Instead of typing the entirgvkerd, you may type only as many characters as is
necessary to uniquely identify thkeyword, then press the Tab key. The CLI will complete kbgword

and place the cursor at the end of the keyword.

When you press Tab to complete a command keywaoe pbfour things can happen:
e You enter enough characters (prior to Tab) to ugligidentify the command keyword.

In this case, pressing Tab will cause the CLI tmplete the keyword and place a space followed by th
cursor at the end of the completed keyword.

e You do not enter enough characters (prior to Tah)iquely identify the command keyword.

In this case pressing Tab will have no effect.

e You enter characters that do not belong to a keghtlwait can be used in this instance.

In this case, pressing Tab will remove the charaaed place the cursor back to its previous fositi

e You enter enough characters (prior to Tab) to ueligidentify a group of keywords such that all
keywords in the group share a common prefix.

In this case, pressing Tab will cause the CLI tmplete the common prefix and place the cursoreat th
end of the prefix. Note that in this case, no spaqdaced at the end of the keyword.

Note. The keyword completion feature will accept wildcard

Command Help

The CLI has an internal help feature you can invokeising the question marR)(character as a
command. The CLI help feature provides progresisif@mation on how to build your command syntax,
one keyword at a time.

If you do not know the first keyword of the commayml need, you can use a question mark character at
the CLI system prompt. The CLI responds by listiegnmand keywords divided into command sets. You
can find the first keyword for the command you nbgdeferring to the list on your screen. The falo

ing is a partial display:

-> ?

WHOAMI WHO VIEW VI VERBOSE USER UPDATE TTY TELNET6 TELNET SYSTEM SWLOG SSH6
SSH SHOW SFTP6 SFTP SESSION RZ RMDIR RM RENAME PWD PROMPT NTP NSLOOKUP NO NEWFS
MV MOVE MORE MODIFY MKDIR LS KILL IP INSTALL HISTORY FTP FSCK FREESPACE EXIT
DSHELL DIR DELETE DEBUG CP COMMAND-LOG CHMOD CD AUTO ATTRIB ALIAS
(System Service & File Mgmt Command Set)

(Additional output not shown)

Note that the command keywords are shown in alt@blptters. The name of the command set is listed
parentheticallybelow the keywords in initial caps.

OmniSwitch AOS Release 6 Switch Management Guide ~ June 2013 page 6-5



Command Help

Using the CLI

The following table contains the first-level commndarand their set names as they are listed on &péagti

screen when you enter a single question mark aesbiEnter.

Command Set Name

Commands

System Service &
File Management

WHOAMI, WHO, VIEW, VI, VERBOSE, USER, UPDATE, TTY,
TELNETG6, TELNET, SYSTEM, SWLOG, SSH6, SSH, SHOW,
SFTP6, SFTP, SESSION, RZ, RMDIR, RM, RENAME, PWD,
PROMPT, NTP, NSLOOKUP, NO, NEWFS, MV, MOVE, MORE,
MODIFY, MKDIR, LS, KILL, IP,

HISTORY, FTP, FSCK, FREESPACE, EXIT, DSHELL, DIR,
DELETE, DEBUG, CP, COMMAND-LOG, CHMOD, CD, AUTO,
ATTRIB, ALIAS

CMM Chassis Supervision

COPY, WRITE, POWER, TEMP-THRESHOLD, TAKEOVER,
SYSTEM, SHOW, RRM, RPUT, RLS, RGET, RELOAD, RDF,
RCP, NO, DEBUG, CONFIGURE

Sour ce L earning

SOURCE-LEARNING, SHOW, PORT-SECURITY, NO, MAC-
ADDRESS-TABLE, DEBUG

Spanning Tree

SHOW, BRIDGE

VLAN

VLAN, SHOW, NO, MAC-ADDRESS-TABLE, DEBUG

Link Aggregation

STATIC, SHOW, NO, LINKAGG, LACP

Miscellaneous

HTTP, TRACEROUTE, SNMP, SHOW, RMON, PORT, POLICY,
PING, NO, MAC-RANGE, MAC, LANPOWER, IP, IPV6, ICMP,

HTTPS, HRE, HEALTH, GMAP, DEBUG, CLEAR, ARP, AMAP,
802.1X

AAA & Configuration
M anager

USER, SHOW, PASSWORD, NO, END-USER, DEBUG,
CONFIGURATION, AVLAN, AAA

Interface

TRAP, SHOW, NO, INTERFACES, FLOW, DEBUG, 10GIG

IP Routing & Multicast

DEBUG, VRRP3, VRRP, TRACEROUTEG, SHOW, PING6, NO,
IPVG6, IP, CLEAR

QoS SHOW, QOS, POLICY, NO, DEBUG
Debug UPDATE, SHOW, NO, DEBUG
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Tutorial for Building a Command Using Help

The Help feature allows you to figure out syntaxddCLI command by using a series of command line

inquiries together with some educated guessesufdp not know the correct CLI command you can use
the Help feature to determine the syntax.

This tutorial shows you how to use help to find @id syntax to create a VLAN. This VLAN will be
given the ID number 33 and will be named “test \2gh

1 At the command prompt, entelan followed by a space and a question mark. Theiefig will
display:

-> vlan ?

A

ROUTER <num>
(Vlan Manager Command Set)

PORT NO <num>
(Group Mobility Command Set)

802.1Q <num>
(Miscellaneous Command Set)

The question mark character invokes the help featuhich displays keywords that can be used with th
vlan prefix. Because you are setting up a new VLAN, gan presume the proper command for this task
will be shown in the VLAN Manager Command Set. T$g$ shows two possible keywords to follow the
vlan syntax: ROUTER and <num>. Because you are asgjgmriDnumber to the VLAN, you can
presume a humber should be entered at this time.

Note. The presumptions you make while using the helpufeatnay be educated guesses. Whenever you

make a guess as to the next keyword, it is a gteal fo enter the keyword followed by a space and a
guestion mark.

2 Atthe command prompt, enter the numB&ifollowed by a space and a question mark. Thiswip
either give you more choices or an error message.

-> vlan 33 ?

A

<cr> AUTHENTICATION DISABLE ENABLE NAME NO PORT ROUTER STP
(Vlan Manager Command Set)

BINDING DHCP IP IPX MAC NO PORT PROTOCOL USER
(Group Mobility Command Set)

802.1Q NO
(Miscellaneous Command Set)

In this example, the question mark displays alivkends that can be used with thian 33 syntax.
Because you are setting up a new VLAN, and wagive the VLAN aname, you can presume the proper
syntax for this task will be NAME as shown in theAN Manager Command Set.
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3 Atthe command prompt, enteame followed by a space and a question mark. This wi#ither
give you more choices or an error message.

-> vlan 33 name ?

A

<hex> <"string"> <string>
(Vlan Manager Command Set)

There is a smaller set of keywords available fer wgh thevian 33 name syntax. This is because the
command becomes more specialized as more keywogdslded. From the choices shown on the screen,
you can enter a hex value, a text string enclasepliotes (* ") or a text string without quotes tiis case,
the name selected for the VLAN includes spacesosiossiould use the syntax enclosed in quotes.

4 At the command prompt, enter the name of the VLAI@sed in quotes, followed by a space and a
guestion mark.

-> vlan 33 name "test vlan 2" ?

A

<cr>
(Vlan Manager Command Set)

When the question mark is issued this time, thg syihtax listed is <cr>. This means that the conutinan
syntax is complete. At this point when you prestgeErthe command will be issued.

Note. Optional. To verify that the command was accepeeder theshow vian command. The display is
similar to the one shown here.

-> show vlan

vlan admin oper stree auth ip ipx name

————— R R e e e
1 on off on off off off VLAN 1
33 on off on off off off test vlan 2

The second entry verifies that a VLAN was creatkd,VLAN ID is 33 and the name is test vlan 2.
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CLI Services

There are several services built into the CLI tiedp you use the interface. The Command Line Eglitin
service makes it easy for you to enter and edgtittpe commands. Other CLI services, such as synta
checking, command help, prefix prompt, and hisesgist you in selecting and using the correct
command syntax for the task you are performing.

Command Line Editing

CLI commands are entered from your keyboard anéeeeuted when you press Enter. The CLI also has
several editing features that make it easier fartpoenter the correct commands, either by allowyimg
to correct entry mistakes or by helping you ertterdorrect command.

Deleting Characters

You can delete CLI command characters by usin@dekspace key or the Delete key. The Backspace
key deletes each character in the line, one ame, firom right to left. Note the following commaeditry:

-> show macrocode

The correct syntax is “show microcode”. To charfgegpelling in this entry, use the Backspace key to
delete all of the characters after the “m”.

-> show m
Type the correct syntax, then press Enter to erettigt command.

To change incorrect syntax with the Delete key,thsd_eft Arrow key to move the cursor to the efft
the character to be deleted, then use the Delgteiokemove characters to the right of the curliote the
following command entry:

-> show macrocode

The correct syntax is “show microcode”. To charfgegpelling in this entry, use the Left Arrow key t
place the cursor between the “m” and the “a”.

-> show m | acrocode

Use the Delete key to remove the “a” and type “i".

-> show microcode

Press Enter to execute the command.
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Recalling the Previous Command Line

To recall the last command executed by the swioéss either the Up Arrow key or the(bang, bang)
command at the prompt and the previous commandiigiilay on your screen. You can execute the
command again by pressing Enter or you can efilisitby deleting or inserting characters.

In the following example, thisscommand is used to list the contents of the svathash/switch
directory.

-> 1s

Listing Directory /flash/switch:

drw 2048 Jan 1 1980 ./
drw 2048 Jan 3 19:23 ../
-rw 308 Jan 1 1980 banner default.txt

9850880 bytes free

=->

To enter this same command again, use the Up AkeywThels command appears at the prompt. To
issue theés command, press Enter.

-> 1s

The Up Arrow key and thg (bang, bang) command will display the last commiam@lentered even if the
command was rejected by the switch.

For more details on using thiecommand, refer ttCommand History” on page 6-13

Inserting Characters

To insert a character between characters alregqubgdtyuse the Left and Right Arrow keys to place the
cursor into position, then type the new chara@eice the command is correct, execute it by pressing
Enter. In the following example, the user enteeswiong syntax to execute theow microcode
command. The result is an error message.

-> show microcode
ERROR: flash: no such directory

To correct the syntax without retyping the entioencnand line, use thé command to recall the previous
syntax. Then, use the Left Arrow key to positioa tlursor between the “r” and the “c” characters. To
insert the missing character, type “0”".

-> !
-> show microcode

To execute the corrected command, press Enter.
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Syntax Checking

If you make a mistake while entering command synaex CLI gives you clues about how to correct your
error. Whenever you enter an invalid command, tweticiators are displayed.

e The Error message tells yadnat the error is.
e The caret () character tells yadnere the error is in your syntax.

The following example of the syntax checking featshows an attempt to set IP routing. If you etiter
commandset ip routing the following will display:

-> set ip routing enable
A
ERROR: Invalid entry: "set"

Theset ip routing command is not valid so the CLI error messagestahat the problem is (Invalid
entry) and the carat indicates where the probleloceted in the syntax. Here, the problem is whi t
“set” keyword so the carat is located under “s&tie error message states the nature of the probtaat—
“set” is an invalid entry. In order to enable IRitiag, you must find another command keyword beeaus
set is not valid.

Prefix Recognition

Prefix Recognition is a CLI feature that reduceturalant command line entry by storing prefix
information for certain network commands.

When you configure network services, you may haventer the same command prefix multiple times.
Entering the same prefix again and again can bdéetsome and prone to error. The prefix recognition
feature addresses the problem of redundant comerangl by allowing the CLI to store commonly-used
prefix information. This prefix information storéxyy the switch then becomes part of the next CLI
command entered.

The following command families support the prefcognition feature:
o AAA

* Interface

e Link Aggregation

e QOS

e Spanning Tree

* VLAN Management

When certain commands are entered from one of flagsiéies, the CLI will retain the prefix informain
in a memory buffer. Then, if a valid related comuh@nentered next, the CLI will assume the stored
prefix is part of the next command. In this cas®j gre only required to enter the suffix informatfor
the next command.
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Example for Using Prefix Recognition

This example shows how the Prefix Recognition fesatsi used for entering multiple commands that have
the same prefix. This table lists the tasks todmomplished in this example and the CLI syntax &gl
for each task.

Task CLI Syntax

1. Create a VLAN with an identification number of 501  vlan 501 enable

2. Enable the spanning tree protocol for VLAN 501. vlan 501 stp enable

3. Enable authentication for VLAN 501. vlan 501 authentication enable

To create VLAN 501 and configure its attributesngsihe CLI commands, you could enter than 501
prefix three times. However, VLAN commands supplogt prefix recognition capability so redundant
entry of thisprefix is not necessary.

For example, when you enter
-> vlan 501 enable

the CLI will automatically store the prefitan 501. Now, if you enter a related command for the same
VLAN, you are only required to enter suffix inforti@n. In this case, you can enter the commands to
accomplish tasks 2, and 3 as follows:

-> stp enable
-> authentication enable

Prefix information will be remembered by the CLIitiigou enter a command with a new prefix.

Note. If you want to create or configure another VLAN uyimust reenter the full command prefix,
including the new VLAN ID.

Show Prefix

You can view the current prefix by issuing #w prefix command. If you issue this command when
the prefix stored by the CLI idan 501 the following will display.

-> show prefix
Current prefix: vlan 501

If you issue theshow prefix command when there is no prefix stored by the @L‘ho prefix” message
will display.
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Prefix Prompt

You may set the CLI so that your screen promptldigthe stored prefix. To display the stored praf
part of the screen prompt for the VLAN example ah@anter thggrompt prefix CLI command as
follows:

-> prompt prefix
The following will display:
-> vlan 501

Your screen prompt will include your stored prafixtil a new prompt is specified. To set the protvaatk
to the arrow (->) enter therompt string -> (prompt string arrow) syntax as follows:

-> vlan 501 prompt string ->

The arrow displays to indicate that your prompt ti@@nged back to the default.

For more general information about changing thenmtp refer td‘Changing the CLI Prompt” on
page 6-17
Command History

Thehistory command allows you to view commands you have ticessued to the switch. The switch
has a history buffer that stores up to 30 of thetmecently executed commands.

Note. Thecommand history feature differs from theommand logging feature in that command logging
stores up to 100 of the most recent commands @éparatecommand.log file. Also, the command
logging feature includes additional informationg¢lsias full command syntax, login user name, erditg d
and time, session IP address, and entry resultsnbre information on command logging, refer to
“Logging CLI Commands and Entry Results” on pages6-1

You can display the commands in a numbered listdiyg theshow history command. The following is
a sample list:

-> show history
show cmm

show fan

show sensor
show temp

ip load dvmrp
show arp

clear arp

show ip config
9 ip helper max hops 5
10 ip bgp pn

11 show ip bgp
12 show history

W J o0 Uk W N

In the example above, tlsaow history command is listed last because it is the commiaatvwas
executed most recently.
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You can recall commands shown in the history lstibing the exclamation point charactgralso called
“bang”. To recall the command shown in the hististat number 4, entéd (bang, 4). The CLI will
respond by printing the number four command aptioenpt. Using the history list of commands above,
the following would display:

-> 14
-> show temp

You can recall the last command in the historydisissuing the! (bang bang) syntax. The CLI will
respond by printing the last command in the hististy(show history) at the prompt as shown here.

-> 1!
-> show history

Note. When you usén or!! to recall a command in the history list, you musss the Enter key to
execute the command.

You can configure the number of history command®gddy the switch for display by the show history
command. The range for théstory size value is 1 to 30. To view the history parametesg the
show history parameterscommand.

-> history size 30

-> show history parameters
History size: 30
CurrentSize: 10

Index Range: 1-10

The values in this display are defined here:

e History Size: The number of commands the switch s@ie for display by thehow history
command.

e Current Size: The number of commands currently gddyethe switch, ready for display by the
show history command.

¢ Index Range: This value indicates the index rarfigheocommands for this CLI session currently
stored in the history buffer.

In the above example, the switch is set to disBgommands. However, when tew history
parameters command was issued, only ten commands had yetibgaed. Since only ten commands had
been issued during the current login session rtlexi range shows 1 to 10. This is because the coasna
in the buffer are the first through the tenth comdsissued during the current login session.

Note. The Partial Keyword Completion feature describeghage 6-5vorks within the CLI history buffer.
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Logging CLI Commands and Entry Results

The switch provides command logging via tltlenmand-log command. This feature allows users to
record up to 100 of the most recent commands ehteaeTelnet, Secure Shell, and console sessians. |
addition to a list of commands entered, the resiflssach command entry are recorded. Results ieclud
information such as whether a command was exeauteckssfully, or whether a syntax or configuration
error occurred.

Note. Thecommand history feature differs from theommand logging feature in that command history
buffers up to 30 of the most recent commands. Dimencand information isot written to a separate log
file. Also, the command history feature include$/areneral keyword syntax (that is, it does nobrec
full syntax, date and time, session IP addressgeaty results). For more information on command
history, refer tqpage 6-13

Refer to the sections below for more informationconfiguring and using CLI command logging. For
detailed information related to command logging owands, refer to th®mniSwitch AOS Release 6 CLI
Reference Guide.

Enabling Command Logging

By default, command logging ésabled. To enable command logging on the switch, entefaiowing
command:

-> command-log enable

When command logging is enabled via teenmand-log enable syntax, a file calledommand.log is
automatically created in the switctlgsh directory. Once enabled, configuration commandsred on
the command line will be recorded to this file intmmand logging is disabled.

Thecommand.log file has a 66402 byte capacity. This capacityvedlaip to 100 of the most recent
commands to be recorded. Because all CLI commaggirig information is archived to the
command.log file, command history information will be lostttie file is deleted.

Note. Thecommand.log file cannot be deleted while the command loggeatdire is enabled. Before
attempting to remove the file, be sure to disablemand logging. To disable command logging, reder t
the information below.

Disabling Command Logging
To disable the command logging, simply enter thifdng command:

-> command-log disable

Disabling command loggindoes not automatically remove theommand.log file from theflash direc-
tory. All commands loggebefore thecommand-log disable syntax was entered remains available for
viewing. For information on viewing logged commana®ng with the command entry results, refer to
“Viewing Logged CLI Commands and Command Entry Rs8wn page 6-16
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Viewing the Current Command Logging Status

As mentioned above, the command logging featudésebled by default. To view whether the feature is
currently enabled or disabled on the switch, usestibw command-log status command. For example:

-> show command-log status
CLI command logging: Enable

In this case, the feature has been enabled bysttrevia thecommand-log command. For more informa-
tion on enabling and disabling command logginggeréd the sections above.

Viewing Logged CLI Commands and Command Entry Results

To view a list of logged commands, along with tberesponding information (including entry results),
enter theshow ssh config command. For example:

-> show command-log
Command : ip interface vlan-68 address 168.14.12.120 vlan 68
UserName : admin

Date : MON APR 28 01:42:24
Ip Addr : 128.251.19.240
Result : SUCCESS

Command : ip interface vlan-68 address 172.22.2.13 vlan 68

UserName : admin

Date : MON APR 28 01:41:51

Ip Addr : 128.251.19.240

Result : ERROR: Ip Address must not belong to IP VLAN 67 subnet

Command : ip interface vlan-67 address 172.22.2.12 vlan 67

UserName : admin

Date : MON APR 28 01:41:35
Ip Addr : 128.251.19.240
Result : SUCCESS

Command : command-log enable

UserName : admin

Date : MON APR 28 01:40:55
Ip Addr : 128.251.19.240
Result : SUCCESS

The show command-log command lists up to 100 CLI commandsléscending order (the most recent
commands are listed first). In the example abdwecommand-log enable syntax is the least recent
command logged; thig interface vlan-68 address 168.14.12.120 vlan 68 syntax is the most recent.

e Command. Shows the exact syntax of the command, as enbsréue user.

e UserName. Shows the name of the user session that entegagbthmand. For more information on
different user session names, refeCtapter 10, “Managing Switch User Accounts.”

e Date. Shows the date and time, down to the second, Wieeocommand was originally entered.
e |P Addr. The IP address of the terminal from which the candwas entered.

e Result. The outcome of the command entry. If a commandewmdsred successfully, the syntax
SUCCESS displays in the Result field. If a syntax or cgpiiation error occurred at the time a
command was entered, details of the error disflay example:

Result : ERROR: Ip Address must not belong to IP VLAN 67 subnet
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Customizing the Screen Display

The CLI has several commands that allow you toartnste the way switch information is displayed to
your screen. You can make the screen display snwllarger. You can also adjust the size of tlideta
displays and the number of lines shown on the scree

Note. Screen display examples in this chapter assumesitef a VT-100/ASCIl emulator.

Changing the Screen Size

You may specify the size of the display shown oaryterminal screen by using thiy command. This
command is useful when you have a small displagestor you want to limit the number of lines sa&dll
to the screen at one time. For example, to linétrtmber of lines to 10 and the number of colurons t
150, enter the following:

-> tty 10 150

The first number entered aftey defines the number of lines on the screen. It hast number between
10 and 150. The second number aftgrdefines the number of columns on the screen. #tine a
number between 20 and 150. You may view the cugetting for your screen by using tieow tty
command.

Changing the CLI Prompt

You can change the system prompt that displayf@isdreen when you are logged into the switch. The
default prompt consists of a dash, greater-thahtéxt string. To change the text string that dedithe
prompt from-> to ##=> use thesession prompt command as follows:

->
-> session prompt default ##=>

H##=>
The switch displays the new prompt string afterabmmand is entered.

Several building blocks are provided that can auatically display system information along with the
prompt string. You can set a switch to display aambination of the current username, system time,
system date, and system prefix along with the ptatrpng. The following command will define the

prefix to display the system time and date alonitp Wie prompt string defined in the above example:

-> prompt time date string ##=>
01:31:01 04/29/02##=>

For an example of using a stored prefix as path@fprompt, refer toPrefix Prompt” on page 6-13-or
more general information on tlsession prompt command, refer to th®mniSwitch AOS Release 6 CLI
Reference Guide.
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Setting Session Prompt as System Name

CLI prompt can be configured as the current systame of the switch. By default, the system nanseis
to ‘VxTarget’. This can be configured using the enandsession prompt default system-name. Every
time the system name is modified, the prompt aéte grodified. The new prompt takes effect after
relogging to a new session.

Note. System name is configured for the switch using@heécommandsystem name. The system name
can also be dynamically obtained from the DHCP exref@HCP Option-12). The user-defined system
name configuration (through CLI, WebView, SNMP)gptiority over the DHCP server values.

For more information on theession prompt default command, refer to th@mniSwitch AOS Release 6
CLI| Reference Guide.

Displaying Table Information

The amount of information displayed on your consaleeen can be extensive, especially for cedaomw
commands. By default, the CLI will immediately dtadl information to the screen. The more mode can
be used to limit the number of lines displayeddaryscreen. To use the more mode requires two ateps
follows:

e Specify the number of lines displayed while in there mode.
e Enter the more mode.

Themore size command specifies the number of lines displayettiecscreen while in the more mode.
The following syntax will set the switch to displaix lines of data to the screen while in the GlLin
more mode.

-> more size 6
The following command enables the more feature.
-> more

After these commands are executed, the CLI wilbldig no more than 6 lines to the screen at a time
followed by theM ore? prompt. The following is a sample display.

-> show snmp mib family

MIP ID MIB TABLE NAME FAMILY

_______ U
6145 esmConfTrap NO SNMP ACCESS
6146 alcetherStatsTable interface
6147 esmConfTable interface

More? [next screen <sp>, next line <cr>, filter pattern </>, quit <g>]
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At the More? prompt, you are given a list of options. The otfipumats are described here:

<sp> Press <sp> (space bar) to display the next paggaymation.
<cr> Press <cr> (character return) to display the nagtdf information

/ Press / to enter the filter mode. (SEétering Table Information” on page 6-19
<g> Press the character “q” to exitore? and return you to the system prompt.

To exit the more mode, use the more CLI command.

Note. The value set with theore size command applies to the screen display when thei<Cilthe
more mode or when you are using the switch’s Vi &gitor.

Filtering Table Information

The CLI allows you to define filters for displayingble information. This is useful in cases whevast
amount of display data exists but you are intetestenly a small subset of that data. Commands
showing routing tables are a good example for witenmight want to filter information. You can
specify a filter that identifies the data that egkevant to your search. The switch will then digpthe
information you identified. This saves you the tlauof scanning long lists of data unnecessarily.

The filter mode filters unwanted information fronCal table by displaying only those lines contagnim
specified text pattern (up to 80 characters). Qhedilter command has been executed, the filtedeno
remains active until you reach the end of the @ble or until you exit the table by using tpeommand.

The filter command is case sensitive. When usiegtash f) command, you must type the text exactly as
it would appear in the CLI table.

For additional information about filtering, refer‘tJsing a Wildcard to Filter Table Information” on
page 6-23
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Multiple User Sessions

Several CLI commands give you information about gessions that are currently operating on the
OmniSwitch, including your own session. These comasaallow you to list the number and types of

sessions that are currently running on the swicu can also terminate another session,

have administrative privileges.

Listing Other User Sessions

Thewho command displays all users currently logged iheo®@mniSwitch. The following example shows

use of thevho command and a resulting display:

-> who
Session number = 0
User name = (at login),

Access type = console,
Access port = Local,

IP address = 0.0.0.0,

Read-only rights = 0x00000000 0x00000000,
Read-Write rights = 0x00000000 0x00000000,
Read-only domains = None,

Read-only families = ,

Read-Write domains = None,

Read-Write families = ,
Session number = 1

User name = admin,

Access type = http,

Access port = NS,

IP address = 123.251.12.51,

Read-only rights = 0x00000000 0x00000000,
Read-Write rights = Oxffffffff Oxffffffff,
Read-only domains = None,

Read-only families = ,

Read-Write domains = All ,

Read-Write families = ,
Session number = 3
User name = admin,

Access type = telnet,

Access port = NI,

IP address = 123.251.12.61,

Read-only rights = 0x00000000 0x00000000,
Read-Write rights = Oxffffffff OxfEfffffff,
Read-only domains = None,

Read-only families = ,

Read-Write domains = All ,

Read-Write families = ,

provided yo

The above display indicates that three sessionsuarently active on the OmniSwitch. Session nuntber
always shows the console port whenever that perttise and logged in. The other sessions are
identified by session number, user name, the ty@eaess, port type, IP address, and user prislebiee

output definitions are defined in the tablepayge 6-21

page 6-20 OmniSwitch AOS Release 6 Switch Management Guide

June 2013



Using the CLI Multiple User Sessions

Listing Your Current Login Session

In order to list information about your currentlogession, you may either use thleo command and
identify your login by your IP address or you mayez thewhoami command. The following will
display:

-> whoami
Session number = 4
User name = admin,

Access type = telnet,
Access port = NI,

IP address = 148.211.11.02,

Read-only rights = 0x00000000 0x00000000,
Read-Write rights = Oxffffffff Oxffffffff,
Read-only domains = None,

Read-only families = ,

Read-Write domains = All ,

Read-Write families = ,

This display indicates that the user is currerdbygled in as session number 4, under the username
“admin,” using a Telnet interface, from the IP skl of 148.211.11.02.

Session Number The session number assigned to the user.

User name User name.

Accesstype Type of access protocol used to connect to thechwit
Access port Switch port used for access during this session.

Ip Address User IP address.

Read-only rights
Read-Writerights
Read-only domains

Read-only families
Read-Write domains

Read-Write families

The hexadecimal value of privileges configuredtfa user.
The hexadecimal value of privileges configuredtfa user.

The command domains available with the user’s mdg-access. See
the table beginning opage 6-2%or a listing of valid domains.

The command families available with the user’s realy access. See
the table beginning opage 6-2Zor a listing of valid families.

The command domains available with the user’s reafd access. See
the table beginning opage 6-2For a listing of valid domains.

The command families available with the user’s regile access. See
the table beginning opage 6-2Zor a listing of valid families.
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Possible values for command domains and familiedisted here:

domain families

domain-admin file telnet debug

domain-system system aip snmp rmon webmgt config

domain-physical chassis module interface pmm health

domain-network ip rip ospf bgp vrrp ip-routing igxr ipms rdp
ospf3 ipv6

domain-layer2 vlan bridge stp 802.1q linkagg ip-keelp

domain-service dns

domain-policy gos policy slb

domain-security session avlan aaa

domain-mpls

Terminating Another Session

If you are logged in with administrative privilegg®u can terminate the session of another usesing
thekill command. The following command will terminate logession number 4.

-> kill 4

The command syntax requires you to specify the rmurrobthe session you want to kill. You can use the
who command for a list of all current user sessiortstarir numbers. Thkill command takes effect
immediately.
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Application Example

The following section describes the steps for apgarswitch configuration using the basic CLI
commands.

Using a Wildcard to Filter Table Information

The wildcard character allows you to substituteabierisk (*) character for text patterns whilengsihe
filter mode.

Note. You must type the wildcard character in front ofl after the filter text pattern unless the text
pattern appears alone on a table row.

In this example, thehow snmp mib family command is used because it displays a long tdiNe®
information. This example uses the filter optiordisplay only those lines containing the “vlan” cheter
pattern.

1 Use themore command to set the number of displayed lines tariDto enable the more mode.

-> more size 10
-> more

To verify your settings, enter the following:

-> show more
The more feature is enabled and the number of line is set to 10

2 Enter theshow snmp mib family command. Note that 10 lines of information areldiged. The
switch is now in théviore? mode as indicated at the bottom of the screen.

-> show snmp mib family

MIP ID MIB TABLE NAME FAMILY
_______ U
6145 esmConfTrap NO SNMP ACCESS
6146 alcetherStatsTable interface
6147 esmConfTable interface
6148 ifJackTable interface
7169 dotlgPortVlanTable 802.1Q
7170 gAggregateVlanTable 802.10Q
7171 gPortVlanTable 802.10Q

More? [next screen <sp>, next line <cr>, filter pattern </>, quit <g>]

3 Type the filter pattern/" command and the following message will automéiicappear.

Enter filter pattern:

Enter the desired text pattern, in this casdén*”, at the prompt. Remember to type the text examslyt
would appear in the CLI table and to type the &sitdr) character before and after the text. Theréfo
mode prompt will automatically re-appear.

Enter filter pattern: *vlan¥*
More? [next screen <sp>*, next line <cr>*, filter pattern </>*, quit <g>]
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4 Press the spacebar <sp> key to execute the fjtesro The following will display.

Enter filter pattern: *vlanx*

8193 dotlgBase vlan
8194 dotlgVlan vlan
8195 dotlgVlanCurrentTable vlan
8196 dotlgVlanStaticTable vlan
8197 vlanMgrVlanSet vlan
8198 vlanTable vlan
8199 vpaTable vlan
9217 vCustomRuleTable vlan
9218 vDhcpGenericRuleTable vlan
9219 vDhcpMacRuleTable vlan

More? [next screen <sp>*, next line <cr>*, filter pattern </>*%*, quit <g>]

The screen displays 10 table rows, each of whiclato the text pattern “vlan” Alcatel-Lucent’s Cuses

a single level command hierarchy. (The screen ivesvn above and below the table are not counted as
part of the 10 rows.) If you want to display theveoone line at a time, press Enter instead of plaees bar
key. To exit the table, type the “q” character &mel CLI will exit themore mode and return you to the
system prompt.

Verifying CLI Usage

To display information about CLI commands and tbefiguration status of your switch, use ghew
commands listed here:

show session config Displays session manager configuration informatfonexample,
default prompt, banner file name, and inactivityer).

show alias Lists all current commands defined by the use eftlas CLI com-
mand.

show prefix Shows the command prefix (if any) currently stoogdhe CLI. Prefixes
are stored for command families that support tiediprecognition fea-
ture.

show history Displays commands you have recently issued towulitels The

commands are displayed in a numbered list.

show more Shows the enable status of the more mode alongthéthumber of
lines specified for the screen display.

For more information about the resulting displaysf these commands, see @mni Switch AOS Release
6 CLI Reference Guide. Additional information can also be found“ldsing “Show” Commands” on
page 6-4
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7 Working With
Configuration Files

Commands and settings needed for the OmniSwitclbearontained in an ASClI-based configuration
text file. Configuration files can be created ive®l ways and are useful in network environmeritene
multiple switches must be managed and monitored.

This chapter describes how configuration filesaeated, how they are applied to the switch, anvd ho
they can be used to enhance OmniSwitch usability.

In This Chapter

Configuration procedures described in this chaipigude:

e “Tutorial for Creating a Configuration File” on pag-2
e “Applying Configuration Files to the Switch” on pagd-6
e “Configuration File Error Reporting” on page 7-7

e “Text Editing on the Switch” on page 7-9

e “Creating Snapshot Configuration Files” on page 7-10
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Configuration File Specifications

The following table lists specifications applicalideConfiguration Files.

Creation Methods for * Create a text file on a word processor and uplbagthe switch.
Configuration Files e Invoke the switch’s snapshot feature to createtfile.

e Create a text file using one of the switch’s teditas.
Timer Functions Files can be applied immediatelpysetting a timer on the switch.
Command Capture Feature Snapshot feature captuites sonfigurations in a text file.
Error Reporting Snapshot feature includes errormtéppin the text file.
Text Editing on the Switch Vi standard UNIX editdhe Ed standard UNIX editor is available in

the debug mode.

Tutorial for Creating a Configuration File

This example creates a configuration file thatudels CLI commands to configure the DHCP Relay
application on the switch. For this example, theverd delay value is set to 15 seconds, the maximum
number of hops is set to 3 and the IP addressedDthCP server is 128.251.16.52.

This tutorial shows you how to accomplish the falliog tasks:

1 Create a configuration text file containing CLI cmainds needed to configure DHCP Relay
application.

This example used MS Notepad to create a texbfila PC workstation. The text file named
dhcp_relay.txt contains three CLI commands needed to configuréattveard delay value to 15 seconds
and the maximum number of hops to 3. The IP addref®e DHCP server is 128.251.16.52.

ip helper address 128.251.16.52
ip helper forward delay 15
ip helper maximum hops 3

2 Transfer the configuration file to the switch’sfisystem.

To transfer the configuration file to the switclsetan FTP transfer method. For more informatioruabo
transferring files onto the switch s€&aapter 1, “Managing System Files.”

3 Apply the configuration file to the switch by usitigeconfiguration apply command as shown here:

-> configuration apply dhcp relay.txt
File configuration <dhcp relay.txt>: completed with no errors
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4 Use theshow configuration status command to verify that theéhcp_relay.txt configuration file was
applied to the switch. The display is similar te tne shown here:

-> show configuration status
File configuration <dhcp relay.txt>: completed with no errors

File configuration: none scheduled

Running configuration and saved configuration are different

Note. If the configuration file applied with theonfiguration apply command results in no changes to the
saved configuration, the message will state thatdainning configuration and saved configuration are
identical. To synchronize the running configuration andgheed configuration, use theite memory
command.

For more information about these displays, refeh&®OmniSwitch AOS Release 6 CLI Reference Guide.

5 Use a theshow ip helper command to verify that the DHCP Relay parametefsdd in the
configuration files were actually implemented oa #witch. The display is similar to the one showereh

-> show ip helper

Forward Delay (seconds) = 15
Max number of hops = 3
Forwarding option = standard

Forwarding Address:
128.251.16.52

These results confirm that the commands specifiedé filedhcp_relay.txt configuration file were
successfully applied to the switch.
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Quick Steps for Applying Configuration Files

Setting a File for Immediate Application

In this example, the configuration figenfigfile_1 exists on the switch in th8ash directory. When these
steps are followed, the file will be immediatelypéipd to the switch.

1 Verify that there are no timer sessions pendingherswitch.

-> show configuration status
File configuration: none scheduled

2 Apply the file by executing theonfiguration apply command, followed by the path and file name. If
the configuration file is accepted with no errahe CLI responds with a system prompt.

-> configuration apply /flash/configfile 1.txt

Note. Optional. You can specifyerbose mode when applying a configuration file to the switékihen the
keywordverbose is specified in the command line, all syntax corgd in the configuration file is printed
to the console. (When verboseni specified in the command line, cursory informatiamumber of
errors and error log file name—uwill be printed e tconsole only if a syntax or configuration eiligor
detected.)

To verify that the file was applied, enter #imw configuration status command. The display is similar
to the one shown here.

-> show configuration status
File configuration </flash/configfile 1.txt>: completed with 0 errors

For more information about this display, see “Cguafation File Manager Commands” in tBeniSwitch
AOS Release 6 CLI Reference Guide.

Setting an Application Session for a Date and Time

You can set a timed session to apply a configundtie at a specific date and time in the futurbeT
following example applies thencom_cfg.txt file at 9:00 a.m. on July 4 of the current year.

1 Verify that there are no current timer sessiongdp&non the switch.

-> show configuration status
File configuration: none scheduled

2 Apply the file by executing theonfiguration apply using theat keyword with the relevant date and
time.

-> configuration apply bncom cfg.txt at 09:00 04 july
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Note. Optional. To verify that the switch received thisfiguration apply request, enter the
show configuration status command. The display is similar to the one shoeteh

-> show configuration status
File configuration </flash/working/bncom cfg.txt>: scheduled at 07/04/02 09:00

For more information about this display see “Coufagion File Manager Commands” in t@enniSwitch
AOS Release 6 CLI Reference Guide.

Setting an Application Session for a Specified Time Period

You can set a future timed session to apply a gardition file after a specified period of time ledaspsed.
In the following example, theamzncom_cfg.txt will be applied after 6 hours and 15 minutes have
elapsed.

1 Verify that there are no current timer sessiongdpe&non the switch.

-> show configuration status
File configuration: none scheduled

2 Apply the file by executing theonfiguration apply command using the in keyword with the relevant
time frame specified.

-> configuration apply amzncom cfg.txt in 6:15

Note. Optional. To verify that the switch received thimfiguration apply request, enter the
show configuration status command. The display is similar to the one shoeteh

-> show configuration status
File configuration </flash/working/amzncom cfg.txt>: scheduled at 03/07/02 05:02

The “scheduled at” date and time show when theafilebe applied. This value is 6 hours and 15 nbéisu
from the date and time the command was issued.

For more information about this display see “Coufaion File Manager Commands” in t@enniSwitch
AOS Release 6 CLI Reference Guide.
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Configuration Files Overview

Instead of using CLI commands entered at a workstagou can configure the switch using an ASCII-
based text file. You may type CLI commands direatlp a text document to createanfiguration file
that will reside in your switch’#lash directory. Configuration files are created in tbkowing ways:

® You may create, edit, and view a file using a staddext editor (such as MS WordPad or Notepad) on
a workstation. The file can then be uploaded tosthigch’s/flash file directory.

e You can invoke the switch’s Cldonfiguration snapshot command to capture the switch’s current
configuration into a text file. This causes a cgufation file to be created in the switcifkash direc-
tory.

e You can use the switch’s text editor to createdit & configuration file located in the switchféash
file directory.

Applying Configuration Files to the Switch

Once you have a configuration file located in thitch’s file system you must load the file into ning
memory to make it run on the switch. You do thisusingconfiguration apply command.

You may apply configuration files to the switch iradiately, or you can specify a timer session. timer
session, you schedule a file to be applied in theré at a specific date and time or after a sjpepériod

of time has passed (like a countdown). Timer sessawe very useful for certain management tasks,

especially synchronized batch updates.

e For information on applying a file immediately, eeto“Setting a File for Immediate Application” on
page 7-4

e For information on applying a file at a specifiezt@and time, refer ttsetting an Application Session
for a Date and Time” on page 7-4

e For information on applying a file after a spedifigeriod of time has elapsed, refefr$@tting an
Application Session for a Specified Time Period"pamge 7-5
Verifying a Timed Session

To verify that a timed session is running, usesti@v configur ation status command. The following
displays where the timed session was set usingatifégur ation apply qos_pol at 11:30 october 31
syntax.

-> show configuration status
File configuration <gos pol>: scheduled at 01/10/31 11:30

Note. Only one session at a time can be scheduled oswitieh. If two sessions are set, the last one will
overwrite the first. Before you schedule a timesisgen you should use tlsgow configuration status
command to see if another session is already rgnnin

The following displays where the timed session s&tson March 10, 2002 at 01:00 using the
configuration apply group_config in 6:10 syntax.

-> show configuration status
File configuration <group config>: scheduled at 03/10/02 07:10
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Cancelling a Timed Session

You may cancel a pending timed session by usingdghggur ation cancel command. To confirm that
your timer session has been cancelled, usenth@ configuration status command. The following will
display.

-> configuration cancel
-> show configuration status
File configuration: none scheduled

For more details about the CLI commands used ttyagmmfiguration files or to use timer sessiongere
to “Configuration File Manager Commands” in t@eni Switch AOS Release 6 CLI Reference Guide.

Configuration File Error Reporting

If you apply a configuration file to the switch th@ntains significant errors, the application may
work. In this case, the switch will indicate thenmoer of errors detected and print the errors irtexafile
that will appear in théflash directory. The following display will result whetkecfg_txt file contains
three errors.

-> configuration apply cfg file
Errors: 3
Log file name: cfg txt.l.err

In this case, the error message indicates thatpghkcation attempt was unsuccessful. It also imigis that
the switch wrote log messages into a file nacfgdtxt.1l.err, which now appears in yoifitash

directory. To view the contents of a generatedréii® use theview command. For exampleiew
cfg_txt.l.err.

Note. The keywordauthkey, along with a related alpha-numeric text string, aitomatically included in
many snapshot files (for examptanfiguration snapshot all). The text string following thauthkey
keyword represents a login password that has beaymedtwice. (The first encryption occurs when a
password is first created by a user; the secong/ptien occurs when a configuration snapshot igmak
This dual encryption further enhances switch seégutowever, it is important to note that any cgufia-
tion file (including a generated snapshot) thatides this dual-encrypted password information will
result in an error whenever it is applied to thé&cwthrough thesonfiguration apply command. This is a
valid switch function and does not represent aiagmt problem. If arauthkey-related error is thenly
error detected, simply remove allthkey-related syntax using a text editor. If a new passws required
for the switch, include valid password syntax ia tonfiguration file or immediately issue a newgas
word using thepassword command at the command prompt.

For more information on configuration snapshotier® “Creating Snapshot Configuration Files” on
page 7-10For more information on passwords, refefliser-Configured Password” on page 10-11

Note. When you enter a command usithgbug set or debug show keyword syntax, the switch writes the

command output to a separate file that also entlstive.err extension. This does not mean that a config-

uration apply error has occurred; it is merely $hétch’s standard method for displayidgbug set or
debug show command output.
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Setting the Error File Limit

The number of files ending with therr extension present in the switcifkash directory is set with the
configuration error-filelimit command. You can set the switch to allow up t@&br files in theflash
directory. Once the error file limit has been resithe next error file generated will cause therdile
with the oldest time stamp to be deleted. The failhg command sets the error file limit to 5 files:

-> configuration error-file limit 5

If you need to save files with therr extension, you can either rename them so theyngeloend with
the.err extension or you may move them to another dirgctor

Note. The default error file limit is one file. Unlesswyaset the error file limit to a higher number, any
subsequent error file will cause any existing efilerto be overwritten.

Syntax Checking

The configuration syntax check command is usectted potential syntax errors contained in a
configuration filebefore it is applied to the switch. It is recommended #@u checlall configuration
files for syntax errors before applying them to yswitch.

To run a syntax check on a configuration file, theeconfiguration syntax check command.
For example:

-> configuration syntax check asc.1l.snap
Errors: 3
Log file name: check asc.l.snap.l.err

In this example, the proposest.1.snap configuration file contains three errors. As witle t
configuration apply command, an error filegfr) is automatically generated by the switch whenever
an error is detected. By default, this file is jgldén the rootflash directory.

Note. The syntaxmac alloc, is automatically included in many snapshot f{lies example,

configuration

snapshot all). All mac alloc-related syntax is validuring switch boot up only (that is, it cannot be

applied while the switch is in run-time operatioBgcause snapshot files are commonly used as
configuration files, syntax checks may deteeic alloc syntax and issue an error (along with a generated
err file).

This is a valid switch function and does not repreés significant problem. If mac alloc-related error is
theonly error detected, simply remove the syntax usirgxaeditor, then re-check the file using the
configuration syntax check command.

If a configuration file is located in another ditexy, be sure to specify the full path. For example

-> configuration syntax check /flash/working/asc.l.snap

Viewing Generated Error File Contents

For error details, you can view the contents oéaagated error file. To view the contents of aorefite,
use themore command. For example:

-> more asc.l.snap.l.err

For more information, refer tisplaying a Text File” on page 7-9
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Verbose Mode Syntax Checking

Whenverbose is specified in the command line, all syntax camediin the configuration file is printed to
the console, even if no error is detected. (WeFbose is not specified in the command line, cursory
information—number of errors and error log file rerwill be printed to the console only if a syntax o
configuration error is detected.)

To specify verbose mode, enter treebose keyword at the end of the command line. For exampl

-> configuration syntax check asc.l.snap verbose

Displaying a Text File

Themore command allows you to view a text file one scrata time. Use this command with the
desired filename. Specifying a path is optionak Tdllowing command will display thextfile.rtf text
file located in theflash/working directory.

-> more /flash/working/textfile.rtf

The switch will display the file text on your temail screen until the entire screen is full. Afteaitt when
you press Enter, the switch will scroll the filtentil it fills up another screen or until theceaf the file.

Themore mode assumes a screen that is 80 columns wid24aliges long.

Text Editing on the Switch

The switch software includes a standard UNIX-tyipe kditor called “Vi". The Vi editor is availabtan
most UNIX systems. No attempt is being made to dwmnt Vi in this manual because information on it is
freely available on the Internet.

Invoke the “Vi” Editor

You can invoke the Vi editor from the command libse the following syntax to view tisvitchlog.txt
file located in théflash/working directory:

-> vi /flash/working switchlog.txt
You can invoke the Vi editor in read-only mode tgjng the following syntax.
-> view

To exit the Vi editor, use the Cap ZZ key sequence.
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Creating Snapshot Configuration Files

You can generate a list of configurations currentiyning on the switch by using thenfiguration
snapshot command. A snapshot is a text file that lists cands issued to the switch during the current
login session.

Note. A user must have read and write permission forctrdiguration family of commands to generate a
snapshot file for those commands. See the “Swieztuty” chapter of this manual for further
information on permissions to specific command fesi

Snapshot Feature List

You can specify the snapshot file so that it walpture the CLI commands for one or more switchuiesst
or for all network features. To generate a snapsleotor all network features, use the followingnsax:

-> configuration snapshot all

To generate a snapshot file for specific featusekect the appropriate syntax from the followirgg,. li

Snapshot Keywords

802.1Q ipx snmp
aaa ip-routing stp
aip linkagg system
all module sib
bgp ntp vrrp
bridge ospf vlan
chassis ospf3 webmgt
health pmm

ip policy

ipms gos

ipv6 rip

ipmr ripng

ip-helper rdp

interface session

You may enter more than one network feature irctmamand line. Separate each feature with a space
(and no comma). The following command will genemtnapshot file listing current configurations for
the vlan, qos, and snmp command families.

-> configuration snapshot vlan gos snmp

You can verify that a new snapshot file is credigdising thés command to list all files in thélash
directory.
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User-Defined Naming Options

When the snapshot syntax does not include a fiteenahe snapshot file is created using the deféeilt
name asc.snap. Here, the character holds the place of a number indicatiegarder in which the
snapshot file name is generated. For example gllenwing syntax may generate a file nanssd.1.snap.

-> configuration snapshot all

Subsequent snapshot files without a name spedifidte command syntax will becorasc.2.snap,
asc.3.snap, and so on.

The following command produces a snapshot file withnameestfile.snap.

-> configuration snapshot testfile.snap

Editing Snapshot Files

Snapshot files can be viewed, edited and reusactasfiguration file. You also have the option ditiag
the snapshot file directly using the switch’s \fitteditor or you may upload the snapshot file tex
editing software application on your workstation.

The snapshot file contains both command lines antheent lines. You can identify the comment lines
because they each begin with the exclamation g9icharacter. Comment lines are ignored by the $witc
when a snapshot file is being applied. Commenslare located at the beginning of the snapshotdile
form a sort of header. They also appear interntlitehroughout the file to identify switch features
applications that apply to the commands that foltbam.

OmniSwitch AOS Release 6 Switch Management Guide ~ June 2013 page 7-11



Creating Snapshot Configuration Files Working With Configuration Files

Example Snapshot File Text

The following is the text of a sample snapshotdileated with theonfigur ation snapshot all command.

! Chassis

system name FCmm
mac alloc 91 0 1 00:d0:95:6b:09:41
! Configuration:

! VLAN

! VLAN SL:

! IP

ip service all

icmp unreachable net-unreachable disable
ip interface "vlan-1" address 10.255.211.70 mask 255.255.255.192 vlan 1 mtu 1500
ifindex 1

! IPX

! IPMS

! AAA

aaa authentication default "local"
aaa authentication console "local"
! PARTM

! AVLAN

I 802.1x

! QO0Ss

| Policy manager

! Session manager

! SNMP

snmp security no security

snmp community map mode off

! IP route manager

ip static-route 0.0.0.0 mask 0.0.0.0 gateway 10.255.211.65 metric 1
! RIP

! OSPF

! BGP

! IP multicast

! IPvé6

! RIPng

! Health monitor

! Interface

! Link Aggregate

! VLAN AGG:

1 802.1Q

! Spanning tree

bridge mode 1x1

! Bridging

source-learning chassis hardware

! Bridging

! Port mirroring

! UDP Relay

! Server load balance

! System service

! VRRP

! Web

! AMAP

! GMAP

! Module
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! Lan Power :
I NTP :
! RDP :

This file shows configuration settings for the GliasIP, AAA, SNMP, IP route manager, Spanning,tree
and Bridging services. Each of these services bam@iguration commands listed under their headiip.
other switch services and applications are eitbbébring using or are using default settings.
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Verifying File Configuration

You can verify the content and the status of thigcs configuration files with commands listedthe

following table.

show configuration status

Displays whether there is a pending timer sessibeduled for a
configuration file and indicates whether the rugn@onfiguration and
the saved configuration files aidentical or different. This command
also displays the number of error files that wdllireld in the flash
directory.

show configuration snapshot

Generates a snapshot file of the switch’s non-defaurent running
configuration. A snapshot can be generated fozualient network fea-
tures or for one or more specific network featufesnapshot is a sin-
gle text file that can be viewed, edited, and rdwsea configuration
file.

write terminal

Displays the switch’s current running configuratfon all features.
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OmniSwitch AOS Release 6 Switch Management Guide  June 2013



8 Managing Automatic
Remote Configuration
Download

The Automatic Remote Configuration feature enables:

the automatic upgrade of firmware and/or configorabf an OmniSwitch without user intervention.

the automated configuration of the switch on boptupen the switch is connected to the network for
the first time.

the automatic download and installation of thei@ltconfiguration bootup and image files.

In This Chapter

This chapter describes the Automatic Remote Cordigpn on OmniSwitch. The sections in this chapter
are:

“Automatic Remote Configuration Specifications” page 8-2
“Automatic Remote Configuration Defaults” on pag8 8-

“Quick Steps for Automatic Remote Configuration” page 8-4
“Overview” on page 8-5

“Interaction With Other Features” on page 8-8

“Automatic Remote Configuration Download Process’page 8-9
“Download Component Files” on page 8-12

“DHCP Client Auto-Configuration Process” on page®-1
“Nearest-Edge Mode Operation” on page 8-18

“Zero Touch License Upgrade” on page 8-20

“Troubleshooting” on page 8-21

For related information on the initial setup of #witch, see th®©mniSwnitch AOS Release 6 Getting
Sarted Guide. For information on switch file management, &mapter 1, Managing System Files.
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Automatic Remote Configuration Specifications

Platforms Supported

OmniSwitch 6400, 6855, 6850E.

DHCP Specifications

DHCP Server required
Temporary DHCP Client on VLAN 1 or VLAN 127
(DHCP client on VLAN 127 only works on combo andiok
ports)

File Servers TFTP
FTP/SFTP

Clients supported TFTP
FTP/SFTP

Instruction file

Maximum length of:

e Pathname: 255 characters
e Filename: 63 characters

Maximum length of username 15 characters

for FTP/SFTP file server.

Nearest Edge MAC Address

01:20:da:02:01:73

Maximum number of ports in
auto-created link aggregate

8 ports (uplink/combo)

Unsupported Features:

e |SSU and IPv6 are not supported.

e Upgrade of uboot, miniboot, or FPGA files is not
supported.

page 8-2
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Automatic Remote Configuration Defaults

Description Default

Management VLAN VLAN 1

Untagged Management VLAN

DHCP broadcast VLAN VLAN 127

802.1q tagged VLAN

Default Auto Link Aggregate Creation Between VLANd VLAN 127
Instruction file Location: TFTP Server

File name*.alu
(* represents any instruction filename)

Download location/flash directory
Downloaded as a temporary file.

Configuration file File nameAny name
Location: FTP/SFTP/TFTP Server

Download location{flash/working directory

Debug configuration file File namé&lcatelDebug.cfg
Location: FTP/SFTP/TFTP Server

Download location{flash/working directory

Script file File name:Any name
Location: FTP/SFTP/TFTP Server

Download location{flash/working directory

Firmware version OS * * RO1
(*_* represents version number)

Firmware or image files File name extensidnmg
(* represents image filename)

Location: FTP/SFTP/TFTP Server

Download location{flash/working directory

File download server Primary FTP/SFTP/TFTP Server
Backup server for file download Secondary FTP/SFFTH Server
Password for FTP/SFTP Server Same as username
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Quick Steps for Automatic Remote Configuration

1 Configure the DHCP server in the network to provideaddress, gateway, and TFTP server addresses
to the OmniSwitch DHCP client.

2 Store the instruction file on the TFTP server.
3 Store the configuration, image, and script filesloa primary and/or secondary FTP/SFTP servers.

4 When the OmniSwitch is integrated in to the netwaska new device with rimot.cfg file in the
working directory, the automatic remote configuration gsxis initiated.

5 A DHCP client is automatically configured on the @Bwitch. The OmniSwitch obtains IP address
information, TFTP server address, instruction fiigene, and location from the DHCP server through the
DHCP client.

6 The OmniSwitch downloads the instruction file froime TFTP server. The instruction file contains the
file names and file locations of the configurationage, and script files.

7 The OmniSwitch downloads the image files from tA€FSFTP server if necessary.

8 The OmniSwitch downloads the configuration filenfrehe FTP/SFTP server, if available, and saves it
as theboot.cfg file in the/flash/working/ directory. If no script file is downloaded, theits reboots
applying the downloaded configuration file and ghomatic configuration process is complete.

9 The OmniSwitch downloads the script file, if avall, from the FTP/SFTP server and runs the
commands in the script file.

Note.

e |f the script file is not specified in the instriant file, or if it is not properly downloaded, théme
Remote Configuration Manager software automatidallyates ar eload working no
rollback-timeout commandafter firmware or bootup configuration files arenddoaded.

e |fawritememory command is used in the script file, then it ovetegitheboot.cfg file. Hence, if the
script file is downloaded along with the bootup figaration file, then the script file must not camt
thewrite memory command.

e |f aboot.cfg is already present in thveorking directory of the switch, Automatic Remote
Configuration Download does not occur.
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Overview

The Automatic Remote Configuration feature provittesadvantage of automatic download and
installation of critical configuration and imagées at initial bootup or when firmware upgradeaquired
for the OmniSwitch.

Automatic Remote Configuration download occurs when

e There is no bootup configuration filbdot.cfg) in theworking directory of the switch.

e During a takeover or reboot on the new Primary an€MM.

e The initialization process of the switch is complanhd the network interfaces or ports are ready.

e There is connectivity with a DHCP server througé default VLAN 1 or through a tagged VLAN 127
from a Management Switch using the Nearest-Edgesnopération.

e There is connectivity with TFTP file server.

The following sections provide more information abthe automatic configuration and download
process.
Basic Operation

Automatic remote configuration process is initiaizon the OmniSwitch if thigoot.cfg file is not found
in theworking directory of the switch.

The following illustration shows the basic setuguieed for Automatic Remote Configuration Download
operation.

Provides Switch IP, TFTP server IP
and instruction file name

Networ k
with Router
or Gateway

Alcatel-Lucent
OmniSwitch

Stores the instruction file
the config
file and firmware.

Stores the firmware and
configuration for secure access

Basic Network Componentsfor Automatic Remote Configuration Download
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Network Components

The network components required for the Automagoite Configuration download process are:

DHCP server (mandatory)

TFTP file server (mandatory)

Primary FTP/SFTP server (mandatory)
Secondary FTP/SFTP server (optional)

Management Switch (only required for Nearest-Edgel®)

Information Provided by DHCP Server

When the network interfaces or ports on the swétchready, a DHCP client is automatically configure
on any available tagged or untagged VLAN. For detan the DHCP client auto-configuration, see
“DHCP Client Auto-Configuration Process” on page@®-TIhe following information is acquired from the
DHCP server, after a connection is established:

IP address of the Network Gateway or Router.
TFTP file server address.
Instruction file name and location.

Dynamic IP address for the OmniSwitch (valid ordy ihitial bootup process).

Information Provided by Instruction File

The TFTP server address information is receivenhfitoe DHCP server. The OmniSwitch downloads the
instruction file from the TFTP server. The instiaotfile provides the following information:

Firmware version and file location.

Configuration file name and location.

Debug configuration file name and location.

Script file name and location.

Primary FTP/SFTP file server address / type / i@
Secondary FTP/SFTP file server address / typerhasee.

For more details on all the component files dowdezhduring the automatic remote configuration
download process, seéBownload Component Files” on page 8-12.
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File Servers and Download Process

The download process from the file servers is Hevis:

1 The username required to connect to the FTP/SFaBlesh servers is provided in the instruction file.
The password required to connect to the servesagnee as the username.

2 The required files mentioned in the instructioe filre downloaded from the primary FTP/SFTP file
server.

3 If the configuration, debug and script file names specified in the instruction file, then they are
downloaded to th&lash/working directory of the switch.

4 The Remote Configuration Manager now compares tineiat firmware version on the switch to the
one mentioned in the instruction file. If the firrave version is different, then firmware upgrade is
performed.

5 The new firmware or image files are downloadec®norking directory of the switch.

Note. If the primary server is down or if there is anjudee in downloading the files from the primaryfil
server, then a connection is established with ¢étersdary file server. The secondary file serveisisd for
file download.

6 All the required files are downloaded.

Note. If a specific filename (for firmware armbnfiguration/debug/script files) is not found, an error is
logged. The download process continues with thé aeailable file. File transfer is tried three tisnend

if file transfer still fails, an error is loggeda@ download process is stopped. In such instatices,
working folder of the switch will contain an incompletd s€image files, configuration, debug, or script
files. For details on troubleshooting under suatances, see‘Troubleshooting” on page 8-21

7 Now, the DHCP client configured on the related VLANemoved.

8 The script file is downloaded and the command&énsript file are run. All the commands in the
script file are implemented on the switch in thdesrspecified.

For other detailed steps that are part of the aaticmemote configuration download process, see
“Automatic Remote Configuration Download Process’page 8-9

LED Status

The LED status during different stages of the AuiimRemote Configuration download process is as
follows:

e DHCP phase: OK LED is flashing green
e DHCP lease obtained: OK LED is solid green
e DHCP phase stopped by console login: OK LED isdsgieen.
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Interaction With Other Features

This section contains important information abomviother OmniSwitch features interact with
Automatic Remote Configuration. Refer to the speaéctions if required, to get detailed
information about the feature interaction process.

UDP/DHCP Relay

Interaction with UDP/DHCP Relay is required for fioowing processes, to support Automatic Remote
Configuration:

e All the DHCP responses from the DHCP server aregeeed. The IP address, mask, and gateway
details are processed

e To acquireOption (66) and Option(67) information - the TFTP Server name and Boot fdene
are retrieved.

For details on DHCP interaction see the sectiBiiCP Client Auto-Configuration Process” on page@®-1

QoS

Interaction with QoS is required for the followipgocesses, to support Auto Remote Configuration:
e Policy control lists (PCLSs) are created to trap IR packets.
e PCLs are deleted after the required processindléarest-Edge Mode operation.

802.1Q

For 802.1Q tagging is applied interaction is regdifor Nearest Edge Mode operation.

LLDP

In Nearest-Edge Mode operation LLDP packets camdy@ovide the advertised VLAN ID to the Access
OmniSwitches running Auto Remote Configuration dtel.
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Automatic Remote Configuration Download
Process

The automatic remote configuration process isahed when an OmniSwitch is integrated in to the
network as a new device or when a firmware andigardtion upgrade is required.

If the automatic configuration download processads performed completely on the switch, manual
intervention is required. For details on troublestiteg techniques under such instances, see
“Troubleshooting” on page 8-21

The detailed process of Automatic Remote ConfigomaDownload performed on the OmniSwitch is as
follows:

1 When the switch is integrated in to the networkaew device with nboot.cfg file, then Automatic
Remote Configuration is performed on the switch.

2 A DHCP client is automatically configured first tme default VLAN at switch boot up. OmniSwitch
then uses different methods of DHCP client configion until connection to a DHCP Server is obtained
For details, see the following sectiddbHCP Client Auto-Configuration Process” on page@®-1

3 The DHCP client obtains the switch IP address imftion from the DHCP server.
4 The DHCP client obtains the TFTP server IP addiress the DHCP server using Option (66).

5 The DHCP client obtains the instruction file nanmel focation from the DHCP server using Option
(67).

6 SSH access is automatically enabled to allow reractess in case the automatic configuration
process fails.

7 The instruction file with thealu extension is downloaded from the TFTP server ¢dfthsh/working
directory of the OmniSwitch.

8 If available, the configuration, script, and imadjéss are downloaded from the FTP or SFTP servers.

The password used to connect to the FTP/SFTP seis/eame as the username.

9 If available, the switch compares the firmware i@ravailable on the switch with the firmware
version in the instruction file. If the firmwarenggons are different, then the new firmware is dmaded
in to the/flash/working directory.

10 If available, the downloaded configuration filessved as thboot.cfg file in the/flash/working
directory and the switch is rebooted completingah® configuration process (a reboot occurs dntpi
script file is downloaded).

11 If available, commands in the script file are rund &he DHCP client configuration is automatically
removed on the default VLAN 1.
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Process lllustration

The following flowchart represents the automatimoge configuration download process in detail.

Normal
lsrk;c;zthrt:ig Switch
p ! Bootup

Start Automatic Configuration
DHCP client configuration on
VLAN 1 Management VLAN127 or
LLDP tagged management VLAN?

Contact DHCP Server?

Does DHCP offer
have TFTP server
address ?

Yes Connectto TFTP
I server
Get instruction file

No

Found
instruction
file?

No

Download
firmware and/or
boot.cfg onl

Download
Script

Run Script® Reload Switch ——»t

y

‘ Switch is available remotely

Illustration of Automatic Remote Configuration Process
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Additional Process Notes

1 Once the switch obtains an IP interface from thedPHserver, remote access through SSH is
automatically configured to allow remote accessase of any download errors during the Auto
Configuration process.

Note. It is not recommended to have theite memory command in the script file if a configuration file
is downloaded. This causes thaot.cfg file to be overwritten with the commands in the script file.

2 After the successful download of the script fileg DHCP IP interface is automatically deleted.
However, SSH access remains enabled. Usedlaaa authentication ssh command to disable SSH
connectivity if desired.
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Download Component Files

This section provides the details of the files dmaded and how they are utilized during the autamat
configuration process. The main component files are

e |nstruction file -The instruction file is the initial file requirddr the automatic remote configuration
process to occur. The instruction file is storethia TFTP server with thalu extension. For further
details, seéinstruction File” on page 8-12

* Firmwareupgradefiles- The firmware files or image files differ for éfent OmniSwitch
platforms. These image files contain executableecadhich provides support for the system, Ethernet
ports, and network functions. For further detaksg“Firmware Upgrade Files” on page 8-14

e Bootup configuration file - The file contains bootup configuration infornaetifor the switch. The
bootup configuration file stores the network configtion parameters. For further details, ‘d&eotup
Configuration File” on page 8-14

e Debug Configuration file - The debug configuration file stores the defdelbug configuration
information. For further details, séebug Configuration File” on page 8-15

e Script file - The script file consists of commands to be pentd on the switch so that
appropriate actions can be taken on the downlofildsd For further details, sé&cript File” on
page 8-15

Instruction File

The instruction file is the initial file requiredif automatic remote configuration process to octhe
instruction file is stored in the TFTP server witle.alu extension.

The instruction file contains user information s@ashswitch ID, file version, firmware version, ingag
file names and location, configuration fileoot.cfg) name and location, script file name and location,
FTP/SFTP server IP address, username and passwoodrect to the FTP/SFTP server.

The TFTP server IP address and instruction filendetails are received from the DHCP server by the
DHCP client on the OmniSwitch.

The instruction file is downloaded from the TFTRPvee and stored in thlash/working directory of the
switch.

Note.

e |f an error or failure occurs during the file tréers the transfer process is retried up to three times. If
file transfer and download are not successful atitematic remote configuration process is haltetl an
the switch is made available remotely using SSH.

e All contents of the instruction file are storedtive switch log §wlog.log) file as evidence of the last
Automatic Remote Configuration download.
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Instruction File Syntax

The instruction file is a text file containing tfelowing information:

Header Contains user information such as switcHil®yersion, and so on.
Header text is a type of comment.

Comments Comments provide additional informationtfetter user readability.
These lines are ignored during the remote configamalownload
process.

Firmware version and file Image files required for firmware upgrade.

location

Configuration file name and  The file containing the configuration for the svitchis file is saved as

location theboot.cfg file in the/flash/working directory.

Debug file name and location ThdcatelDebug.cfg containing additional debug configuration
commands

Script file name and location The script file contag commands to be implemented on the switch.

Primary file server address/  The primary file server from which the requirect§lare

protocol/username downloaded. The specified protocol and usernameesd for the
download.

Secondary file server address/ The secondary file server from which the requiitgsfare downloaded

protocol/username if the connection to primary file server fails. Tégecified protocol and

username are used for the download.

Example

The instruction file has the Keyword:Value formatsnown below:

! Alcatel-Lucent OmniSwitch 0S6400 - Instruction file version 1.2.1
| Firmware version

Firmware version:0S 6 6 3 355 ROl
Firmware location:/home/ftpboot/firmware
! Configuration file

Config filename:boot 0S6400.cfg
Config location:/home/ftpboot/config
! Debug file

Debug filename:AlcatelDebug.cfg
Debug location:/home/ftpboot/debug

! Script File

Script filename:0S6400 script.txt
Script location:/home/ftpboot/scripts
! Primary file Server

Primary server:10.200.100.112

Primary protocol:FTP

Primary user:admin

! Secondary file Server

Secondary server:10.200.110.111
Secondary protocol:SFTP

Secondary user:admin
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Instruction File Usage Guidelines

® The instruction file is case sensitive and can aionbnly the keywords provided in the instructide f
output example.

e The keywords can be placed in any order.

¢ |f the Keyword:Value format is incorrect, the infioation on that line is discarded.
e Firmware version must be provided in the formasecified in the example.

® Pathnames provided must contain the complete pdtietfile location.

¢ |f any file is not required, the value is providesl“None”. For example, if a debug configuratide i
not required to be downloaded, the instructiondilatax is as follows:

Debug filename:None

Debug location:None
e The header line is the first line of the instruntfde and begins with “!” character.
e Header line contents are logged to the switch loggawith the other contents of the instructioe fil

e The header and comment lines begin with “1” chaact

Firmware Upgrade Files
Firmware files are also known as image files. THaése have theimg extension.

Firmware files are different for each OmniSwitchatfbrm. The relevant firmware files are downloaded
from the location mentioned in the instruction fildhe filenames of the firmware files must exactigtch

the files which are to be downloaded. The filenaaresin thef os.img, *base.img, *en.img format, where
* can be 'J’, 'K’, ‘K2', ‘K2I’, or ‘G’ based on theOmniSwitch product. Modified filenames are notagc
nized.

Details about the different firmware files and filames can be found in theailable Image Files section
in Chapter 1, Managing System Files.

Firmware files are downloaded only when the firmeveersion in the instruction file is higher thae th
firmware version present on the switch.

Bootup Configuration File

The bootup configuratiorbpot.cfg) file is not present during the initial bootup pess when a new switch
is integrated in to the network. Theot.cfg file is automatically generated and stored in the
[flash/working directory when avrite memory command is issued.

During the automatic remote configuration proc#ss,bootup configuration file is downloaded frore th
FTP/SFTP server and storedemt.cfg in the/flash/working directory of the switch.

If no script file is downloaded, the switch boofsnormally according to the configurations spedifie
theboot.cfg file when the remote configuration download prodsssompleted.
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Debug Configuration File

The debug configuration file is used for settingafic OmniSwitch settings and must only be used as
directed by Service and Support. During the autanmatmote configuration process, the debug
configuration file is downloaded with the filenarmécatel Debug.cfg.

Script File

The script file is downloaded and stored with thme name in th&lash/working directory. The script
file contains the commands to be implemented orsttitch after running the configuration file.

If a configuration file is not available, the sdrfjje can be used to configure the switch dynathica
without aboot.cfg file.

Script File Example

vlan 100 enable name "VLAN 100"

vlan 100 port default 1/1

write memory
Script File Usage Guidelines

e After the script file is downloaded the switch does automatically reboot.

e [fawrite memory command is used in the script file, then it ovetegitheboot.cfg file. Hence, the
script file must not contain therite memory command if it is downloaded along with the
configuration file.

e [f any script file command fails, it is logged im & file*.err (* is the script file name) in thélash
directory and the remaining commands are implentente

e |f the script file name mentioned in the instruatfde is incorrect, then an error is logged in Hvédtch
log orswlog.log file..
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DHCP Client Auto-Configuration Process

The automatic remote configuration download featungports three DHCP client configuration methods
to obtain an initial dynamic IP address from the@Hserver:

e Static DHCP client on untagged VLAN 1
e Dynamic DHCP client on tagged VLAN 127
e Dynamic DHCP client on LLDP tagged management VLAN

Note. Some Metro networks use a fixed tagged VLAN 127idral IP assignment. The
auto-configuration of Dynamic DHCP client on LLD&yged management VLAN facilitates the
installation of OmniSwitch in such networks

OmniSwitch creates a DHCP Client interface on:
¢ the default untagged VLAN 1 and then on tagged VLI alternatively
Or

¢ the Management VLAN being advertised in the LLDPURDsent by the Management Switch
configured in Nearest-Edge Mode.

See théNearest-Edge Mode Operation” on page 8fdBadditional information.
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Note. OmniSwitch must have at least one port with conuiégtto the DHCP server through
Management VLAN.

If OmniSwitch receives LLDP PDUs with VLAN and panformation from a Management switch in
nearest edge mode, then the DHCP client interfao®ived to user defined LLDP management VLAN on
the network.

The detailed process of DHCP client auto-configarabn OmniSwitch is as follows:

1 At boot-up, the initial DHCP client starts with agged VLAN 1.The DHCP client waits for 30
seconds for a DHCP lease.

2 If the lease is not obtained even after 30 secahdd)HCP client is stopped on the untagged VLAN 1
and DHCP client is started on tagged VLAN 127. Di¢CP client on tagged VLAN 127 waits for 30
seconds for a DHCP lease.

3 If the DHCP client does not get the lease in 3@sds, DHCP client moves back to untagged VLAN 1
and this process continues until it gets the DH&Ré¢ on any one of the two VLANS.

4 If a LLDP that is advertising the management VLANi$ received on any of the switch ports, the
initial DHCP client on untagged VLAN and tagged VINA 27 is stopped and a new DHCP client is
started on this tagged management VLAN.

5 Now, the DHCP Client created on tagged managemeANaits infinitely to get a lease.

Note.

If the initial DHCP clients (untagged or VLAN 12@bptains an IP lease, the LLDP detection mecharssm i
disabled to prevent the switch from starting a IE#ACP client.

DHCP client is automatically stopped once a usgs o the switch through console port before ggttin
the DHCP lease. This condition applies for any tgpBHCP client (untagged, tagged 127 or tagged wit
LLDP associated management VLAN).

Once the DHCP client gets the lease, the Remoté@process does not stop even if the user log®on
the switch through console port

OmniSwitch AOS Release 6 Switch Management Guide ~ June 2013 page 8-17



Nearest-Edge Mode Operation Managing Automatic Remote Configuration Download

Nearest-Edge Mode Operation

In order for the network to propagate Nearest-Bdgde LLDP PDUs a Management Switch must be
configured to send the LLDP PDUs with the ManagenvrAN information. Additionally, the peer
switches are automatically configured to process\bharest-Edge Mode LLDP PDU frames by the
Automatic Configuration Download feature.

An OmniSwitch running the Automatic Remote Confafion feature is automatically enabled to process
LLDP PDUs with the unique Nearest-Edge destinalidxC address. In Nearest-Edge mode the
Management OmniSwitch uses a unique MAC address wéeding LLDP PDUs. The network
OmniSwitch also looks for these unique packetseteminine a Management VLAN. It then creates a
DHCP client interface on that tagged VLAN.

LLDP Transmisson from Management Switch

e The Management Switch is configured to use the édfdge Mode MAC address using thip
destination mac-address command and is connected to the network usinggagged interface.

e LLDP is configured on the untagged port of the Mgeraent Switch so that the LLDP PDUs are sent
with the Management VLAN information.

e The LLDP interval must not be set higher than 3tbaes (default).

e The Management Switch sends LLDP PDUs on the uethgderface with the MAC address of
01:20:DA:02:01:73.

LLDP Propagation through Network

These LLDP PDUs are propagated throughout the mktamnormal L2 multicast frames, eventually
reaching the Access Switch.

LLDP Reception by Access Switch

The Automatic Configuration Download feature enalile processing of the Nearest-edge LLDP PDUs
by default.

Nearest-Edge Mode Configuration Example

Management Switch

The Management Switch is connected to the netwsirkguan untagged interface and is configured to use
the Nearest-edge Mode MAC address usindlthedestination mac-address command. LLDP is
configured on the untagged port of the ManagemeiitcB so that the LLDP PDUs are sent with the
Management VLAN information. The LLDP PDUs are semtthe untagged interface with the
Nearest-edge MAC address and propagated througimuetwork eventually reaching the Access
Switch.

For example:
-> vlan 999 name “VLAN 999"
-> vlan 999 port default 1/1
-> 1ldp destination mac-address nearest-edge

-> 11dp 1/1 tlv dotl vlan-name enable
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Access Switch

When used in conjunction with the Automatic Remotafiguraton feature no configuration is necessary
on the Access OmniSwitches. Newly connected swatetithout aboot.cfg file receive the Nearest-Edge
LLDP PDUs, discover the Management VLAN, tag thet path that VLAN ID, and create a DHCP

client interface on the Managment VLAN. This autimfiguration allows the DHCP client interface on
the OmniSwitch to receive an IP address in the & subnet.

Access Untagged Interface Untagged Interface

. Vian 999 Def VLAN = 999
Switch .

Management pi— Management

VLAN 999 Untagged 6850
MACDA= 0120da020173
Vlan Name TLV
-Vian ID =999
=Vlan name = VLAN 999

Tagged 999
Interfaces

LLDP PDU
6850 Tagged 999
MACDA= 0120da020173
Vlan Name TLV
-Vlan ID = 999
-Vlan name = VLAN 999

=>Use VLAN 999 for DHCP Client

Example Near est-Edge Configuration
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Zero Touch License Upgrade

Some features like OmniSwitch-Metro features remjaisoftware license for activation and are restlic
only to a licensed user. To activate licensed festLa license serial number must be purchased alith
an authorization code from Alcatel-Lucent. The auttation code can then be used to generate askcen
file.

The Automatic Remote Configration Download featsupports automatic license upgrade process for
remote devices. With Zero Touch License Upgradentetro features can be unlocked on each non-metro
switch in a network. The switches are automaticafigraded with the set license for a trial peribuis
feature can be implemented by running a scriptité thelicense unlock metro command.

Note. This upgrade procedure does not affect OmniSwiteltrdé/models as they already have the metro
features activated.

The metro features are activated on the switclafioial period of 15 days. In order to get a peremdn
license, the customer must identify the MAC addrsserial number of the newly installed switches i
the network and obtain the license file from theakél-Lucent portal and install it.

Note. For detailed procedure on manual license upgraeléhetnstalling Software Licensesection in
the “Managing System Filé€hapter. Also see the different types of licenpgrades available.

The reboot of the switch or stack occurs at thearaitomatic remote configuration process.

If any of the switches in the network already hthemetro license installed, then the automatenise
upgrade does not occur. Specifically, the switchtack does not reboot again.

Script File Example

For Zero Touch License Upgrade to occur, the sitgptmust contain théicense unlock metro
command. For details on the command seéinai Switch AOS Release 6 Reference Guide.

vlan 100 enable name "VLAN 100"
vlan 100 port default 1/1
license unlock metro

write memory

reload working no rollback-timeout
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Troubleshooting

Due to errors during download, the automatic camfigion process can halt, or the file download pssc
can be incomplete. The errors that occur duringatitematic remote configuration download process ar
displayed on the switch command prompt and alsedtm switch log or thewlog.log file.

The following section provides information on sooféhe common errors that can occur during the
configuration download process and troubleshodgetiniques to resolve these errors.

Error Resolution

If there are any issues downloading the required for the auto configuration process the switah loe
reached using the DHCP client IP address and the@&ocol for manual intervention or configuration

Server Connection Failure and File Download Errors

Manual download of component files is required wtteare is a failure in connecting to the servers or
when all the component files are not downloadedhduthe automatic remote configuration download
process.

Server connection failures can occur when:

e DHCP server is not reachable.

e TFTP server is not reachable.

e Primary and secondary servers are not reachable.
File download errors can occur when:

e Files are corrupted.

e File locations or names listed in the instructida &re incorrect.

OmniSwitch AOS Release 6 Switch Management Guide ~ June 2013 page 8-21



Troubleshooting

Managing Automatic Remote Configuration Download

Error Description Table

The following table provides information on the aon server connection failures and file download
errors that can occur during Automatic Remote Guréition:

Error Type Error Description

User Login User logged in via console, Auto-  DHCP clientis automatically stopped only if
Auto-Config matic Remote configuration is a user logs in to the switch through console
Abort aborted. port before getting the DHCP lease.
TFTPResponse Instruction File not Downloaded Instruction file not downloaded due to TFTP
Timeout and the Max try 3 For TFTP reached. notreachable.

Primary/ Download of file: <File name and File download failure from primary server.
Sbcondary pathname> from Primary Server

Server Failed

Connection

Starting download of file: <File
name and pathname> from Secondary
Server

Download Failed - <File name and
pathname> using both Pri & Sec IP

File download failure from both primary and
secondary server.

File Download
and File
Location Errors

Transfer error <File name and
pathname>

Download failed for configuration
file <File name and pathname>

Not all image files are downloaded

Unable to download the firmware
version

Unable to download boot config file
Unable to download AlcatelDebug.cfg

Unable to download script file

File transfer failure.

Configuration file download failure.
Some of the image files are not downloaded.
File location errors occur when the

corresponding files are not available in the
locations as mentioned in the instruction file.

Script File Errors

The different types of script file errors and theubleshooting techniques for such errors are l&sifs:

e |f any script file command fails, it is logged im & file*.err (* is the script file name) in thélash
directory and the remaining commands are implentertesuch an instance, check therr file. The
script file commands can be manually implementetidagbugged in the order specified in the script

file.

¢ |f the script file name mentioned in the instruatide is incorrect, then an error is logged in Hvdtch
log orswlog.log file. In such an instance, check gvaog.log file. The script file can be downloaded
manually from the FTP/SFTP servers and implemeaigd the OmniSwitch.
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Troubleshooting

Error Description Table

The following error description table provides infation about some of the common script file errors
that occur during Automatic Remote Configuration:

Error Type Error Description
Script File Download of Script file from Script file cannot be downloaded from the
Download Primary Server Failed primary server.
Starting download of Script file:
<File name and pathname> from
Secondary Server
Download failed - <File name and  Sgript file cannot be downloaded from both
pathname> using Pri and Sec IP primary and secondary server.
Script File Unable to remove Instruction Instruction file cannot be removed from flash
Command file <File name and pathname> due to error in running the script file
Failure commands.

Error in executing the downloaded
script file

The downloaded script file cannot be run.
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9 Configuring MAC
Retention

MAC Retention allows a system of stackable switdbeagtain the MAC address of the primary switch fo
a fixed or indefinite time, even after multiple émvers. This minimizes the recalculation of proteco
such as Spanning Tree and Link Aggregation. It ailsomizes the updation of tables, such as the Askir
Resolution Protocol (ARP) table for IPv4 routingdahe Neighbor Discovery table for IPv6

routing.

Note. MAC Retention is only supported on the OmniSwitdl®® and 6855-U24X.

In This Chapter

This chapter describes the basic components of MA@ress Retention and how to configure them
through the Command Line Interface (CLI). CLI conmda are used in the configuration examples; for
more details about the syntax of the commandstheg@mni Switch AOS Release 6 CLI Reference Guide.

Configuration procedures described in this chaipiglude:
e Enabling MAC Retention opage 9-6

e Detecting a Duplicate MAC Address page 9-6

e Configuring MAC Release opage 9-6
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MAC Retention Defaults

The following table lists the defaults for MAC Retion configuration:

Parameter Description Command Default
MAC Address Retention statusmac-retention status disabled
Status of duplicate MAC mac-retention dup-mac-trap  disabled

Address trap
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MAC Retention Overview

A “stack element” or simply “element” is a switdiat has designated stacking ports. The switches are
operatively interconnected through these portetmfa virtual chassis referred to astack. Each

element in a stack can be elected as the primaittyessecondary element. The primary element igexec
based on the highest uptime or the lowest slot murabthe lowest base MAC address. The secondary
element is elected based on the lowest slot numbiiie lowest base MAC address of the remaining
elements in the stack.The system of stackable kestts generally coupled in a series and the toyabd
the system is generally characterized by a closepl talled a ring. A stackable switch is adapted to
perform switching between its own data ports artveen the data ports of other stackable switches by
transmitting packets through the stacking ports.

Each stack element has a unique base MAC addreser@ly, the stack address is the MAC address of
the current primary element. When a primary elenfeitg, a secondary element starts functioningas t
new primary element. This is known takeover. During takeover, the stack address is also acugisd
changed to reflect the base MAC address of theprewmary element.

Whenever a takeover occurs, it impacts not onlysthek, but also the devices that communicate thih
stack.

The following diagram shows a stack connectedstaad-alone switch:

1 a Primary Element

Secondary Element

i S B

b

Switch 1
Idle Element

Stack 1
Initial State of Stack with 3 Stack Elements

In the above diagram, Stack 1 has the stack adtit&ésgvhen a takeover occurs, the secondary element
starts functioning as the new primary element &edstack address is also changed, for example2to M
the new primary element's MAC address. Stack 1 dbes its new stack address M2. Switch 1, which
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had previously associated Stack 1 with the stadkesd M1, now has to change its ARP tables to
associate Stack 1 with the new stack address M2.

Similarly, in IPv6 routing, Switch 1 has to charitgeNeighbor Discovery tables to associate Stawsktii
the new stack address M2.

Another aspect that may be impacted is the recioul of the Spanning Tree in accordance with the
Spanning Tree Protocol (STP). If the stack addeshanged due to the election of a new primary
element, a new Spanning Tree has to be recalcuiai@ctount for this change. This becomes even more
difficult when the newly elected primary elementbmes the new root bridge.

Link Aggregation Control Protocol (LACP) is anotteplication that is influenced by the takeoverisTh
application uses the base MAC address of the swidhe system ID while exchanging the LACP PDUs
in the network. After takeover, the aggregate peaiisadministratively go down and then come upiaga
due to the change in the system ID.

Therefore, to avoid these recalculations, wherniragwy element fails in a stack, the secondary etégme
which takes over as the new primary element useSMAC address of the former primary element.This
feature of retaining the base MAC address of theés primary element for a fixed or indefinite metiof
time is called MAC Address Retention. In this weggalculation of protocols, such as Spanning Treke a
Link Aggregation and updation of tables, such &AHldress Resolution Protocol (ARP) table for IPv4
routing and the Neighbor Discovery table for IPg€ting is minimized.

Note. The MAC Retention feature is only supported ondvéch that operates in the single MAC mode.

How MAC Retention Works

During a full system startup, all the elementshia $tack receive the base MAC address read from the
EEPROM of the primary element. When the primarynaet of the stack fails, the secondary element
takes over as the new primary element.

This new primary element and all the idle elemenitthe stack retain this base MAC address. Theeefor
this address is called the retained base MAC addres

The ability of the elements to retain this addiess be configured, that is, the MAC Retention feattan
be enabled or disabled on the stack. By defalilt,dtsabled.

After a takeover, if the element still uses a retdibase MAC address, you can disable the retention
process manually. Thereafter, the element wilk stsing the base MAC address from the EEPROM of the
currently active primary element

When the element retains the base MAC addressglartakeover, it continues to use this base MAC
address irrespective of the return of the formanary element to the stack. This can lead to the
duplication of the MAC address.

The duplication of MAC addresses may arise in tieing scenarios:
e Failure of non-adjacent elements

e Failure of non-adjacent primary and secondary efgsne

e Failure of non-adjacent primary and idle elements

e Failure of non-adjacent secondary and idle elements
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If the primary element does not return to the seftér the elapse of the specified time intervatag is
generated, which notifies the administrator of agitlle MAC address duplication. The trap and syslog
provide details about the slot number and the M€ address of the removed former primary element.

Note. The duplication of MAC addresses in the networkneare prevented in case of simultaneous
failure of stacking links connected to primary &tatement.

MAC Retention After Multiple Take-Overs

After multiple takeovers, if the new primary eleretill uses the MAC address of the former primary
element, you can release the MAC address or didaBIe Retention. In such a case, the stack will abtai
a new stack address from the EEPROM of the cupemary element.

If you enable the MAC Retention feature again,dlteMAC address released earlier will not be regdin
Thereafter, the stack will retain the MAC addrekthe current primary element during future takasve
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Configuring MAC Retention

This section describes how to use Alcatel-Luce@tsnmand Line Interface (CLI) commands to
configure MAC Retention.

Enabling MAC Retention

MAC Retention is disabled on the switch by defailhecessary, use theac-retention status command
to enable MAC retention. For example:

-> mac-retention status enable
To disable MAC Retention on the switch, enter tiktving:

-> mac-retention status disable

Note. When the administrative status of MAC retentioenigbled, the stack performance is enhanced.

Detecting a Duplicate MAC Address

After a takeover, if the former primary switch does return to the stack after the preset timeriatiehas
elapsed, MAC address duplication may occur. Ta éberadministrator of a possible MAC address
duplication, the switch can be configured to geteeaan SNMP trap.

You can enable the switch to generate an SNMPhyaysing thenac-retention dup-mac-trap
command as shown:

-> mac-retention dup-mac-trap enable
To disable SNMP trap generation, enter the follawin

-> mac-retention dup-mac-trap disable

Configuring MAC Release

After multiple takeovers, the switch can be alloviedelease the retained MAC address. This endiies
stack to obtain a new stack address from the EEPROWE current primary element.

To release the retained MAC address from a switst,themac r elease command as shown:

-> mac release

Note. A switch will not be allowed to release the MAC eglsk derived from its EEPROM.

To view the MAC Retention status, use thew mac-retention status command as shown:

-> show mac-retention status
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MAC Retention Applications

This section illustrates the MAC Retention featusng two different scenarios:

e Software Failure

e Link Failure

Software Failure

In the following diagram, if the primary elementés a fatal software exception, the MAC Retention
feature will remain enabled and the base MAC addwelt be retained during takeover.

Primary Element

Secondary Element

3 a Switch 1
Idle Element
i S H A B
b
Stack 1

Sack Satuswhen Switch 1 is Down

In the above diagram, when the primary elementaclSl fails, the secondary element becomes the new
primary element and shares the MAC address ofdimedr primary element of the stack. In this scenari
the decision to retain the base MAC address ispabke. This feature also works well during the

following failures:
e Power failure of the primary element

e Hardware failure of the primary element
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Link Failure

In the following diagram, even if both stack lirlks' and "b" of the primary element of Stack 1 gevdo
almost at the same time (removed by the user aeblink failures), the MAC Retention feature will
remain enabled and the base MAC address will lzéned during takeover.

1 a Primary Element

Secondary /
New Primary
Element

Switch 1

,,,,, Idle / New Secondary
Element

Stack 1

Link Failure

In the above diagram, if the links between the prijrand the secondary element and the primarytand t
idle element fail, the entire stack will split intwo separate stacks. The primary element will bezan
independent stack, and the new primary elemergr(&fkeover) and the new secondary element withfor
another separate stack. Both the stacks will sth@eame base MAC address.This will lead to thdi-dup
cation of MAC address because the software runamtpe elements will not be able to distinguish
between a crash or two link failures.

In the above scenario, although the duplicatioMAC address cannot be prevented, the element can be
configured to generate an SNMP trap. If an SNMP isagenerated, the administrator can releasedbe b
MAC address from the stack consisting of the newary and secondary elements. This stack will use
the base MAC address from the EEPROM of the nemigmy element of the stack.
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Accounts

Switch user accounts may be set up locally onwitek for users to log into and manage the swildie
accounts specify login information (combinationsisérnames and passwords) and privilege or profile
information depending on the type of user.

The switch has several interfaces (console, TeHET,P, FTP, Secure Shell, and SNMP) through which
users can access the switch. The switch may hedetallow or deny access through any of these
interfaces. Se€hapter 11, “Managing Switch Securitfgdr information about setting up management
interfaces.

In This Chapter

This chapter describes how to set up user accéaraBy on the switch through the Command Line
Interface (CLI). CLI commands are used in the agunfation examples; for more details about the synta
of commands, see tt@mniSwitch AOS Release 6 CLI Reference Guide.

This chapter provides an overview of user accountaddition, configuration procedures describethia
chapter include:

e “Creating a User” on page 10-11

e “Configuring Password Policy Settings” on page 10-13

e “Configuring Privileges for a User” on page 10-18

e “Setting Up SNMP Access for a User Account” on pagel9

e “Setting Up End-User Profiles” on page 10-21

e “TACACS+ Server Configuration and Command Authotiza’ on page 10-23

For information about enabling management intesamethe switch, seéhapter 11, “Managing Switch
Security.”

For information about connecting a managementostdti the switch, se€hapter 1, “Managing System
Files,” and the appropriat@etting Started Guide.

User information may also be configured on exteseaVers in addition to, or instead of, user actoun
configured locally on the switch (except end-ugefifes, which may only be configured on the swjtch
For information about setting up external servled aire configured with user information, see the
“Managing Authentication Servers” chapter in tiani Switch AOS Release 6 Network Configuration
Guide.
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User Database Specifications

Platforms Supported OmniSwitch 6400, 6850E, 6858080
Maximum number of alphanumeric characters in a31
username

Maximum number of alphanumeric characters in a31
user password

Maximum number of alphanumeric characters in aB2
end-user profile name

Maximum number of user accounts 64

Maximum number of end-user profiles 128

User Account Defaults

e Two user accounts are available on the switch ligudte admin anddefault. For more information
about these accounts, s&tartup Defaults” on page 10d&hd“Default User Settings” on page 10-9

e New users inherit the privileges of thefault user if the specific privileges for the user aoé n
configured; the default user is modifiable.

e Password defaults are as follows:

Description Command Default
Minimum password length user password-size min 8 characters
Default password expiration for anyuser passwor d-expiration disabled
user

Password expiration for particular expiration keyword in theuser none

user command

Username is not allowed in pass- user password-policy cannot-con- disabled
word. tain-username

Minimum number of uppercase chanser password-policy min-upper- 0 (disabled)
acters allowed in a password. case

Minimum number of lowercase chatser password-policy min-lower- 0 (disabled)
acters allowed in a password. case

Minimum number of base-10 digitsuser password-policy min-digit 0 (disabled)

allowed in a password.

Minimum number of non-alphanu- user password-policy min-nonal- 0 (disabled)
meric characters allowed in a passpha
word.

Maximum number of old passwordsiser password-history 4
to retain in the password history.

Minimum number of days user is user password-min-age 0 (disabled)
blocked from changing password.
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e Global user account lockout defaults are as follows

Parameter Description Command Default

Length of time during which failed user lockout-window O—failed login attempts
login attempts are counted. are never aged out.
Length of time a user account user lockout-duration 0O—account remains
remains locked out of the switch locked until manually
before the account is automatically unlocked

unlocked.

Maximum number of failed login  user lockout-threshold 0—no limit to the
attempts allowed during the lockout number of failed login
window time period. attempts

Allow ‘admin’ user console-only  user Disabled

access.
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Overview of User Accounts

A user account includes a login name, passwordpuaadprivileges. The account also includes prisle
or profile information, depending on the type oéuaccount. There are two types of accounts: n&twor
administrator accounts and end-user or customéar kExrounts.

Network administrator accounts are configured wikr (sometimes callddnctional) privileges. These
privileges determine whether the user has readrite access to the switch and which commdaoghains
and commandamilies the user is authorized to execute on the switch.

Customer login accounts are configured with end-ps&files rather than functional privileges. Plesdi
are configured separately and then attached tageeaccount. A profile specifies commaméas to
which a user has access as well as VLAN and/orrpaoges to which the user has access.

The designation of particular command families/domm@&r command families for user access is
sometimes referred to partitioned management. The privileges and profiles are sometimes retetoeas
authorization.

Note. End-user command areas are different from the camdrdamains/families used for network
administrator accounts. In general, command aneaseach more restricted groups of commands (see
page 10-2)L.

Functional privileges (network administration) art-user profiles (customer login) are mutually
exclusive. Both types of users may exist on theéchybut any given user account can only be one,typ
network administrator or customer login. The CLthe switch prevents you from configuring both
privileges and a profile for the same user.

End-user profiles also cannot be configured onuthemtication server; however, users configuredmn
external authentication server may have profilehattes, which the switch will attempt to match to
profiles configured locally.

Note that if user information is configured on an external servere(rttitan locally on the switch through
the CLI) with both functional privilege attributead profile attributes, the user is seen by the swatslan
end-user and will attempt to match the profile nama profile name configured on the switch. Ifrthes
no match, the user will not be able to log into sksgtch.

Note. For information about setting up user informationam authentication (AAA) server, see the
“Managing Authentication Servers” chapter of ieniSvitch AOS Release 6 Network Configuration
Guide.

Users typically log into the switch through oneloé following methods:

e Console port—A direct connection to the switch through the adegort.

e Telnet—Any standard Telnet client may be used for logdirtg the switch.
e FTP—Any standard FTP client may be used for loggirtg the switch.

e HTTP—The switch has a Web browser management inteféaagsers logging in through HTTP.
This management tool is called WebView.
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e Secure Shell—Any standard Secure Shell client may be usedofggihg into the switch.
e SNMP—Any standard SNMP browser may be used for loggitgthe switch.

For more information about connecting to the switaiough one of these methods, Sgmpter 2,
“Logging Into the Switch&nd the appropriat@etting Started Guide.

For information about setting up the switch toallaser access through these interfacesCéeeter 11,
“Managing Switch Security.”
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Startup Defaults

By default, a single user management account igad@ at the first bootup of the switch. This acob
has the following user name and password:

e user name-admin
e password—switch

Initially, the admin user can only be authorized on the switch thrahghconsole port. Management
access through any other interface is disabled Alttkenticated Switch Access commands may be used
to enable access through other interfaces/ser{iadset, HTTP, and so on); however, SNMP access is
not allowed for the admin user. Also, the admirr esanot be modified, except for the password.

Password expiration for the admin user is disabledefault. SeéConfiguring Password Expiration” on
page 10-14

In addition, another accoumefault, is available on the switch for default settingdyothis account
cannot be used to log into the switch. It is ugestbre and modify default settings for new users.

Note. Up to 64 users may be configured in the local dwitatabase.

To set up a user account, usetier command, which specifies the following:

e Password—The password is required for new users or whenifiyind a user's SNMP access. The
password will not appear in an ASCII configuratfde created through th&apshot command.

e Privileges—The user’s read and write access to command denaait families. Se&onfiguring
Privileges for a User” on page 10-ficd more details.

e SNMP access—Whether or not the user is permitted to managewitch through SNMP. Sé€&etting
Up SNMP Access for a User Account” on page 1ddr9more details.

e End-User Profile—The user’s read and write access to command gregsanges, and VLAN ranges;
used for customer login accounts. S8etting Up End-User Profiles” on page 10-21

Typically, options for the user (privileges or easkr profile; SNMP access) are configured at theesa
time the user is created. An example of creatingex and setting access privileges for the acdsunt
given here:

-> user thomas techpubs read-write domain-policy mdS5+des

For more details about command syntax, se®thii Snitch AOS Release 6 CLI Reference Guide.

page 10-6 OmniSwitch AOS Release 6 Switch Management Guide  June 2013



Managing Switch User Accounts

Overview of User Accounts

Quick Steps for Network Administrator User Accounts

1 Configure the user with the relevant username asdwyord. For example, to create a user called
thomas with a password dfechpubs, enter the following:

-> user thomas password techpubs

For information about creating a user and settin@ password, s€¢€reating a User” on page 10-11

2 Configure the user privileges (and SNMP accegsieifuser should have privileges that are different
than those set up for tliefault user account. For example:

-> user thomas read-write domain-network ip-helper telnet

For information about the default user settings,tbe next section. For information about settipg u
privileges, seéConfiguring Privileges for a User” on page 10-18

Note. Optional. To verify the user account, enter g@w user command. The display is similar to the

following:

User name = admin

Read Only for domains =
Read/Write for domains =

Snmp not allowed

User name = public

Read Only for domains =
Read/Write for domains =
Snmp authentication =

User name = thomas

Read Only for domains =
Read/Write for domains =

Read/Write for families =

Snmp not alloweds

User name = default

Read Only for domains =
Read/Write for domains =

Snmp not allowed

None,
All ,

None,
All ,
NONE,

Snmp encryption = NONE

None,
Network ,

telnet ip-helper ,

None,
None,

For more information about tlshow user command, see tHemniSwitch AOS Release 6 CLI Reference

Guide.
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Quick Steps for Creating Customer Login User Accounts

1 Set up a user profile through teed-user profile command. For example, configure a profile called
Profilel that specifies read-write access tophgsical andbasic-ip-routing command areas:

-> end-user profile Profilel read-write physical basic-ip-routing

2 Specify ports to which the profile will allow acsedn this exampleRrofilel will be configured with
access to ports on slot 1 and slot 2.

-> end-user profile Profilel port-list 1/1-2 1/4-5 2/1-8

3 Specify VLANSs or VLAN ranges to which the profileilhallow access. In this exampleyofilel will
be configured with access to VLANs 3 through 8.

-> end-user profile Profilel vlan-range 3-8

Note. Optional. To verify the end-user profile, enter tiiew end-user profile command. The display is
similar to the following:

End user profile : Profilel

Area accessible with read and write rights :
physical,
basic ip routing,

Slot : 1, ports allowed : 1-2, 4-5

Slot : 2, ports allowed : 1-8

Vlan Id :

3-8

For more information about tlshow end-user profile command, see th@mniSwitch AOS Release 6 CLI
Reference Guide.

4 Associate the profile with a user account. Enteruger command with the relevant username and
password and specif§rofilel. In this example, the user nameCisstomer 1 and the password is
my_passwd:

-> user Customerl password my passwd end-user profile Profilel

For more information about creating a user andnggettp a password, sé€reating a User” on
page 10-11For information about creating end-user profikes"Setting Up End-User Profiles” on
page 10-21

Note. Optional. To verify the user account, enter gi@w user command. The display is similar to the

following:
User name = Customerl
END user profile = Profilel
SNMP authentication = NONE, Snmp encryption = NONE

User name = default
END user profile Profileb
Snmp not allowed

For more information about trsRow user command, see tHemniSwitch AOS Release 6 CLI Reference
Guide.
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Default User Settings

Thedefault user account on the switch is used for storing nser defaults for privileges and profile
information. This account does not include a pasdvand cannot be used to log into the switch.

At the first switch startup, the default user actdds configured for:
e No read or write access.

* No SNMP access.

® No end-user profile.

Any new users created on the switch will inheré grivileges or the end-user profile of the defagkr
unless the user is configured with specific prigéde or a profile.

The default user settings may be modified. Enteuer command wittdefault as the user name. Note
that the default user may only store default fuorai privilegesor a default end-user profile. The default
user cannot be configured with both privileges amtofile.

The following example modifies thaefault user account withead-write access to all CLI commands:
-> user default read-write all

In this example, any new user that is createdheaille read and write access to all CLI commandsgsnl
a specific privilege or SNMP access is configuradtfie new user). For more information about
configuring privileges, se&etting Up End-User Profiles” on page 10-21

The privilege default is particularly important fasers who are authenticated through an ACE/Server,
which only supplies username and password infoanatr for users who are authenticated through a

RADIUS or LDAP server on which privileges are nohfigured. For more information about these serv-

ers, see the “Managing Authentication Servers” tdragf theOmni Swvitch AOS Release 6 Network
Configuration Guide.

Account and Password Policy Settings

The switch includes global password settings thauaed to implement and enforce password
complexity when a password is created, modified, @ed. These user-configurable settings apply the
following password requirements to all user accewoinfigured for the switch:

e Minimum password size.

* Whether or not a password can contain the accaarname.
e Minimum password character requirements.

e Password expiration.

e Password history.

e Minimum password age.

In addition to global password settings, the switdo includes global user lockout settings that
determine when a user account is locked out o$witch and the length of time the user account iegna
locked.

See"Configuring Password Policy Settings” on page 10ah8“Configuring Global User Lockout
Settings” on page 10-1fér more information.
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How User Settings Are Saved

Unlike other settings on the switch, user settiogsfigured through theser andpassword commands
are saved to the switch configuration automaticallyese settings are saved in real time in thd loser
database.

At bootup, the switch reads the database file &rinformation (rather than tteot.cfg file). Thewrite
memory, reload issu, orconfiguration snapshot commands are noequired to save user or password
settings over a reboot.

Note. Password settings configured throughuber password-policy commands are not automatically
saved to the switch configuration.

For information about using tiverite memory, copy running-config working, andconfigur ation
snapshot commands, se€hapter 5, “Managing CMM Directory Content,” Chaptef\®orking With
Configuration Files,’and theOmniSwitch AOS Release 6 CLI Reference Guide.

page 10-10 OmniSwitch AOS Release 6 Switch Management Guide  June 2013



Managing Switch User Accounts Creating a User

Creating a User

To create a new user, enter treer command with the desired username and passwosedthds
password keyword. For example:

-> user thomas password techpubs

In this example, a user account with a user nantkarhias and a password ¢échpubsis stored in the
local user database.

Typically the password should be a string of nopeeging characters. The CLI uses the first occegen
of the character series to uniquely identify thegpeord. For example, the passwigdbtpub is the same
astpub. A better password might tpub3457.

Note. The exclamation point (!) is not a valid passwondracter. In addition, specifying an asterisk &) a

one or more characters in a password is allowéddngsas every character is not an asterisk. Fomela
password ** 123456** is allowed;password ******** 5 not allowed.

If privileges are not specified for the user, tiseuwill inherit all of the privileges of the defauser
account. Se&Default User Settings” on page 10-9

Note that the password will not display in cleatti@ an ASCII configuration file produced by the
snapshot command. Instead, it will display in encryptednioiSeeChapter 7, “Working With Configura-
tion Files,”for information about using themapshot command.

Removing a User
To remove a user from the local database, usedlierm of the command:
-> no user thomas

The user account fahomas is removed from the local user database.

User-Configured Password

Users may change their own passwords by usingaksvord command. In this example, the current
user wants to change her passworthyo passwd. Follow these steps to change the password:

1 Enter thepassword command. The system displays a prompt for the peesgword:

-> password
enter old password:

2 Enter the old password. (The password is concenmitrdasterisks.) A prompt displays for the new
password.

-> password
enter old password:****x*x**x*
enter new password:
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3 Enter the desired password. The system then displ@ayompt to verify the password.

-> password
enter old password:****x*x***
enter new password: *x*kxkkxk
reenter new password:

4 Enter the password again.

-> password
enter old password:*****x*%
enter new password: ***xkkkkkk
reenter new password: ***xkkkkkk

=->

The password is now reset for the current usethénext switch login, the user must enter the new
password.

Note. A new password cannot be identical to the currassword; it cannot be identical to any of the
three passwords that preceded the current passisi.the exclamation point (!) is not a valid
password character and specifying an asterisks(ree or more characters in a password is allowed a
long as every character is not an asterisk. Fameie password ** 123456** is allowed;password
*xkxxF*% IS not allowed.
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Configuring Password Policy Settings

The global password policy settings for the swielfine the following requirements that are apptedll
user accounts:

® Minimum password size.

e Whether or not the password can contain the usesnam

e The minimum number of uppercase characters requiragpassword.

e The minimum number of uppercase characters requiragpassword.

e The minimum number of base-10 digits required paasword.

e The minimum number of non-alphanumeric charact®sbols) required in a password.

e Password expiration.

e The maximum number of old passwords that are sewvtte password history.

e The minimum number of days during which a userisallowed to change their password.

Password policy settings are applied when a paskisareated or modified. The following subsections
describe how to configure these settings usingd@bhmands.

To view the current policy configuration, use gh@w user password-policy command. For more
information about this command and those usedarctinfiguration examples throughout this sectier, s
the Omni Switch AOS Release 6 CLI Reference Guide.

Setting a Minimum Password Size

The default minimum password length (or size) ch8racters. To configure a minimum password size,
enter thauser password-size min command. For example:

-> user password-size min 10
The minimum length for any passwords configuredulgers is now 10 characters.

Note that the maximum password length is 31 charact

Configuring the Username Password Exception

By default, specifying the username as all or pae password is allowed. Use theer passwor d-policy
cannot-contain-username command to block the ability to configure a passittbat contains the
username. For example:

-> user password-policy cannot-contain-username enable

Enabling this functionality prevents the user frepecifying the username in the password that is
configured for the same user account. For exantipdepassword for the account usernamputifiic can
not contain the wor@ublic in any part of the password. However, the usernafna@other account is still
allowed.
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Configuring Password Character Requirements

The character requirements specified in the glphasword policy determine the minimum number of
uppercase, lowercase, non-alphanumeric, and 10eigiseharacters required in all passwords. These
requirements are configured using the followirsgr password-policy commands:

Command Configures...

user password-policy min-upper case The minimum number of uppercase characters
required in all passwords.

user password-policy min-lower case The minimum number of lowercase characters
required in all passwords.

user passwor d-policy min-digit The minimum number of base-10 digits required
in all passwords.

user password-policy min-nonalpha The minimum number of non-alphanumeric char-
acters (symbols) required in all passwords.

Specifying zero with any of the these commandshiésathe requirement. For example, if the number of
minimum uppercase characters is set to zero (tfaildg then there is no requirement for a password
contain any uppercase characters.

Configuring Password Expiration

By default, password expiration is disabled ongiéch. A global default password expiration may be
specified for all users or password expiration mayset for an individual user.

Note. When the current user’s password has less thaweak before expiration, the switch will display
an expiration warning after login.

If a user’'s password expires, the user will be lmé&blog into the switch through any interfacee th
admin user must reset the user’s password. lftirain user’s password expires, the admin user will have
access to the switch through the console port thighcurrently configured password.

Default Password Expiration

To set password expiration globally, use tiser passwor d-expiration command with the desired
number of days; the allowable range is 1 to 15Gdagr example:

-> user password-expiration 3

The default password expiration is now set to tli@gs. All user passwords on the switch will beaset
reset with the three-day expiration. If an indivadluser was configured with a different expiratibrough
theuser command, the expiration will be reset to the glafadue.

The expiration is based on the switch system diate/and date/time thaser passwor d-expiration
command is entered. For example, if a user is gargd with a password expiration of 10 days, bet th
global setting is 20 days, that user’'s passwortexjpire in 10 days.

To disable the default password expiration, useuiee passwor d-expiration command with thelisable
option:

-> user password-expiration disable
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Specific User Password Expiration

To set password expiration for an individual usise theuser command with the expiration keyword and
the desired number of days or an expiration daieekample:

-> user bert password techpubs expiration 5
This command gives usbert a password expiration of five days.

To set a specific date for password expirationuishe the date imm/dd/yyyy hh:mm format. For exam-
ple:

-> user bert password techpubs expiration 02/19/2003 13:30

This command sets the password expiration to Fepif 2003, at 1:30pm; the switch will calculdte t
expiration based on the system date/time. The sydtge/time may be displayed through $heem date
andsystem time commands. For more information about the systet@/titae, see th©mniSwitch AOS
Release 6 Swvitch Management Guide.

Note. The expiration will be reset to the global defadtting (based on theser passwor d-expiration
command) if the user password is changed oushe passwor d-expiration command is entered again.

Configuring the Password History

The password history refers to the number of okbp@rds for each user account that are saved by the
switch. This functionality prevents the user froging the same password each time their account
password is changed. For example, if the passwistdriz is set to 10 and a new password enteretidy t
user matches any of the 10 passwords saved, them@ammessage is displayed notifying the userttiat
password is not available.

By default, the password history is set to savéoupold passwords for each user account. To cordig
the number of old passwords to save, useithe passwor d-history command. For example:

-> user password-history 2

To disable the password history function, specifis@he number of old passwords to save. For exampl

-> user password-history 0

Note that a password is dropped from the passwistdrif when it no longer falls within the number of
passwords that are retained by the switch.

Configuring the Minimum Age for a Password

The password minimum age setting specifies the rurobdays during which a user is not allowed to
change their password. Note that it is necessarpiifigure a password minimum age value that s les
than the password expiration value.

The default minimum age is set to zero, which mehasthere is no minimum age requirement for a
password. To configure a minimum password agetheseser passwor d-min-age command. For
example:

-> user password-min-age 7
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This command specifies that the user is prevemtad €hanging their password for seven days from the
time the password was created or modified.

Configuring Global User Lockout Settings

The following user lockout settings configured floe switch apply to all user accounts:

¢ | ockout window—the length of time a failed logineahpt is aged before it is no longer counted as a
failed attempt.

e Lockout threshold—the number of failed login attesngllowed within a given lockout window period
of time.

e Lockout duration—the length of time a user accaentains locked until it is automatically unlocked.

In addition to the above lockout settings, the meknadministrator also has the ability to manuddigk
and unlock user accounts. The following subsecti@sxribe how to configure user lockout settings an
how to manually lock and unlock user accounts.

Note. Only theadmin user is allowed to configure user lockout settifigeeadmin account is protected
from lockout; therefore, it is always available.

Lockout settings are savedtomatically; that is, these settings do not requirewiée memory, reload
issu, or configuration snapshot command to save user settings over a reboot. &w thie current
lockout settings configured for the switch, usedhev user lockout-setting command.

For more information about this command and thasslun the configuration examples throughout this
section, see th@mniSwitch AOS Release 6 CLI Reference Guide.

Configuring the User Lockout Window

The lockout window is basically a moving observatiwindow of time in which failed login attempts are
counted. If the number of failed login attemptsesdas the lockout threshold setting (88enfiguring the
User Lockout Threshold Number” on page 10-didring any given observation window period ofeéim
the user account is locked out of the switch.

Note that if a failed login attempt ages beyonddhservation window of time, that attempt is nogen
counted towards the threshold number. For exanfglee lockout window is set for 10 minutes and a
failed login attempt occurred 11 minutes ago, ttiet attempt has aged beyond the lockout window tim
and is not counted. In addition, the failed logiuiet is decremented when the failed attempt ages ou

By default, the lockout window is set to O; thisane that there is no observation window and fddgth
attempts are never aged out and will never be desméed. To configure the lockout window time, in
minutes, use theser lockout-window command. For example:

-> user lockout-window 30

Do not configure an observation window time pettioalt is greater than the lockout duration time quri
(see“Configuring the User Lockout Duration Time” on pagj0-17.
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Configuring the User Lockout Threshold Number

The lockout threshold number specifies the numbé&iled login attempts allowed during any given
lockout window period of time (s€é€onfiguring the User Lockout Window” on page 10y1B6or
example, if the lockout window is set for 30 mirsitnd the threshold number is set for 3 failedrlogi
attempts, then the user is locked out when 3 fddlgih attempts occur within a 30 minute time frame

By default, the lockout threshold number is sdd;tthis means that there is no limit to the nunidfer
failed login attempts allowed, even if a lockoutdow time period exists. To configure a lockout
threshold number, use thieer lockout-threshold command. For example:

-> user lockout-threshold 3

Note that a locked user account is automaticallpeked when the lockout duration time (S€nfigur-
ing the User Lockout Duration Time” on page 10-is/reached or thadmin user manually unlocks the
user account.

Configuring the User Lockout Duration Time

The user lockout duration time specifies the nunafeninutes a user account remains locked unil it
automatically unlocked by the switch. This periddime starts when the user account is locked bth@®
switch. Note that at any point during the lockoutation time, the@dmin user can still manually unlock
the user account.

By default, the user lockout duration time is e®t this means that there is no automatic unlarkina
user account by the switch. The locked user acammains locked until it is manually unlocked by th
admin user. To configure a lockout duration time, useuer lockout-duration command. For example:

-> user lockout-duration 60

Do not configure a lockout duration time that isd¢han the lockout window time period ($€enfigur-
ing the User Lockout Window” on page 10}16

Manually Locking and Unlocking User Accounts

Theuser lockout unlock command is used to manually lock or unlock a @seount. This command is
only available to thedmin user or a user who has read/write access pridlagee switch.

To lock a user account, enteger lockout and the username for the account. For example,
-> user lockout j_smith

To unlock a user account, enteser unlock and the username for the locked account. For ebeamp
-> user unlock j_smith

In addition to this command, tleelmin user or users with read/write access privilegaesctange the user
account password to unlock the account.

Note that if a lockout duration time (s&eonfiguring the User Lockout Duration Time” on maf0-17 is
not configured for the switch, then it is only pibds to manually unlock a user account with tiser
lockout command or by changing the user password.
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Configuring Privileges for a User

To configure privileges for a user, enter tleer command with theead-only or read-write option and
the desired CLI command domain names or commaniyfammes. The ead-only option provides
access tehow commands; theead-write option provides access to configuration commamdisséow
commands. Command families are subsets of commameaids.

If you create a user without specifying any prigés, the user account will be configured with the
privileges specified for the default user account.

Command domains and families are listed here:

Domain Corresponding Families

domain-admin file telnet debug

domain-system system aip snmp rmon webmgt config

domain-physical chassis module interface pmm health

domain-network ip rip ospf bgp vrrp ip-routing ipxr ipms rdp
ospf3 ipv6

domain-layer2 vlan bridge stp 802.1q linkagg ip-lkeelp

domain-service dns

domain-policy gos policy slb

domain-security session avlan aaa

In addition to command families, the keywoadkor none may be used to set privileges for all command
families or no command families respectively.

An example of setting up user privileges:
-> user thomas read-write domain-network ip-helper telnet

Userthomas will have write access to all the configuratiommoands anghow commands in the
network domain, as well as Telnet and IP helper@PHelay) commands. The user will not be able to
execute any other commands on the switch.

Use the keyworall to specify access to all commands. In the follgnéxample, the user is given read
access to all commands:

-> user lindy read-only all

Note. When modifying an existing user, the user passusornbt required. If you are configuring a new
user with privileges, the password is required.

The default user privileges may also be modifiegk“®efault User Settings” on page 10-9
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Setting Up SNMP Access for a User Account

By default, users can access the switch basedec8NIMP setting specified for the default user antou
Theuser command, however, may be used to configure SNMBsascfor a particular user. SNMP access
may be configured without authentication and enioyprequired (supported by SNMPv1, SNMPv2, or
SNMPv3). Or it may be configured with authenticatmr authentication/encryption required (SNMPv3

only).

SNMP authentication specifies the algorithm thatudth be used for computing the SNMP authentication
key. It may also specify DES encryption. The foliogvoptions may be configured for a user's SNMP
access with authentication or authentication/encgp

e SHA—The SHA authentication algorithm is used fothamticating SNMP PDU for the user.
e MD5—The MD5 authentication algorithm is used fothanticating SNMP PDU for the user.

e SHA and DES—The SHA authentication algorithm andSB#acryption standard is used for
authenticating and encrypting SNMP PDU for the user

e MD5 and DES—The MD5 authentication algorithm anel FES encryption standard is used for
authenticating and encrypting SNMP PDU for the user

The user’s level of SNMP authentication is supezgdaly the SNMP version allowed globally on the
switch. By default, the switch allows all SNMP requests. Userthm security command to change the
SNMP security level on the switch.

Note. At least one user with SHA/MD5 authentication amd&S encryption must be configured on the
switch for SNMPv3 communication with OmniVista.

The community string carried in the SNMP PDU idiesi the request as an SNMPv1 or SNMPv2
request. The way the community string is handletherswitch is determined by the setting of shep
community map mode command. If the community map mode is enabled¢ctimemunity string is
checked against the community strings databaseu(gi@gl by thesnmp community map command). If
the community map mode is disabled, then the conityatring value is checked against the user
database. In either case, if the check fails, ¢a@est is dropped.

For more information about configuring SNMP glolgadh the switch, se€hapter 3, “Using SNMP.”
The next sections describe how to configure SNMfesg for users. Note the following:
e SNMP access cannot be specified foratmin user.

e When modifying a user's SNMP access, the user passmust be re-entered (or a new one
configured). This is required because the hastrighgo used to save the password in the switch
depends on the SNMP authentication level.

SNMP Access Without Authentication/Encryption

To give a user SNMP access without SNMP autheiicaequired, enter theser command with th@o
auth option. For example, to give existing usieomas SNMP access without SNMP authentication, enter
the following:

-> user thomas password techpubs no auth
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For this user, if the SNMP community map mode abéed (the default), the SNMP community map
must include a mapping for this user to a commustityng. In this example, the community string is
our_group:

-> snmp community map our group user thomas

In addition, the global SNMP security level on #veitch must allow non-authenticated SNMP frames
through the switch. By default, the SNMP securyel isprivacy all; this is the highest level of SNMP
security, which allows only SNMPv3 frames through switch. Use thenmp security command to
change the SNMP security level. For more infornratibout configuring SNMP globally on the switch,
seeChapter 3, “Using SNMP.”

SNMP Access With Authentication/Encryption

To configure a user with SNMP access and autheaitigaenter thaiser command with the desired
authentication typesfia, md5, sha+des, andmd5+des).

-> user thomas password techpubs sha+des

When SNMP authentication is specified, an SNMP entibation key is computed from the user
password based on the authentication/encryptidimgetn this example, the switch would use the SHA
authentication algorithm and DES encryption ontdehpubs password to determine the SNMP
authentication key for this user. The key is inddecimal form and is used for encryption/de-endoypt
of the SNMP PDU.

The authentication key is only displayed in an AlSfoinfiguration file if thesnapshot command is
entered. The key is indicated in the file by thetayxauthkey key. SeeChapter 7, “Working With Config-
uration Files,”for information about using ttsmapshot command. The key is not displayed in the CLI.

Removing SNMP Access From a User
To deny SNMP access, enter tieer command with th@o snmp option:
-> user thomas no snmp

This command results ihomas no longer having SNMP access to manage the switch.

Allowing Only Console Access for the Admin User Account

The Admin user account can be configured to hageszcto the switch limited to the console port @y
shown below:

-> user admin console-only enable

This results in the Admin account not having ampate access such as Telnet.
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Setting Up End-User Profiles

End-user profiles are designed for user accourtseircarrier market. With end-user profiles, a kv
administrator can configure customer login accotims restrict users to particular command area&s ov
particular ports and/or VLANS.

End-user profiles are only managed and stored @switch; profiles are not stored on external sestve

Note. End-user profiles cannot be used in conjunctio wger partitioned management; the features are
mutually exclusive.

The following table shows the end-user commandsaaed the commands associated with each area:

AreaKeyword Available Commands
physical trap port link interfaces alias
flow interfaces
flow wait interfaces no L2 statistics
interfaces admin show interfaces
vlan-table vlan vlan dhcp mac
vlan stp vlan dhcp mac range

vlan authentication

vlan router ipx

vlan port default

show vlan

show vlan port

show vlan router mac status
vlan 802.1q

vlan 802.1q frame type

vlan 802.1q force tag internal
show 802.1q

vlan dhcp port

vlan dhcp generic

vlan binding mac-ip-port
vlan binding mac-port-protocol
vlan binding mac-port

vlan binding mac-ip

vlan binding ip-port

vlan mac

vlan mac range

vlan ip

vlan ipx

vlan protocol

vlan user

vlan port

vlan port mobile

vlan port default vian restore
vlan port authenticate

show vlan rules

show vlan port mobile

mac-filtering-table

mac-address-table
mac-address-table aging-time
show mac-address-table

show mac-address-table count
show mac-address aging-time

spantree

show spantree
show spantree ports

basic-ip-routing

show arp

ip-routes-table

show ip route
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Creating End-User Profiles

To set up an end-user profile, use ¢hd-user profile command and enter a name for the profile. Specify
read-only or read-write access to particular comgrareas. The profile can also specify port rangelsoa
VLAN ranges. The port ranges and VLAN ranges mesténfigured on separate command lines and are
discussed in the next sections.

In this example, a profile is created with accesghysical commands on the switch:
-> end-user profile Profile3 read-write physical

A profile namedProfile3 is now available on the switch and may be assetiaith a user through the
user command.

Note that if port ranges or VLAN ranges are notfigured, a user with this profile will not be aliteuse
any commands that require port or VLAN values emwvanyshow outputs that contain port or VLAN
values.

Setting Up Port Ranges in a Profile

To set up port ranges for a profile, enteré¢hd-user profile port-list command with the relevant profile
name and the desired slots/ports. For example:

-> end-user profile Profile3 port-list 2 3/1-4

In this example, the port list includes all portsslot 2, and ports 1 through 4 on slot 3. A usigh this
profile will be able to manage these ports (depegadin the command areas specified in the profile).

To remove a port list, use the no form of the comdaith the relevant slot number(s). All ports fire t
port list on a given slot will be removed. For exaen

-> end-user profile Profile3 no port-list 3

In this example, all ports on slot 3 are removexrfithe profile.

Setting Up VLAN Ranges in a Profile

To set up VLAN ranges for a profile, enter #el-user profile vlan-range command with the relevant
profile name and the desired VLAN range. For exanpl

-> end-user profile Profile3 vlan-range 2-4 7-8

In this example, the VLAN range includes VLANSs 2, 3, 4, 7, andl 8ser with this profile will be able to
manage these VLANSs (depending on the command apsasfied in the profile).

To remove a VLAN range from a profile, use tieform of the command and the VLAN ID of the start
of the range to be removed. For example:

-> end-user profile Profile3 no vlan-range 7

This command removes VLANs 7 and 8 from Profile3.
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Associating a Profile With a User

To associate a profile with a user, enterub® command with thend-user profile keywords and the
relevant profile name. For example:

-> user Customer2 end-user profile Profile3

Profile3 is now associated with Customer2. Whent@usr2 logs into the switch, Customer2 will have
access to command areas, port ranges, and VLANesasygecified by Profile3.

Note that user information stored on an externalesenay include a profile name. When the user
attempts to log into the switch, the switch wilieampt to match the profile name to a profile stasadhe
switch.

Removing a Profile From the Configuration

To delete a profile from the configuration, entezmo form of theend-user profile command with the
name of the profile you want to delete. For example

-> no end-user profile Profile3

Profile3 is deleted from the configuration.

Note. If the profile name is associated with a user, tedprofile is deleted from the configuration, the
user will not have access to the switch.

TACACS+ Server Configuration and Command
Authorization

A TACACS+ configuration file is stored in the TAC/A3 server and used for server side configuration.

When command authorizationdssabled, the administrator can list all the AAA commandhfies under
read-only or read-write group and map it with defirusers in the configuration file. The configurati
file is stored in the TACACS+ Server.

After TACACS+ authentication, once command basdbairzation isenabled, then every CLI command
that the user executes on the switch is sent aldtihgthe mode of operation read or read-write faz t
authorization to the TACACS+ server. The TACACS+#vse performs authorization for the whole
command and sends the RESPONSE message to the T&:€4lent. This feature is applicable only for
CLI commands.

AAA

The AAA has the following capabilities when commandhorization is enabled:

e AAA TACACS+ command authorization is enabled, thatsh relays configuration information. If
TACACS+ authentication is enabled, AAA also relager ID and password information.

e The result of the authentication from the TACACSn&r is communicated to the user.

e |f TACACS+ accounting is enabled, then the useifl@nd user-logouts are saved.
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e |f TACACS+ accounting for commands is enabled, teeery command executed by the user is
relayed to the TACACS+ client.

e TACACSH+ server and authentication information ispihyed in CLI command outputs.

Webview, SSH sessions, Telnet sessions, FTP sessind SFTP and SCP sessions, are also compliant
with TACACS+ authorization.

Enabling and Disabling TACACS+ Command Authorization
To enable the command based authorization usetio&ving command:
-> aaa tacacs command-authorization enable
To disable the command based authorization ustlleeving command:

-> aaa tacacs command-authorization disable

Note. Use theshow configuration snapshot aaa command to verify that command authorization is
enabled or disabled.

For example,
-> show configuration snapshot aaa

I AAA :

aaa tacacs+-server "tacacs" host 172.19.21.2 key "" port 49 timeout 2
aaa authentication console "local"

aaa authentication telnet "tacacs"

aaa authentication ftp "local"

aaa authentication ssh "local"

aaa tacacs command-authorization enable

! PARTM :

! AVLAN :

I 802.1x :
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TACACS+ Commands for Partition Management Families

The existing mapping of all modules to respectiagtifon Management families are as follows. This
information can be used while creating the configion settings file for TACACS+ server configuratio
when command authorization is not enabled. Cheelkgipendix B: PM Family Command Mappirigr

information on different Partition Management (PRmilies and mapping of CLI commands/ command

sets to the PM family, for important Layer 2 and/&a3 features.

Domain

Command Family

TACACS+ Mapping

ADMINISTRATOR

File Management commands

SSH commands

SCP and SFTP commands
Telnet and FTP commands
Network Time Protocol

Debug commands (replacement for
dshell)

read-file-management /
readwrite-file-management

read-ssh/readwrite-ssh
read-scp-sftp/ readwrite-scp-sftp
read-telnet-ftp/ read-write-telnet-ftp
read-ntp/ readwrite-ntp

read-debug/ readwrite-debug

SYSTEM System level commands read-system-services /
readwrite-system-services
SNMP commands
read-snmp/ readwrite-snmp
Interswitch protocol commands
cmd = readwrite-iprout-ospfv3
Remote Monitoring commands
read-rmon / readwrite-rmon
WebView commands
read-webmgt / readwrite-webmgt
Configuration File Management
read-conffile-mgmt /
readwrite-conffile-mgmt
PHYSICAL

Chassis Management commands
Module Management commands
Interfaces Management commands

Port Mirroring and Monitoring
commands

Port Mapping commands

Health monitoring commands

read-chassis/ readwrite-chassis
read-module/ readwrite-module
read-interfaces/ readwrite-interfaces

read-portmirrmon/
readwrite-portmirrmon

read-portmap/readwrite-portmap

read-health / readwrite-health
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Domain Command Family TACACS+ Mapping
NETWORKING
IP commands read-ip / readwrite-ip
RIP commands read-iprout-rip /
readwrite-iprout-rip
OSPF commands read-iprout-ospf /
readwrite-iprout-ospf
BGP commands read-iprout-bgp / readwrite-iprout-bgp
VRRP commands read-iprout-vrrp / readwrite-iprout-vrrp
IPRM routing commands read-iprout-iprm /
readwrite-iprout-iprm
IPX router commands read-ipxrout / readwrite-ipxrout
IP Multicast Router commands read-ipmsrout / readwrite-ipmsrout
IP Multicast Switching commands  read-ipms / readwrite-ipms
LAYER 2
VLAN commands read-vlan / readwrite-vlan
Source Learning and Bridging read-bridge / readwrite-bridge
commands
Spanning Tree commands read-spantree / readwrite-spantree
IEEE 802.1Q commands read-802.1q / readwrite-802.1q
Link Aggregation commands read-linkagg / readwrite-linkagg
DHCP Relay commands read-bootp-udp-relay /
readwrite-bootp-udp-relay
SERVICES DNS commands read-dns / readwrite-dns
POLICYMGMT

( Policy Management )

QOS commands

Policy (ACL filtering) commands

UNP commands

Server Load Balancing commands

read-qos / readwrite-qos

read-policy / readwrite-policy

read-unp / readwrite-unp

read-load-balancing /
readwrite-load-balancing
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Domain

Command Family

TACACS+ Mapping

SECURITY

Session Management commands

IP Security commands
Authenticated VLANS commands

AAA Users accounts commands
including Partition Management

RIP NG commands

OSPF3 commands

ISIS commands

Network Security commands
TFTP Commands

VRF Routing commands
BFD commands
MPLS/VPLS commands
License manager commands
DHCP Server commands

LBD commands

read-session-mgmt /
readwrite-session-mgmt

read-ipsec / readwrite-ipsec
read-auth-vlans / readwrite-auth-vlans
read-aaa / readwrite-aaa
read-iprout-ripng /
readwrite-iprout-ripng

read-iprout-ospfv3 /
readwrite-iprout-ospfv3

read-iprout-isis / readwrite-iprout-isis
read-netsec / readwrite-netsec
read-tftp / readwrite-tftp

read-vrf / readwrite-vrf

read-bfd / readwrite-bfd
read-mpls-vpls / readwrite-mpls-vpls
read-license / readwrite-license
read-dhcpserv / readwrite-dhcpserv

read-Ibd / readwrite-Ibd

Multi-Chassis Management commandsad-multi-chassis-mgmt/

AFN commands

readwrite-multi-chassis-mgmt

read-afn / readwrite-afn
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Sample Configuration File with No Command Authorization

When command authorization is disabled, adminstredn list all the AAA command families under
read-only or read-write group and map it with defirusers in a configuration file.

Sample TACACS+ Configuration File

#sample tac plus.conf config with AAA command family mapping for "SunOS"
# set the key
key = alcatel

accounting file = /var/log/tac_plus.acct
##Following configuration with keyword "read/read-write" applies when TACACS
command based authorization is DISABLED

group = ALU RW

{

permit.*

}

cmd = read-system-services { permit .* }

cmd = readwrite-system-services { permit .* }
cmd = read-file-management { permit .* }

cmd = readwrite-file-management { permit .* }
cmd = enable { permit .* }

cmd = read-telnet-ftp { permit .* }

cmd = readwrite-telnet-ftp { permit .* }
cmd = readwrite-dshell { permit .* }

cmd = read-webmgt { permit .* }

cmd = readwrite-webmgt { permit .* }

cmd = readwrite-iprout-ospfv3 { permit .* }
cmd = read-chassis { permit .* }

cmd = readwrite-chassis { permit .* }

cmd = read-debug { permit .* }

cmd = readwrite-debug { permit .* }

cmd = read-snmp { permit .* }

cmd = readwrite-snmp { permit .* }

cmd = read-rmon { permit .* }

cmd = readwrite-rmon { permit .* }

cmd = read-webmgmt { permit .* }

cmd = readwrite-webmgmt { permit .* }

cmd = read-conffile-mgmt { permit .* }

cmd = readwrite-conffile-mgmt { permit .* }
cmd = read-802.1q { permit .* }

cmd = readwrite-802.1g { permit .* }

cmd = read-module { permit .* }

cmd = readwrite-module { permit .* }

cmd = read-interfaces { permit .* }
cmd = readwrite-interfaces { permit .* }
cmd = read-portmirrmon { permit .* }

cmd = readwrite-portmirrmon { permit .* }
cmd = read-health { permit .* }

cmd = readwrite-health { permit .* }

cmd = read-iprout { permit .* }

cmd = readwrite-iprout { permit .* }

cmd =read-iprout-rip { permit .* }

cmd = readwrite-iprout-rip { permit .* }
cmd = read-iprout-ospf { permit .* }
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cmd =
cmd =
cmd =
cmd =
cmd =
cmd =
cmd =
cmd =
cmd =
cmd =
cmd =
cmd =
cmd =
cmd =
cmd =
cmd =
cmd =
cmd =
cmd =
cmd =
cmd =
cmd =
cmd =
cmd =
cmd =
cmd =
cmd =
cmd =
cmd =
cmd =
cmd =
cmd =
cmd =
cmd =
cmd =
cmd =
cmd =
cmd =
cmd =
cmd =
cmd =

group
cmd =
cmd =
cmd =
cmd =
cmd =
cmd =
#4

#4

#4

group
cmd =

cmd =
cmd =

readwrite-iprout-ospf { permit .* }
read-iprout-bgp { permit .* }
readwrite-iprout-bgp { permit .* }
read-iprout-vrrp { permit .* }
readwrite-iprout-vrrp { permit .* }
read-iprout-iprm { permit .* }
readwrite-iprout-iprm { permit .* }
read-ipxrout { permit .* }
readwrite-ipxrout { permit .* }
read-ipmsrout { permit .* }
readwrite-ipmsrout { permit .* }
read-ipms { permit .* }
readwrite-ipms { permit .* }
read-vlan { permit .* }
readwrite-vlan { permit .* }
read-bridge { permit .* }
readwrite-bridge { permit .* }
read-spantree { permit .=* }
readwrite-spantree { permit .* }
read-802.1g { permit .* }
readwrite-802.1qg { permit .* }
read-linkagg { permit .* }
readwrite-linkagg { permit .* }
read-bootp-udp-relay { permit .* }
readwrite-bootp-udp-relay { permit .* }
read-dns { permit .* }

readwrite-dns { permit .* }

read-gos { permit .* }

readwrite-gos { permit .* }
read-load-balancing { permit .* }
readwrite-load-balancing { permit .* }
read-session-mgmt { permit .* }
readwrite-session-mgmt { permit .* }
read-auth-vlans { permit .* }
readwrite-auth-vlans { permit .* }
read-aaa { permit .* }

readwrite-aaa { permit .* }

read-ssh { permit .* }

readwrite-ssh { permit .* }
read-scp-sftp { permit .=* }
readwrite-scp-sftp { permit .* }

= ALU RO { permit.* }

read-file-management { permit.* } permit.* }
read-session-mgmt { permit.* }

read-ssh { permit.* }

read-scp-sftp { permit.=* }

read-telnet-ftp { permit.* }

read-ntp { permit.* }

= ALU RO no_conf { permit.* }

read-file-management { permit.* }
read-session-mgmt { permit.* }
read-ssh { permit.* }
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cmd = read-scp-sftp { permit.* }
cmd = read-telnet-ftp { permit.* }
cmd = read-ntp { permit.* }

##

##

##

user = readwrite { permit.* }

login = cleartext "readwrite"
member = ALU_RW

user = readonly { permit.* }

login = cleartext "readonly"
member = ALU RO
user = readonlynofm { permit.* }

login = cleartext "readonlynofm"
member = ALU RO no conf

Sample Configuration File with Command Authorization

When command authorization is enabled, the admat@tcan configure users with specific command
options such that, the entire command executdtkis $ent to TACACS+ server for authorization. Group
specific command family mapping is not required.

The following configuration filetac_plus.conf configures the required settings when TACACS+
command based authorization is ENABLED.

Sample TACACS+ Configuration File

#sample tac plus.conf config without AAA command family mapping/tested for
"SunOS™"

#'aaa tacacs command-authorization enable' in AOS

# set the key

key = alcatel

user = testuser {
expires = "August 7 2013"
login = cleartext "testuserl23"

cmd = show { permit .* }

cmd = services { permit .* }

cmd = system { permit .* }

cmd = power { permit .* }

cmd = temp-threshold { permit .* }
cmd = snmp { permit .* }

cmd = telnet { permit .* }

cmd = https { permit .* }
cmd = http { permit .* }
cmd = ftp { permit .* }
cmd = dshell { permit .* }

cmd = update { permit .* }
cmd = ntp { permit .* }
cmd = session { permit .* }

page 10-30 OmniSwitch AOS Release 6 Switch Management Guide  June 2013



Managing Switch User Accounts TACACS+ Server Configuration and Command Authorization

alias { permit .* }
user { permit .* }

cmd
cmd
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Verifying the User Configuration

To display information about user accounts congguocally in the user database, usestimv
commands listed here:

show user Displays information about all users or a particulser configured in
the local user database on the switch.

show user password-size Displays the minimum number of characters thategeired for a user
password.

show user password-expiration Displays the expiration date for passwords conéduor user accounts
stored on the switch.

show user password-policy Displays the global password settings configuredte switch.
show user lockout-setting Displays the global user lockout settings configluie the switch.
show end-user profile Displays information about end-user profiles.

show aaa hic Displays hexadecimal values for command domainglizsn

For more information about the resulting displaysf these commands, see @rmeni Switch AOS Release
6 CLI Reference Guide. An example of the output for tlshow user command is also given iQuick
Steps for Network Administrator User Accounts” aagp 10-7
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Switch security is provided on the switch for albdable management interfaces such as consoleeflel
HTTP, FTP, Secure Shell, and SNMP. The switch neagdi up to allow or deny access through any of
these interfaces.

Note. Users attempting to access the switch must haadid vsername and password.

In This Chapter

This chapter describes how to set up switch managemterfaces through the Command Line Interface
(CLI). CLI commands are used in the configurati@araples; for more details about the syntax of
commands, see ti@mniSwnitch AOS Release 6 CLI Reference Guide.

An overview of switch security is given in this gter. In addition, configuration procedures desliin
this chapter include:

e “Configuring Authenticated Switch Access” on page6l1
e “Setting Up Management Interfaces for ASA” on padedl
e “Configuring Accounting for ASA” on page 11-12

A user login procedure requires that users areeatittated for switch access through an external
authentication server or the local user databaseinformation about setting up user accounts lgaai
the switch, se€hapter 10, “Managing Switch User AccountBdr information about setting up external
servers that are configured with user informatgee the “Managing Authentication Servers” chapter i
the Omni Switch AOS Release 6 Network Configuration Guide.

This chapter describes how to enable/disable adoessanagement interfaces. For information about
basic login on the switch, s&hapter 2, “Logging Into the Switch.”
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Switch Security Specifications

The following table describes the maximum numbesesfsions allowed on an OmniSwitch:

Session OS9000E 0S6400/0S6855
Telnet (v4 or v6) 4 4
FTP (v4 or v6) 4 4
SSH + SFTP (v4 or v6 secure 8 8
sessions)
HTTP 4 4
Total Sessions 20 20
SNMP 50 50

Switch Security Defaults

Access to managing the switch is always availatméHeadmin user through the console port, even if
management access to the console port is disatledHer users.
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Switch Security Overview

Switch security features increase the securitheftasic switch login process by allowing managemen
only through particular interfaces for users witlitigular privileges. Login information and privijes
may be stored on the switch and/or an externaksedepending on the type of external server yeu ar
using and how you configure switch access.

The illustration here shows the components of $wstecurity:

End User

ju.

7

login request

RADIUS, LDAP. or ACE management interface

Server

(e local user
Servers supply login infor- [E L database
mation about the user. User (s
privilege information is also .
available on RADIUS and OmniSwitch
LDAP servers.

Authenticated Switch Access Setup

An external RADIUS or LDAP server can supply boffeulogin and authorization information. ACE/
Server can provide login information; user authatian information is available through the switch’s
local user database. External servers may alsgdx for accounting, which includes logging statssti
about user sessions. For information about corfiguhe switch to communicate with external seryers
see the “Managing Authentication Servers” chapteheOmniSwitch AOS Release 6 Network Configura-
tion Guide.

If an external server is not available or is natfagured, user login information and user authditra
may be provided through the local user databagbeswitch. The user database is described in
Chapter 10, “Managing Switch User Accounts.”

Logging may also be accomplished directly on thgécdwFor information about configuring local
logging for switch access, s&eonfiguring Accounting for ASA” on page 11-1Eor complete details

about local logging, see the “Using Switch Loggirtyapter in thé&mniSwitch AOS Release 6 Network
Configuration Guide.
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Authenticated Switch Access

Authenticated Switch Access (ASA) is a way of aatf@ting users who want to manage the switch. With
authenticated access, all switch login attemptsgusie console or modem port, Telnet, FTP, SNMP, or
HTTP require authentication through the local Wsabase or through a third-party server.

This section describes how to configure managemnétfaces for authenticated access as well astbow
specify external servers that the switch can molldgin information. The type of server may be an
authentication-only mechanism or an authentica@orthorization, and accounting (AAA) mechanism.

AAA Servers—RADIUS or LDAP

AAA servers are able to provide authorization feitsh management users as well as authenticatiay (t
also may be used for accounting). The AAA servappsrted on the switch are Remote Authentication
Dial-In User Service (RADIUS) or Lightweight Direxty Access Protocol (LDAP) servers. User login
information and user privileges may be stored ensérvers.

Privileges are used faoretwork administrator accounts. Instead of user privileges an end-user profilg ma
be associated with a user farstomer login accounts. User information configured on an external server
may include a profile name attribute. The switch attempt to match the profile name to a profiiered
locally on the switch.

The following illustration shows the two differemser types attempting to authenticate with a AAA
server:

Network Administrator Customer

login request
LDAP or RADIUS

The switch polls the server> Er
and receives login and privi- OmniSwitch for login information, which OmniSwitch
lege information about the may reference a profile
user. name; end-user profiles are
stored on the switch.

The switch polls the server

// end-user '
B2 profile )/
(DI g

AAA Server (LDAP or RADIUS)

For more information about types of users, Gaapter 10, “Managing Switch User Accounts.”

Authentication-only—ACE/Server

Authentication-only servers are able to authergicesters for switch management access, but
authorization (or what privileges the user hasraftehenticating) are determined by the switch.
Authentication-only servers cannot return userilgges or end-user profiles to the switch. The
authentication-only server supported by the swiscACE/Server, which is a part of RSA Security’s
SecurlD product suite. RSA Security’'s ACE/Agen¢isbedded in the switch.
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The following illustration shows the two differemser types attempting to authenticate with an ACE/
Server:

Network Administrator Customer

- end-user

=
profiles

I

The switch polls the serv’er

The switch polls the server>
for login information; privi- for login information; end-
leges are stored on the user profiles are stored on
switch. the switch.

OmniSwitch OmniSwitch

Authentication-Only Server (ACE/Server)

Note. A RADIUS server supporting the challenge and respanechanism as defined in RADIUS
RFC 2865 may access an ACE/Server for authenticatioposes. The ACE/Server is then used for user
authentication, and the RADIUS server is used far@authorization.

Interaction With the User Database

By default, switch management users may be auttegat through the console port through the locat us
database. If external servers are configured fogratnanagement interfaces such as Telnet, or HBTP,
the servers become unavailable, the switch will i@ local user database for login information.

Access to the console port provides secure failovease of misconfiguration or if external
authentication servers become unavailable.amin user is always authorized through the console port
through the local database (provided the corressyward is supplied), even if access to the corzmieis
disabled.

The database includes information about whetheoba user is able to log into the switch and which
kinds of privileges or rights the user has for ntgang the switch. The database may be set up by the
admin user or any user with write privileges to the ABdmmands.

SeeChapter 10, “Managing Switch User Accountfai more information about setting up the user
database.

ASA and Authenticated VLANSs

Layer 2 Authentication uses Authenticated VLANstidhenticate usethrough the switch out to a
subnet. Authenticated Switch Access authenticagessinto the switch to manage it. The features are
independent of each other; however, user datalbaseach feature may be located on the same
authentication server.

For more information about Authenticated VLANS, $€enfiguring Authenticated VLANS” in the
OmniSwitch AOS Release 6 Network Configuration Guide. For more information about authentication
servers, see “Configuring Authentication ServenstheOmniSwitch AOS Release 6 Network Configura-
tion Guide.

OmniSwitch AOS Release 6 Switch Management Guide ~ June 2013 page 11-5



Configuring Authenticated Switch Access Managing Switch Security

Configuring Authenticated Switch Access

Setting up Authenticated Switch Access involvesfthiewing general steps:

1 Set Up the Authentication Servers. This procedure is described briefly in this cleapSee the
“Managing Authentication Servers” chapter of ieniSvitch AOS Release 6 Network Configuration
Guide for complete detalils.

2 Set UptheLocal User Database. Set up user information on the switch if useiinogy privilege
information will be pulled from the switch. S&hapter 10, “Managing Switch User Accounts.”

3 Set Up the Management Interfaces. This procedure is described faetting Up Management Inter-
faces for ASA” on page 11-9

4 Set Up Accounting. This step is optional and is described@onfiguring Accounting for ASA” on
page 11-12

Additional configuration is required in order td s the switch to communicate with external
authentication servers. This configuration is lyieientioned in this chapter and described in tigtahe
“Managing Authentication Servers” chapter of eniSvitch AOS Release 6 Network Configuration
Guide.

If you are using the local switch database to anttbate users, user accounts must be set up awibeh.
Procedures for creating user accounts are desdriltbts chapter. Se€hapter 10, “Managing Switch
User Accounts.”

Note that by default:
e Authenticated switch access is available only tgtotihe console port.
e Users are authenticated through the console patigih the local user database on the switch.

These defaults provide “out-of-the-box” securityratial startup. Other management interfaces sasch
Telnet, HTTP, and so on must be specifically erdiblefore they can access the switch.

A summary of the commands used for configuring AS#4iven in the following table:

Commands Used for...

user Configuring the local user database on the switch.

aaaradius-server Setting up the switch to communicate with exteRADIUS or LDAP
aaa tacacst-server authentication servers.

aaa authentication Configuring the management interface and speciftfiegservers and/or

local user database to be used for the interface.

aaa accounting session  Optional. Specifies servers to be used for accounting.
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Quick Steps for Setting Up ASA

1 If the local user database is used for user lagfiorimation, set up user accounts throughubes
command. User accounts may include user privileges end-user profile. In this example, user
privileges are configured:

-> user thomas password pubs read-write domain-network ip-helper telnet

If SNMP access is configured for the user, the gl&NMP setting for the switch may have to be
configured through thenmp security command. Se€hapter 10, “Managing Switch User Accountfi’
more information about setting up user accounts.

2 |If an external RADIUS or LDAP server is used foeukgin information, use the
aaaradius-server oraaatacacst+-server commands to configure the switch to communicaté thiese
servers. For example:

-> aaa radius-server radl host 10.10.1.2 timeout 3

For more information, see the “Managing Authent@aServers” chapter in tHemniSwitch AOS
Release 6 Network Configuration Guide.

3 Use theaaa authentication command to specify the management interface threxgch switch

access is permitted (such@msole, telnet, ftp, http, orssh). Specify the server and backup servers to be
used for checking user login and privilege inforimat Multiple servers of different types may be gpe
fied. For example:

-> aaa authentication telnet radl ldap2 local

The order of the server names is important. Thécbwises the first available server in the listthiis
example, the switch would usad1l to authenticate Telnet usersr#dl becomes unavailable, the switch
useddap?2. If Idap2 then becomes unavailable, the switch uses thé Usea database to

authenticate users.

4 Repeat step 3 for each management interface tdwloie want to configure access; or usedbiault
keyword to specify access for all interfaces foichihaccess is not specifically denied. For examiple,
you want to configure access for all managemeetfates except HTTP, you would enter:

-> no aaa authentication http
-> aaa authentication default radl local

Note the following:

e SNMP access may only use LDAP servers or the loged database. If you configure the default
management access with only RADIUS and/or ACE, SNiilPnhot be enabled.

® |tis recommended that Telnet and FTP be disabl8ddure Shellsh) is enabled.
¢ |f you want to use WebView to manage the switchkensure HTTP is enabled.

5 Specify an accounting server if a RADIUS or LDARvez will be used for accounting. Specifcal
if accounting may be done on the switch throughShéch Logging feature. Multiple servers may be
specified as backups.

-> aaa accounting session ldap2 local
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Managing Switch Security

The order of the server names is important hereedls In this example, the switch usesp?2 for logging
switch access sessionsldap2 becomes unavailable, the switch uses the localkc8wiogging facility.
For more information about Switch Logging, see @maniSwitch AOS Release 6 Network Configuration

Guide.

Note. To verify the switch access setup, enterdh@v aaa authentication command. The display is

similar to the one shown here:

Service type = Default
lrst authentication server =
2nd authentication server =
Service type = Console
Authentication = Use Default,
lrst authentication server =
2nd authentication server =
Service type = Telnet
Authentication = Use Default,
lrst authentication server =
2nd authentication server =
Service type = Ftp
Authentication = Use Default,
lrst authentication server =
2nd authentication server =
Service type = Http
Authentication = denied
Service type = Snmp
Authentication = Use Default,
lrst authentication server =
2nd authentication server =
Service type = Ssh
Authentication = Use Default,
lrst authentication server =
2nd authentication server =

radl
local

radl
local

radl
local

radl

local

radl

local

radl
local

For more information about this command, seeQhmiSwvitch AOS Release 6 CLI Reference Guide.
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Setting Up Management Interfaces for ASA

By default, authenticated access is available tjinahe console port. Access through other managemen
interfaces is disabled. Other management interfiacbsde Telnet, FTP, HTTP, Secure Shell, and SNMP.
This chapter describes how to set up access foagement interfaces. For more details about paaticul
management interfaces and how they are usedls&gter 2, “Logging Into the Switch.”

To give switch access to management interfaceghesaa authentication command to allow or deny
access to each interface type; tisbault keyword may be used to configure access for &dfiace types.
Specify the server(s) to be used for authenticatioough the indicated management interface.

Keywords used for specifying management interfacedisted here:

keywords

console ssh
telnet snmp
ftp default
http

Note thatssh is the keyword used to specify Secure Shell.

To specify an external authentication server ovessr, use the RADIUS or LDAP server name or the
keywordace for an ACE/Server. To specify that the local usatabase should be used for authentication,
use thdocal keyword. Up to four servers total may be specified

RADIUS and LDAP servers are set up to communicatie thie switch through thaeaa radius-server and
aaa tacacs+-server commands. ACE/Servers do not require any conftgamrabut you must FTP the
sdconf.rec file from the server to the switchfetwork directory. For more information about
configuring the switch to communicate with thesevees, see the “Managing Authentication Servers”
chapter of thé©mniSwitch AOS Release 6 Network Configuration Guide.

Note. RADIUS or LDAP servers used for authenticated shvdccess may also be used with authenti-
cated VLANSs. Authenticated VLANSs are describedha tConfiguring Authenticated VLANS” chapter of
the Omni Switch AOS Release 6 Network Configuration Guide.

The order of the specified servers is importane $Witch uses only one server for authenticatiore—th
first available server in the list. All authentiiwat attempts will be tried on that server. Othewees are
not tried, even if they are availableldtal is specified, it must be last in the list since thcal user
database is always available when the switch is up.

Servers may also be used for accounting, or loggihguthenticated sessions. S€enfiguring Account-
ing for ASA” on page 11-12

The following table describes the management adnemgaces or methods and the types of
authentication servers that may be used with them:

Server Type M anagement Access M ethod

RADIUS Telnet, FTP, HTTP, Secure Shell

LDAP Telnet, FTP, HTTP, Secure Shell, SNMP
ACE/Server Telnet, FTP, HTTP, Secure Shell

local console, FTP, HTTP, Secure Shell, SNMP
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Enabling Switch Access

Enter theaaa authentication command with the relevant keyword that indicalesrhanagement
interface and specify the servers to be used fibreatication. In this example, Telnet access fatcw
management is enabled. Telnet users will be autatat through a chain of servers that includes a
RADIUS server and an LDAP server that have alrdasn configured through tlaaa radius-server
andaaa ldap-server commands respectively. For example:

-> aaa authentication telnet radl ldap2 local

After this command is entered, Telnet users wilabthenticated to manage the switch througtr tad
RADIUS server. If that server is unavailable, tHeAP server]dap2, will be polled for user information.
If that server is unavailable, the local user dasabwill be polled for user information. Note tifahe
local user database is specified, it must be tasie list of servers.

To disable authenticated access for a managententaice use theo form of the command with the
keyword for the interface. For example:

-> no aaa authentication ftp

FTP access is now denied on the switch.

Note. Theadmin user always has switch access through the copsol@ven if access is denied through
the console port.

To remove a server from the authenticated switcless configuration, enter thaa authentication
command with the relevant server names (s) anetleatthe names of any servers you want to remove.
For example:

-> aaa authentication telnet radl local

The servetdap2 is removed for Telnet access and will not be pblte user information when users
attempt to log into the switch through Telnet.

Note. SNMP can only use LDAP servers or the local ustatiise for authentication.

Configuring the Default Setting

Thedefault keyword may be used to specify the default sefom@ll management interfaces except those

that have been explicitly denied. For example:

-> no aaa authentication ftp
-> aaa authentication default ldap2 local

In this example, all management interfaces excépt &e given switch access throudhp2 and the
local user database.

Since SNMP can only use LDAP servers or the loatdlshse for authentication, RADIUS or ACE/Server

are not valid servers for SNMP management accef®e Hefault interface setting includes only RAHU
and/or ACE server, the default setting will notused for SNMP. For example:

-> no aaa authentication ftp
-> aaa authentication default radl rad2
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In this scenario, SNMP accessi@ enabled because only RADIUS servers have been includélein
default setting. If servers of different types eoafigured and include LDAP docal, SNMP will be
enabled through those servers. For example:

-> aaa authentication default radl ldap2 local

In this case, SNMP access is enabled, and usdrsandluthenticated througtiap2 and the local
database.

Thedefault keyword may also be used to reset a specifiedfate to the default interface setting. For
example:

-> aaa authentication telnet default

In this example, Telnet users will now be authextéd through the servers that are specified for the
default interface.

Using Secure Shell

Secure Shell is recommended instead of Telnet aRdads a method for accessing the switch. Telnet and
FTP are not secure. Secure Shell contains a se@it@pplication that may be used after a Securé She
session is initiated. If Secure Shell is enable, iecommended that Telnet and FTP be disabled. F
example:

-> no aaa authentication telnet
-> no aaa authentication ftp
-> aaa authentication ssh radl ldap2 local

In addition to enabling Secure Shell on the swiyaly may want to replace the DSA key on the switch.
The DSA key is generated at initial switch starung copied to the secondary CMM; it includes agigv
key that generates a digital signature againsbéiqkey. The Secure Shell client will verify treggna-
ture when the client attempts to log into the shitc

The DSA key on the switch is made up of two filestained in théflash/network directory; the public
key is calledssh_host_dsa_key.pub, and the private key is callesh_host_dsa_key. To generate a
different DSA key, use the Secure Shell tools add on your Unix or Windows system and copy the
files to the /flash/network directory.

For more information about Secure Shell, 8eepter 2, “Logging Into the Switch.”

Note. Secure Shell cannot be used for Authenticated VLANSs
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Configuring Accounting for ASA

Accounting servers track network resources sudhres packets, bytes, and so on, and user activity
(when a user logs in and out, how many login attsmgre made, session length, and so on). The
accounting servers may be located anywhere ingheark.

Note the following:

e Up to 4 servers may be configured.

e The servers may be different types.

e ACE cannot be used as an accounting server.

* The keywordocal must be specified if you want accounting to bdqgrered through the Switch
Logging feature in the switch. lécal is specified, it must be the last server in the li

Note that external accounting servers are confifjthieough theaaa radius-server and
aaatacacst-server commands. These commands are described in “Magdgithentication Servers” in
the Omni Switch AOS Release 6 Network Configuration Guide.

To enable accounting (logging a user session) tdhénticated Switch Access, use the

aaa accounting session command with the relevant server name(s). Ingk@mple, the RADIUS and
LDAP servers have already been configured throbglada r adius-server andaaa ldap-server
commands.

-> aaa accounting session radl ldap2 local

After this command is entered, accounting will leefprmed through theadl RADIUS server. If that
server is unavailable, the LDAP servielap2, will be used for accounting. If that server isauvailable,
logging will be done locally on the switch throutte Switch Logging feature. (For more information
about Switch Logging, see ti@mni Switch AOS Release 6 Network Configuration Guide.)

To remove an individual server from the list of\a@s, enter thaaa accounting session command with
the relevant server name(s), removing the deseedes from the list. For example:

-> aaa accounting session radl local
The servetdap?2 is removed as an accounting server.

To disable accounting for Authenticated Switch Asszaise theo form of theaaa accounting session
command:

-> no aaa accounting session

Accounting will not be performed for Authenticat8aitch Access sessions.
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Verifying the ASA Configuration

To display information about management interfaceed for Authenticated Switch Access, usestiwv
commands listed here:

show aaa authentication Displays information about the current authentidateitch session.

show aaa accounting Displays information about accounting servers gurid for
Authenticated Switch Access or Authenticated VLANS.

aaa hic redundancy Displays information about a particular AAA sergerAAA servers.

background-poll-interval

For more information about the resulting displaysf these commands, see Owmni Switch AOS
Release 6 CLI Reference Guide. An example of the output for tlshow aaa authentication command is
also given if‘Quick Steps for Setting Up ASA” on page 11-7
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12 Using WebView

The switch can be monitored and configured usindgg\Wew, Alcatel-Lucent’s web-based device
management tool. The WebView application is embdddéhe switch and is accessible through the
following web browsers:

e |EG6, IE7, FireFox 2, Firefox 3 for Windows NT, 20003, XP, Vista
e FireFox 2 for Solaris SunOS 5.10

Note. For information about setting up browser prefersraned options, sé8rowser Setup” on
page 12-2

In This Chapter

This chapter provides an overview of WebView andoWiew functionality, and includes information
about the following procedures:

e Configuring the Switch with WebView
— WebView Login (se@age 12-3
— Home Page (semge 12-)
— Configuration Page (semge 12-1p
e Using WebView Help

— Global Configuration Page (spege 12-1p
— Table Configuration Page (spege 12-13

Note. For detailed configuration information on each teat see other chapters in this guide, the
OmniSwitch AOS Release 6 Network Configuration Guide, or theOmni Switch AOS Release 6 Advanced
Routing Configuration Guide.
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WebView CLI Defaults

Web Management Command Line Interface (CLI) commaiidw you to enable/disable WebView,
enable/disable Secure Socket Layer (SSL), and kiesic WebView parameters. These configuration
options are also available in WebView. The follogviiable lists the defaults for WebView configuratio
through thehttp andhttps commands

Description Command Default
WebView Status http server enabled
Force SSL http ssl disabled
HTTPS port https port 443
HTTP port http port 80

Browser Setup

Your browser preferences (or options) should beigets follows:

Cookies should be enabled. Typically this is thizudie.
JavaScript must be enabled/supported.
Java must be enabled.

Style sheets must be enabled; that is, the cdlmmss, backgrounds, and so on of web pages should
always be used (rather than any user-configurehgs}.

Checking for new versions of pages should be stvery time” when your browser opens.

If you are using a proxy server, the proxy settigsigsuld be configured to bypass the switch on which
you are running WebView (the local switch).

Typically many of these settings are configurethasdefault. Different browsers (and different vens
of the same browser) may have different dialoggtfese settings. Check your browser help pagesuif y
need help.
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WebView CLI Commands

The following configuration options can be perfoanesing the CLI. These configuration options as®al
available in WebView; but changing the web senat pr secured port may only be done through the
CLI (or SNMP).

Enabling/Disabling WebView

WebView is enabled on the switch by default. If esxary, use thetp server command to enable
WebView. For example:

-> http server

Use theno http server command to disable WebView on the switch. If wednagement is disabled, you
will not be able to access the switch using WebVigge theshow http command to view WebView
status.

As an alternative you can use fthteéps keyword instead of thiettp keyword to enable WebView. For
example:

-> https server

When using this format of the command userthéttps server command to disable WebView on the
switch.

Changing the HTTP Port

The default HTTP port is 80, the well-known portwher for Web servers. You can change the port to a
number in the range 0 to 65535 using fthigs port command. (Well-known port numbers, which are in
the range 0 to 1023, cannot be configured.)

Note. All WebView sessions must be terminated beforestligch will accept the command.

For example:
-> http port 2000
This command changes the HTTP port to 2000.
To restore an HTTP port to its default value, uesdefault keyword as shown below:

-> http port default

Enabling/Disabling SSL

Force SSL is disabled by default. Use ltig ssl command to enable Force SSL on the switch. For
example:

-> http ssl

Use theno http ssl command to disable Force SSL on the switch. Usehtbw http command to view
WebView status.
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As an alternative you can use thigps keyword instead of thiettp keyword to enable Force SSL. For
example:

-> https ssl

When using this format of the command usertbéttps server command to disable Force SSL on the
switch.

Changing the HTTPS Port

The default secure HTTP (HTTPS) port is 443, thé-lwgown port number for SSL. You can change the
port to a number in the range 0 to 65535 usingithes port command. (Well-known port numbers,
which are in the range 0 to 1023, cannot be corgigj)

Note. All WebView sessions must be terminated beforesthiich accepts the command.

For example:
-> https port 2500
This command changes the secure HTTP port to 2500.
To restore an HTTPS port to its default value, thealefault keyword as shown below:

-> https port default
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Quick Steps for Setting Up WebView

1
2

Make sure you have an Ethernet connection to tlielsw

Configure switch management for HTTP usingdhe authentication command. Enter the command,

the port type that you are authenticatihttf), and the name of the LDAP, RADIUS, ACE, or local
server that is being used for authentication. kan®le, to configure switch management for HT TR gsi
the “local” authentication server you would enter:

3

-> aaa authentication http local

Open a web browser.

4 Enter the IP address of the switch you want to sgoethe Address field of the browser and press
Enter. The WebView login screen appears.

5

Enter the appropriate user ID and password (thiliniser name iadmin and the initial password is

switch). After successful login, the Chassis Managememhél Page appears.

WebView Overview

The following sections provide an overview of WebWipage layouts. For information on configuring
the switch with WebView, segage 12-8

WebView Page Layout

As shown below, each WebView page is divided iotar fareas:

Banner—Used to access global options (for example, glbk#, telnet, and log out). An icon is also
displayed in this area to indicate the currentaowry (Certified or Working).

Certified - ’

Working

Toolbar—Used to access WebView features.

Feature Options—Used to access specific configuration optionsefach feature (displayed in drop-
down menus at the top of the page).

View/Configuration Area—Used to view/configure a feature.
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Banner

The following features are available in the WebViBanner:

Options—Brings up the User Options Page, which is usedhémge the user login password.

Save Config—Brings up the Save Configuration Screen. Click Aplsave the switch’s running
configuration for the next startup.

Help—Brings up general WebView Help. Specific help pagesalso available on each configuration
page.

About—Provides basic WebView product information.

Telnet—Brings up a Telnet session window, through which gan access the switch for CLI configu-
ration.

L og Out—Logs the user out of the switch and ends the wes=ian. After logout, the login screen
appears. The user can log back into the switchsirglose the login screen.

Toolbar

Switch configuration is divided into configuratignoups in the toolbar (for example, Physical, La¥er
and so on). Under each configuration group arectviggatures, identified by a name and an icon.

For detailed configuration information on each teaf see other chapters in this guide,@nani Switch
AOS Release 6 Network Configuration Guide, or theOmni Switch AOS Release 6 Advanced Routing
Configuration Guide. Help pages are also available in WebView.
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Feature Options

Feature configuration options are displayed as-dimgn menus at the top of each feature page. Fog mo
information on using the drop-down menus, ‘$eenfiguration Page” on page 12-12

View/Configuration Area

The View/Configuration area is where switch confagion information is displayed and where
configuration pages appear. After logging into Wi, a real-time graphical representation of the

switch displays all of the switch’s current compiotse The feature configuration options on this paige
used to configure the switch.
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Configuring the Switch With WebView

The following sections provide an overview of WebWifunctionality. For detailed configuration
procedures, see other chapters in this guideQtha Svitch AOS Release 6 Network Configuration Guide,
or theOmni Switch AOS Release 6 Advanced Routing Configuration Guide.

Accessing WebView

WebView is accessed using any of the browserdllistgage 12-1All of the necessary WebView files
are stored on the switch. To access WebView and toga switch:

1 Open a web browser.

2 Enter the IP address of the switch you want toigomé in the browser Address field and press Enter.
The login screen appears.

P B Vew  Pavortes  Tsol bl
o Favcrbe ) wateme Logon Fage i | LR - e Sabeiy s Tok e e =

forn o s [ =

WebView L ogin Page

3 Enter the appropriate user ID and password atothi@ prompt (the initial user nameadmin and the
initial password iswitch) and click Login. After successful login, the ChiasManagement Home Page
appears.

Note. You can access WebView through any NI on the switch
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To configure a feature in WebView, click on thettea icon in the toolbar on the left side of theeso.

The first page displayed is the Home Page. Eacfigroation feature in WebView has a Home Page and
a number of configuration pages. The Home Pageigee\an overview of the feature and its current
configuration. The configuration pages are usetbtdfigure the feature.

Security Warning
The first time you log into a switch using WebVieway see the following security warning:
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Click on “Continue to this website (not recommendéd continue the browser session. A certificate
error message, similar to the one shown below,apiiear at the top of the WebView browser window.

td Cersficate Eriod

At this point, you can decide to do one of thedwafing:

e [gnore the certificate error message and log inebWew. Note that by doing so, the certificate erro
message will always appear at the top of every Viml\browser window; or,

e Follow the steps below to install the Alcatel-Lutsalf-signed certificate in the Trusted Root
Certification Authorities store. Doing so will clethe certificate error message.

1 Click on the certificate error message. A “Certfie Invalid” popup window displays.

2 Click on “View Certificates” at the bottom of th€ertificate Invalid” popup window. A
“Certificate Information” popup window displays.

3 Click on the “Install Certificate” button at the th@m of the “Certificate Information” window. This
step launches the Certificate Import Wizard.
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4 Click the “Next” button to continue with the Certiéite Import Wizard process. The “Certificate
Store” window displays.

5 Select “Place all certificates in the following gband click on the “Browse” button. This will
display a list of certificate stores.

6 Select “Trusted Root Certification Authorities” frothe list of stores and continue with the wizard
installation process. A “Security Warning” windowlivdisplay containing a warning about installing
the certificate.

7 Click the “Yes” button in the “Security Warning” milow to finish installing the certificate. After
the certificate is installed, the browser windowlowger displays the certificate error message.

Home Page

The first page displayed for each feature is thenel®age (for example, IP Home). The Home Page
describes the feature and provides an overvieWwaiffeature’s current configuration. If applicatleme
pages display the feature’s current configuratioth @an also be used to configure global paramefeaich
Home Page also provides a Site Map (shown belowiwdisplays all of the configuration options dvai
able for that feature. These are the same contfigaraptions available in the drop-down menus atttp
of the page.
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Configuring the Switch With WebView

Click on a
configura-
tion option to
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configura-
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Configuration Page

Feature configuration options are displayed indigg-down menus at the top of each page. The same
menus are displayed on every configuration pageinvé feature. To configure a feature on the switch
select a configuration option from the drop dowmmeThere are two types of configuration pages in
WebView—a Global configuration page and a Tablefigomation page.

Global Configuration Page

Global configuration pages display drop-down megng fields that you complete to configure global
parameters. The fields display the current conéiian. To change the configuration:

1 Select a new value from one of the drop-down bstenter a new value in a field.
2 Click Apply to apply the changes to the switch. Hasv configuration takes effect immediately.

3 Repeat the procedure to make additional configumathanges.

Note. If you update a field and want to return it to firevious configuration, click Restore. However, you
must click Restore before applying the new configion. If you apply the new configuration and want
return to the previous configuration, you must méee the old configuration in the applicable fields
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Table Configuration Page

Table configuration pages show current configuretim tabular form. Entries may be added, modifoed,
deleted. You can delete multiple entries, but yaw anly modify one entry at a time.
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Table Configuration Page

Adding a New Entry

To add a new entry to the table:

1 Click Add on the Configuration page. The Add windappears (for example, Add IP Static Route).
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2 Complete the fields, then click Apply. The new dgaofation takes effect immediately and the new
entry appears in the table.

3 Repeat steps 1 and 2 to add additional entries.
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Modifying an Existing Entry
To modify an existing entry:

1 Click on the checkbox to the left of the entry be Configuration page and click Modify. The Modify
window appears (for example, Modify IP Static RQuighe current configuration is displayed in each
field.

2 Modify the applicable field(s), then click Applyf.duccessful, the Modify window disappears. The
new configuration takes effect immediately andrtiadified entry appears in the table. If there ismor,
the window will remain and an error message isldisgl.

3 Repeat the procedure to modify additional entries.
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Deleting an Existing Entry
To delete an existing entry:
1 Click on the checkbox to the left of the entry be Configuration page.

2 Click Delete. The entry is immediately deleted frtra table.

Note. You can delete multiple entries by selecting theokhox next to each entry. Click on the top box to
select all entries in the table.

Table Features

Table Views

Some table configuration pages can be expandei@wadditional configuration information. If this
option is available, a toggle switch appears abthtéeom left corner of the table. To change vieglick

on the toggle switch (for example, Expanded Vievgr example, if the table is in summary view, click
on “Expanded View” to change to the expanded viemem the expanded view, click on “Summary
View” to return to the summary view.
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Using WebView

Table Sorting
Basic Sort

Table entries can be sorted by column in ascermlimipscending order. Initially, tables are sortedhe
first column in ascending order (the number 1 appésthe first column). To sort in descending orde
click on the column heading. Click again to rettorthe ascending order.

To sort on a different column, click on the colutreading (the table will sort on that column and the
number 1 will appear at the top of the column)clCkgain to sort the data in descending order.

Note. You can also click on the “Flip” icon at the uppéght corner of the table to toggle between the
ascending and the descending order.
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Table Sort Feature - Modified Sort
Advanced Sorting

You can also customize a sort by defining primargt secondary sort criteria. To define primary and
secondary column sorts, click on the “Sort” icorttie upper-right corner of the table (the column
headings are highlighted). Next, click on the priynand secondary column headings (the numbers 1 and
2 appear in the primary and secondary columnsgk@gain on the “Sort” icon to sort the table. €lan

the “Clear” icon to clear the sort settings. Yon sart up to four columns at one time.
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Table Sort Feature - Advanced Sort
Table Paging

Click on tre

L “Sort” icon

Certain potentially large tables (for example, VL#)MNave a paging feature that loads the tableidata
increments of 50 or 100 entries. If the table readhis threshold, the first group of entries sptiyed
and a “Next” button appears at the bottom of thgep&lick Next to view the next group of entriedick

Previous to view the previous group of entries.
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Adjacencies

WebView provides a graphical representation oAMIAP-supported Alcatel-Lucent switches and IP
phones adjacent to the switch. The following infation for each device is also listed:

e |P address
e MAC address
e Remote slot/port

By clicking on a device, the Web-based device manéfavailable) is displayed for that devicealf
Web-based device manager is not available, a Tefsstion may be launched. (A route to the adjacent
switch must exist in the IP routing table in orftara Web-based device manager or Telnet sessiba to
launched.)

To display the adjacencies, click on the Adjacembigtton under the Physical group. The Adjacencies
Page displays, as shown below.
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WebView Help

A general help page for using WebView is availdbden the banner at the top of the page. In addition
on-line help is available on every WebView pagechElelp page provides a description of the page and
specific instructions for each configurable field.

General WebView Help

To display general help for WebView, click the Helption in the WebView banner. (For information
about the banner, séé&/ebView Page Layout” on page 12)5

The information in the help page is similar to thi®rmation given in this chapter.

Specific-page Help

Each help page provides a description of the padeaalescription for each field. To access helmfro
any global configuration page, table page, or Adodify window:

1 Click the Help button at the bottom of the pagéhefp window displays, as shown below.
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2 Click on the field name hyperlink on the Help pagego to the Help page for that field; or use the
scroll bar on the right side of the Help page t@k¢hrough help for all fields. (You can alsodaiiPrint
to print a hard copy of the Help page.)

Click Close or click the Close Window icon at tle@4right corner to close the Help page and retoirthé
configuration or table page.
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A Software License and
Copyright Statements

This appendix contains Alcatel-Lucent and thirdtpaoftware vendor license and copyright statements

Alcatel-Lucent License Agreement

ALCATEL-LUCENT SOFTWARE LICENSE AGREEMENT

IMPORTANT. Please read the terms and conditions of this leagseement carefully before opening
this package.

By opening this package, you accept and agreeto theterms of thislicense agreement. If you are not
willing to be bound by the terms of thislicense agreement, do not open this package. Please
promptly return the product and any materialsin unopened form to the place where you obtained it
for a full refund.

1.License Grant. This is a license, not a sales agreement, bety@eithe “Licensee”) and Alcatel-
Lucent. Alcatel-Lucent hereby grants to Licensee, bicensee accepts, a non-exclusive license to use
program media and computer software containedithéitee “Licensed Files”) and the accompanying
user documentation (collectively the “Licensed Miats”), only as authorized in this License Agreate
Licensee, subject to the terms of this License Agrent, may use one copy of the Licensed Files@n th
Licensee’s system. Licensee agrees not to assighcense, transfer, pledge, lease, rent, or shaie
rights under this License Agreement. Licensee regim the program media for backup purposes with
retention of the copyright and other proprietaryices. Except as authorized under this paragraph, n
copies of the Licensed Materials or any portiorsebf may be made by Licensee and Licensee shall no
modify, decompile, disassemble, reverse engineertherwise attempt to derive the Source Code.
Licensee is also advised that Alcatel-Lucent préslaontain embedded software known as firmware
which resides in silicon. Licensee may not copyfiiraware or transfer the firmware to another meualiu

2. Alcatel-Lucent’sRights. Licensee acknowledges and agrees that the Licéviatatials are the sole
property of Alcatel-Lucent and its licensors (haréis licensors”), protected by U.S. copyright lawade-
mark law, and are licensed on a right to use bhaisnsee further acknowledges and agrees thaghtk,
title, and interest in and to the Licensed Materake and shall remain with Alcatel-Lucent andidtsn-
sors and that no such right, license, or interesli ¥e asserted with respect to such copyrightistiate-
marks. This License Agreement does not conveyderisee an interest in or to the Licensed Materials,
but only a limited right to use revocable in ac@rce with the terms of this License Agreement.
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3. Confidentiality. Alcatel-Lucent considers the Licensed Files totaonvaluable trade secrets of
Alcatel-Lucent, the unauthorized disclosure of vahiould cause irreparable harm to Alcatel-Lucent.
Except as expressly set forth herein, Licenseesagreuse reasonable efforts not to disclose tbenisied
Files to any third party and not to use the LiceinSiges other than for the purpose authorized iy th
License Agreement. This confidentiality obligatisimall continue after any termination of this Licens
Agreement.

4.1ndemnity. Licensee agrees to indemnify, defend and holdtaldaucent harmless from any claim,
lawsuit, legal proceeding, settlement or judgméantl¢ding without limitation Alcatel-Lucent’s reaseo
able United States and local attorneys’ and expitnesses’ fees and costs) arising out of or imean
tion with the unauthorized copying, marketing, perfance or distribution of the Licensed Files.

5.Limited Warranty. Alcatel-Lucent warrants, for Licensee’s benefired, that the program media
shall, for a period of ninety (90) days from theedaf commencement of this License Agreement (reter
to as the Warranty Period), be free from defectsaterial and workmanship. Alcatel-Lucent further
warrants, for Licensee benefit alone, that durlreg\Varranty Period the Licensed Files shall operate
substantially in accordance with the functionalcsfieations in the User Guide. If during the Wartyan
Period, a defect in the Licensed Files appeargrsee may return the Licensed Files to Alcatel-htice
for either replacement or, if so elected by Alcdtetent, refund of amounts paid by Licensee unkisr t
License Agreement. EXCEPT FOR THE WARRANTIES SETRH® ABOVE, THE LICENSED
MATERIALS ARE LICENSED “AS IS” AND ALCATEL-LUCENT AND ITS LICENSORS
DISCLAIM ANY AND ALL OTHER WARRANTIES, WHETHER EXPHESS OR IMPLIED, INCLUD-
ING (WITHOUT LIMITATION) ANY IMPLIED WARRANTIES OF MERCHANTABILITY OR
FITNESS FOR A PARTICULAR PURPOSE. SOME STATES DONALLOW THE EXCLUSION
OF IMPLIED WARRANTIES SO THE ABOVE EXCLUSIONS MAY ®T APPLY TO LICENSEE.
THIS WARRANTY GIVES THE LICENSEE SPECIFIC LEGAL RIGTS. LICENSEE MAY ALSO
HAVE OTHER RIGHTS WHICH VARY FROM STATE TO STATE.

6. Limitation of Liability. Alcatel-Lucent’s cumulative liability to Licens@e any other party for any
loss or damages resulting from any claims, demasrdsctions arising out of or relating to this Lise
Agreement shall not exceed the license fee pakldatel-Lucent for the Licensed Materials. IN NO
EVENT SHALL ALCATEL-LUCENT BE LIABLE FOR ANY INDIRECT, INCIDENTAL, CONSE-
QUENTIAL, SPECIAL, OR EXEMPLARY DAMAGES OR LOST PRATS, EVEN IF
ALCATEL-LUCENT HAS BEEN ADVISED OF THE POSSIBILITYOF SUCH DAMAGES. SOME
STATES DO NOT ALLOW THE LIMITATION OR EXCLUSION ORIABILITY FOR INCIDEN-
TAL OR CONSEQUENTIAL DAMAGES, SO THE ABOVE LIMITATON OR EXCLUSION TO
INCIDENTAL OR CONSEQUENTIAL DAMAGES MAY NOT APPLY D LICENSEE.

7.Export Control. This product is subject to the jurisdiction of teited States. Licensee may not

export or reexport the Licensed Files, without ctyimg with all United States export laws and regula
tions, including but not limited to (i) obtainingipr authorization from the U.S. Department of Coenoe
if a validated export license is required, anddb}aining “written assurances” from licenseeseduired.

8. Support and M aintenance. Except as may be provided in a separate agredreémeen
Alcatel-Lucent and Licensee, if any, Alcatel-Lucentinder no obligation to maintain or support the
copies of the Licensed Files made and distribudunder and Alcatel-Lucent has no obligation to
furnish Licensee with any further assistance, damntation or information of any nature or kind.

9. Term. This License Agreement is effective upon Licensgening this package and shall continue until
terminated. Licensee may terminate this Licenses@grent at any time by returning the Licensed Materi
als and all copies thereof and extracts theref#ltatel-Lucent and certifying to Alcatel-Lucent i
writing that all Licensed Materials and all coptesreof and extracts therefrom have been returned o
erased by the memory of Licensee’s computer or madereadable. Alcatel-Lucent may terminate this
License Agreement upon the breach by Licenseeyfeam hereof. Upon such termination by
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Alcatel-Lucent, Licensee agrees to return to Alehteent or destroy the Licensed Materials and all
copies and portions thereof.

10.Governing Law. This License Agreement shall be construed andrgedein accordance with the
laws of the State of California.

11. Severability. Should any term of this License Agreement be dedlaoid or unenforceable by any
court of competent jurisdiction, such declaratibalshave no effect on the remaining terms herein.

12.No Waiver. The failure of either party to enforce any rightanted hereunder or to take action against
the other party in the event of any breach hereusio@l not be deemed a waiver by that party as to
subsequent enforcement of rights or subsequemiracith the event of future breaches.

13.Notesto United States Government Users. Software and documentation are provided with ictstt
rights. Use, duplication or disclosure by the goweent is subject to (i) restrictions set forth iS&SADP
Schedule Contract with Alcatel-Lucent’s reseller¢s)(ii) restrictions set forth in subparagraph((©
and (2) of 48 CFR 52.227-19, as applicable.

14.Third Party Materials. Licensee is notified that the Licensed Files contiaird party software and
materials licensed to Alcatel-Lucent by certaimdiparty licensors. Some third party licensors.(é\jnd
River and their licensors with respect to the Rumé Module) are third part beneficiaries to thisdise
Agreement with full rights of enforcement. Pleaster to the section entitléd hird Party Licenses and
Notices” on page A-4or the third party license and notice terms.
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Third Party Licenses and Notices

The licenses and notices related only to such frartly software are set forth below:

A.Booting and Debugging Non-Proprietary Software

A small, separate software portion aggregated thighcore software in this product and primarilydife
initial booting and debugging constitutes non-pieairy software, some of which may be obtained in
source code format from Alcatel-Lucent for a lindifgeriod of time. Alcatel-Lucent will provide a
machine-readable copy of the applicable non-prtgmyesoftware to any requester for a cost of cogyin
shipping and handling. This offer will expire 3 yedrom the date of the first shipment of this prod

B. The OpenLDAP Public License: Version 2.8, 17 August 2003

Redistribution and use of this software and assegdidocumentation (“Software”), with or without niod
fication, are permitted provided that the followiognditions are met:

1 Redistributions of source code must retain copyragatements and notices.

2 Redistributions in binary form must reproduce aggile copyright statements and naotices, this fist o
conditions, and the following disclaimer in the downtation and/or other materials provided with the
distribution.

3 Redistributions must contain a verbatim copy of thhicument.

4 The names and trademarks of the authors and céyyridgders must not be used in advertising or
otherwise to promote the sale, use or other dealiigis Software without specific, written prioemis-
sion.

5 Due credit should be given to the OpenLDAP Project.

6 The OpenLDAP Foundation may revise this licenseftone to time. Each revision is distinguished
by a version number. You may use the Software utaters of this license revision or under the teains
any subsequent revision of the license.

THIS SOFTWARE IS PROVIDED BY THE OPENLDAP FOUNDATNDAND CONTRIBUTORS “AS
IS” AND ANY EXPRESSED OR IMPLIED WARRANTIES, INCLUING, BUT NOT LIMITED TO,
THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE OPENDAP FOUNDATION OR ITS
CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, IRIDENTAL, SPECIAL, EXEM-
PLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOTIMITED TO, PROCURE-
MENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF UBRATA, OR PROFITS; OR
BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY TEORY OF LIABILITY,
WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF T8 SOFTWARE, EVEN IF
ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

OpenLDAP is a trademark of the OpenLDAP Foundation.

Copyright 1999-2000 The OpenLDAP Foundation, RedivGiy,
California, USA. All Rights Reserved. Permissiorctpy and
distributed verbatim copies of this document isggd.
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C. Linux

Linux is written and distributed under the GNU Gendé’ublic License which means that its source code
is freely-distributed and available to the generdilic.

D. GNU GENERAL PUBLIC LICENSE: Version 2, June 1991

Copyright (C) 1989, 1991 Free Software Foundatioo, 675 Mass Ave, Cambridge, MA 02139, USA
Everyone is permitted to copy and distribute verbatopies of this license document, but changing it
not allowed.

Preamble

The licenses for most software are designed todakay your freedom to share and change it. By
contrast, the GNU General Public License is intendeguarantee your freedom to share and change fre
software--to make sure the software is free foitallisers. This General Public License appliendst of
the Free Software Foundation’s software and toahgr program whose authors commit to using it.
(Some other Free Software Foundation softwarevsrea by the GNU Library General Public License
instead.) You can apply it to your programs, too.

When we speak of free software, we are referrirfggiedom, not price. Our General Public Licenses ar
designed to make sure that you have the freedatistisbute copies of free software (and chargetia
service if you wish), that you receive source codean get it if you want it, that you can chanlge $oft-
ware or use pieces of it in new free programs;taatlyou know you can do these things.

To protect your rights, we need to make restriitivat forbid anyone to deny you these rights asto
you to surrender the rights. These restrictionssiege to certain responsibilities for you if yastdbute
copies of the software, or if you modify it.

For example, if you distribute copies of such agpam, whether gratis or for a fee, you must give th
recipients all the rights that you have. You muakesure that they, too, receive or can get theceou
code. And you must show them these terms so thew kieir rights.

We protect your rights with two steps: (1) copytitite software, and (2) offer you this license vhhic
gives you legal permission to copy, distribute andiodify the software.

Also, for each author’s protection and ours, we twamake certain that everyone understands tlea¢ th
is no warranty for this free software. If the scdte is modified by someone else and passed on,ame w
its recipients to know that what they have is het @riginal, so that any problems introduced byergh
will not reflect on the original authors’ reputaim

Finally, any free program is threatened constanlgoftware patents. We wish to avoid the danger th
redistributors of a free program will individualbptain patent licenses, in effect making the progra
proprietary. To prevent this, we have made it cteat any patent must be licensed for everyone's fise
or not licensed at all.

The precise terms and conditions for copying, tistron and modification follow.

GNU GENERAL PUBLIC LICENSE TERMS AND CONDITIONS FOR COPYING,
DISTRIBUTION AND MODIFICATION

0 This License applies to any program or other wohlcl contains a notice placed by the copyright
holder saying it may be distributed under the teofrthis General Public License. The “Program” dvel
refers to any such program or work, and a “workebasn the Program” means either the Program or any
derivative work under copyright law: that is to saywork containing the Program or a portion oéither
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verbatim or with modifications and/or translatetbianother language. (Hereinafter, translation is
included without limitation in the term “modificati”.) Each licensee is addressed as “you”.

Activities other than copying, distribution and nifazhtion are not covered by this License; they are
outside its scope. The act of running the Progsanot restricted, and the output from the Progam i
covered only if its contents constitute a work lobse the Program (independent of having been mgde b
running the Program). Whether that is true dep@ndshat the Program does.

1 You may copy and distribute verbatim copies offinegram’s source code as you receive it, in any
medium, provided that you conspicuously and appatgly publish on each copy an appropriate copy-
right notice and disclaimer of warranty; keep int@tthe notices that refer to this License anth®
absence of any warranty; and give any other reaipief the Program a copy of this License alondp wit
the Program.

You may charge a fee for the physical act of tramifg a copy, and you may at your option offer
warranty protection in exchange for a fee.

2 You may modify your copy or copies of the Progranaiy portion of it, thus forming a work based on
the Program, and copy and distribute such modiinator work under the terms of Section 1 above,
provided that you also meet all of these conditions

a You must cause the modified files to carry prominestices stating that you changed the files and
the date of any change.

b You must cause any work that you distribute or ghblthat in whole or in part contains or is
derived from the Program or any part thereof, téidmnsed as a whole at no charge to all thirdigsrt
under the terms of this License.

c If the modified program normally reads commandsriattively when run, you must cause it, when
started running for such interactive use in thetragdinary way, to print or display an announcement
including an appropriate copyright notice and aagothat there is no warranty (or else, saying yoat
provide a warranty) and that users may redistrithegprogram under these conditions, and tellireg th
user how to view a copy of this License. (Exceptibthe Program itself is interactive but does not
normally print such an announcement, your work dasethe Program is not required to print an
announcement.)

These requirements apply to the modified work @aale. If identifiable sections of that work aretno
derived from the Program, and can be reasonablyidered independent and separate works in them-
selves, then this License, and its terms, do nplyap those sections when you distribute themegss
rate works. But when you distribute the same sestas part of a whole which is a work based on the
Program, the distribution of the whole must belemterms of this License, whose permissions foeroth
licensees extend to the entire whole, and thusd¢h and every part regardless of who wrote it. Thus
not the intent of this section to claim rights ontest your rights to work written entirely by yaather,
the intent is to exercise the right to control th&ribution of derivative or collective works basen the
Program.

In addition, mere aggregation of another work restdul on the Program with the Program (or with &kwor
based on the Program) on a volume of a storagéestibdition medium does not bring the other work
under the scope of this License.

3 You may copy and distribute the Program (or a waaked on it, under Section 2) in object code or
executable form under the terms of Sections 1 aalolo®e provided that you also do one of the follayyvi

a Accompany it with the complete corresponding maehigadable source code, which must be
distributed under the terms of Sections 1 and Zelom a medium customarily used for software inter-
change; or,
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b Accompany it with a written offer, valid for at letzthree years, to give any third party, for a gear
no more than your cost of physically performingrseudistribution, a complete machine-readable
copy of the corresponding source code, to be Diged under the terms of Sections 1 and 2 abowe on
medium customarily used for software interchange; o

¢ Accompany it with the information you received agtte offer to distribute corresponding source
code. (This alternative is allowed only for noncoeraial distribution and only if you received the
program in object code or executable form with sacloffer, in accord with Subsection b above.)

The source code for a work means the preferred @irine work for making modifications to it. For an
executable work, complete source code means afidhece code for all modules it contains, plus any
associated interface definition files, plus theémsrused to control compilation and installatidrite
executable. However, as a special exception, theesaode distributed need not include anythingitha
normally distributed (in either source or binaryni with the major components (compiler, kernel] an
on) of the operating system on which the executabis, unless that component itself accompanies the
executable.

If distribution of executable or object code is raday offering access to copy from a designatedeplac
then offering equivalent access to copy the sococke from the same place counts as distributiadhef
source code, even though third parties are not edatpto copy the source along with the object code

4 You may not copy, modify, sublicense, or distribtite Program except as expressly provided under
this License. Any attempt otherwise to copy, modsfyblicense or distribute the Program is void, aiid
automatically terminate your rights under this lase. However, parties who have received copies, or
rights, from you under this License will not haheit licenses terminated so long as such partiesire

in full compliance.

5 You are not required to accept this License, symeehave not signed it. However, nothing else grant
you permission to modify or distribute the Progranits derivative works. These actions are probibit

by law if you do not accept this License. Therefdng modifying or distributing the Program (or any
work based on the Program), you indicate your aecee of this License to do so, and all its ternts a
conditions for copying, distributing or modifyinge Program or works based on it.

6 Each time you redistribute the Program (or any wzaged on the Program), the recipient automati-
cally receives a license from the original licensocopy, distribute or modify the Program subject
these terms and conditions. You may not imposefatlyer restrictions on the recipients’ exercisehs
rights granted herein. You are not responsiblesfdorcing compliance by third parties to this Lisen

7 If, as a consequence of a court judgment or allegatf patent infringement or for any other reason
(not limited to patent issues), conditions are isggbon you (whether by court order, agreementharot
wise) that contradict the conditions of this Licenhey do not excuse you from the conditions f th
License. If you cannot distribute so as to satssfiyultaneously your obligations under this Liceasd
any other pertinent obligations, then as a congazpigou may not distribute the Program at all. For
example, if a patent license would not permit royélee redistribution of the Program by all thagleo
receive copies directly or indirectly through ydluen the only way you could satisfy both it and thi
License would be to refrain entirely from distritaurt of the Program.

If any portion of this section is held invalid anenforceable under any particular circumstance, the
balance of the section is intended to apply andé#ution as a whole is intended to apply in otlreum-
stances.

It is not the purpose of this section to induce {@infringe any patents or other property riglaticls or
to contest validity of any such claims; this setti@ms the sole purpose of protecting the integffitye
free software distribution system, which is implertesl by public license practices. Many people have
made generous contributions to the wide range fofvace distributed through that system in relianoe
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consistent application of that system:; it is uph® author/donor to decide if he or she is willinglistrib-
ute software through any other system and a lieenaanot impose that choice.

This section is intended to make thoroughly clehatis believed to be a consequence of the rebiof
License.

8 If the distribution and/or use of the Program strieted in certain countries either by patentbyor
copyrighted interfaces, the original copyright teslevho places the Program under this License mdy ad
an explicit geographical distribution limitationeaxding those countries, so that distribution ismiged
only in or among countries not thus excluded. Ichscase, this License incorporates the limitati®if a
written in the body of this License.

9 The Free Software Foundation may publish revisetlcamew versions of the General Public License
from time to time. Such new versions will be simila spirit to the present version, but may dififer
detail to address new problems or concerns.

Each version is given a distinguishing version namtf the Program specifies a version number isf th
License which applies to it and “any later versioydu have the option of following the terms anddie
tions either of that version or of any later venspublished by the Free Software Foundation. If the
Program does not specify a version number of thierise, you may choose any version ever publisiied b
the Free Software Foundation.

10 If you wish to incorporate parts of the Progratoiother free programs whose distribution condgion
are different, write to the author to ask for pession. For software which is copyrighted by theeFseft-
ware Foundation, write to the Free Software Fouodatve sometimes make exceptions for this. Our
decision will be guided by the two goals of pregag\the free status of all derivatives of our feedt-

ware and of promoting the sharing and reuse oWvswé generally.

NO WARRANTY

11 BECAUSE THE PROGRAM IS LICENSED FREE OF CHARGE, HRE IS NO WARRANTY
FOR THE PROGRAM, TO THE EXTENT PERMITTED BY APPLIGAE LAW. EXCEPT WHEN
OTHERWISE STATED IN WRITING THE COPYRIGHT HOLDERSMD/OR OTHER PARTIES
PROVIDE THE PROGRAM “AS IS” WITHOUT WARRANTY OF ANYKIND, EITHER EXPRESSED
OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPUED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOB. THE ENTIRE RISK AS TO
THE QUALITY AND PERFORMANCE OF THE PROGRAM IS WITHOU. SHOULD THE
PROGRAM PROVE DEFECTIVE, YOU ASSUME THE COST OF AINECESSARY SERVICING,
REPAIR OR CORRECTION.

12 IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR GREED TO IN WRITING
WILL ANY COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO MY MODIFY AND/OR
REDISTRIBUTE THE PROGRAM AS PERMITTED ABOVE, BE LBLE TO YOU FOR DAMAGES,
INCLUDING ANY GENERAL, SPECIAL, INCIDENTAL OR CONSBUENTIAL DAMAGES ARIS-
ING OUT OF THE USE OR INABILITY TO USE THE PROGRAMNCLUDING BUT NOT

LIMITED TO LOSS OF DATA OR DATA BEING RENDERED INACURATE OR LOSSES
SUSTAINED BY YOU OR THIRD PARTIES OR A FAILURE OFHE PROGRAM TO OPERATE
WITH ANY OTHER PROGRAMS), EVEN IF SUCH HOLDER OR G®IER PARTY HAS BEEN
ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

END OF TERMS AND CONDITIONS.
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Appendix: How to Apply These Terms to Your New Programs

If you develop a new program, and you want it tmbthe greatest possible use to the public, tist lway
to achieve this is to make it free software whighrgone can redistribute and change under thesester

To do so, attach the following notices to the pamgrlt is safest to attach them to the start oheauirce
file to most effectively convey the exclusion ofnamnty; and each file should have at least the yeop
right” line and a pointer to where the full notisefound.

<one line to give the program’s name and a brie&idf what it does.> Copyright (C)
19yy <name of author>

This program is free software; you can redistribigand/or modify it under the terms of
the GNU General Public License as published byFilee Software Foundation; either
version 2 of the License, or (at your option) aatet version.

This program is distributed in the hope that il & useful, but WITHOUT ANY
WARRANTY; without even the implied warranty of MERIANTABILITY or
FITNESS FOR A PARTICULAR PURPOSE. See the GNU Geaheublic License
for more details.

You should have received a copy of the GNU Gerfeualic License along with this
program; if not, write to the Free Software Fouratatinc., 675 Mass Ave, Cambridge,
MA 02139, USA.

Also add information on how to contact you by &lecic and paper mail.
If the program is interactive, make it output arstmotice like this when it starts in an interaetmode:

Gnomovision version 69, Copyright (C) 19yy nameuwothor Gnomovision comes with
ABSOLUTELY NO WARRANTY:; for details type ‘show wThis is free software,
and you are welcome to redistribute it under certanditions; type ‘show c’ for details.

The hypothetical commands ‘show w’ and ‘show c¢’w@dshow the appropriate parts of the General
Public License. Of course, the commands you usebmayalled something other than ‘show w’ and
‘show c’; they could even be mouse-clicks or merms--whatever suits your program.

You should also get your employer (if you work ggra@agrammer) or your school, if any, to sign a “gop
right disclaimer” for the program, if necessaryréles a sample; alter the names:

Yoyodyne, Inc., hereby disclaims all copyright et in the program ‘Gnomovision’
(which makes passes at compilers) written by Jdtaeser.

<signature of Ty Coon>, 1 April 1989
Ty Coon, President of Vice

This General Public License does not permit incafiog your program into proprietary programs. If
your program is a subroutine library, you may cdasit more useful to permit linking proprietarypdip
cations with the library. If this is what you wanotdo, use the GNU Library General Public License
instead of this License.

URLWatch:
For notice when this page changes, fill in your ibewddress.

Maintained by: Webmaster, Linux Online Inc.
Last modified: 09-Aug-2000 02:03AM.
Views since 16-Aug-2000: 177203.
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Material copyright Linux Online Inc.

Design and compilation copyright (c)1994-2002 LirDmline Inc.
Linux is a registered trademark of Linus Torvalds

Tux the Penguin, featured in our logo, was crehtetarry Ewing
Consult our privacy statement

URLWatch provided by URLWatch Services.
All rights reserved.

E. University of California

Provided with this product is certain TCP input dradnet client software developed by the University
California, Berkeley.

Copyright (C) 1987. The Regents of the Universitgalifornia. All rights reserved.

Redistribution and use in source and binary formagparmitted provided that the above copyrightgeoti
and this paragraph are duplicated in all such fandsthat any documentation, advertising materéaid,
other materials related to such distribution arel acknowledge that the software was developeddy th
University of California, Berkeley. The name of thaiversity may not be used to endorse or promote
products derived from this software without specifiior written permission.

THIS SOFTWARE IS PROVIDED "AS IS" AND WITHOUT ANEXPRESS OR IMPLIED
WARRANTIES, INCLUDING, WITHOUT LIMITATION, THE IMPLIED WARRANTIES OF
MERCHANTIBILITY AND FITNESS FOR A PARTICULAR PURPOES.

F. Carnegie-Mellon University

Provided with this product is certain BOOTP Relajtsare developed by Carnegie-Mellon University.

G.Random.c

PR 30872 B Kesner created May 5 2000
PR 30872 B Kesner June 16 2000 moved batch_entpopgess to own task iWhirlpool to make code
more efficient

random.c -- A strong random number generator
Version 1.89, last modified 19-Sep-99
Copyright Theodore Ts'o, 1994, 1995, 1996, 199B819999. All rights reserved.

Redistribution and use in source and binary formit or without modification, are permitted provitle
that the following conditions are met:

1. Redistributions of source code must retain theva copyright notice, and the entire permissiaticeo
in its entirety, including the disclaimer of wartis.

2. Redistributions in binary form must reproduce #bove copyright notice, this list of conditiomslahe
following disclaimer in the documentation and/dnext materials provided with the distribution.

3. The name of the author may not be used to eaawrpromote products derived from this software
without specific prior written permission. ALTERNAVELY, this product may be distributed under the
terms of the GNU Public License, in which caseprmvisions of the GPL are required INSTEAD OF the
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above restrictions. (This clause is necessary @aepotential bad interaction between the GPL hed t
restrictions contained in a BSD-style copyright.)

THIS SOFTWARE IS PROVIDED “AS IS” AND ANY EXPRESSROIMPLIED WARRANTIES,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY
AND FITNESS FOR A PARTICULAR PURPOSE, ALL OF WHICARE HEREBY DISCLAIMED. IN
NO EVENT SHALL THE AUTHOR BE LIABLE FOR ANY DIRECTINDIRECT, INCIDENTAL,
SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLDING, BUT NOT LIMITED
TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES;S®OF USE, DATA, OR PROF-
ITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED ANDNANY THEORY OF LIABIL-
ITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT(INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF T8 SOFTWARE, EVEN IF NOT
ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

Apptitude, Inc.

Provided with this product is certain network moriitg software (“MeterWorks/RMON?”) licensed from
Apptitude, Inc., whose copyright notice is as falto Copyright (C) 1997-1999 by Apptitude, Inc. All
Rights Reserved. Licensee is notified that Appgtudc. (formerly, Technically Elite, Inc.), a Cfalinia
corporation with principal offices at 6330 San IgiseAvenue, San Jose, California, is a third padye-
ficiary to the Software License Agreement. The [Bimns of the Software License Agreement as applied
to MeterWorks/RMON are made expressly for the bieonéfApptitude, Inc., and are enforceable by
Apptitude, Inc. in addition to ALCATEL-LUCENT. IN @ EVENT SHALL APPTITUDE, INC. OR ITS
SUPPLIERS BE LIABLE FOR ANY DAMAGES, INCLUDING COSS OF PROCUREMENT OF
SUBSTITUTE PRODUCTS OR SERVICES, LOST PROFITS, ORYASPECIAL, INDIRECT,
CONSEQUENTIAL OR INCIDENTAL DAMAGES, HOWEVER CAUSEND ON ANY THEORY
OF LIABILITY, ARISING IN ANY WAY OUT OF THIS AGREEMENT.

Agranat

Provided with this product is certain web servdtvgare ("EMWEB PRODUCT") licensed from Agranat
Systems, Inc. (“Agranat”). Agranat has granted koefel-Lucent certain warranties of performance,
which warranties [or portion thereof] Alcatel-Lu¢emow extends to Licensee. IN NO EVENT,
HOWEVER, SHALL AGRANAT BE LIABLE TO LICENSEE FOR AN INDIRECT, SPECIAL, OR
CONSEQUENTIAL DAMAGES OF LICENSEE OR A THIRD PARTXGAINST LICENSEE ARIS-
ING OUT OF, OR IN CONNECTION WITH, THIS DISTRIBUTIN OF EMWEB PRODUCT TO
LICENSEE. In case of any termination of the Softevhicense Agreement between Alcatel-Lucent and
Licensee, Licensee shall immediately return the BRBBAProduct and any back-up copy to Alcatel-
Lucent, and will certify to Alcatel-Lucent in writg that all EMWEB Product components and any copies
of the software have been returned or erased bynémory of Licensee’s computer or made non-read-
able.

RSA Security Inc.

Provided with this product is certain security s@fte (“RSA Software”) licensed from RSA SecuritgIn
RSA SECURITY INC. PROVIDES RSA SOFTWARE “AS IS” WHOUT ANY WARRANTY WHAT-
SOEVER. RSA SECURITY INC. DISCLAIMS ALL WARRANTIESEXPRESS, IMPLIED OR STAT-
UTORY, AS TO ANY MATTER WHATSOEVER INCLUDING ALL IMPLIED WARRANTIES OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSEMD NON-INFRINGEMENT OF
THIRD PARTY RIGHTS.
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K.

Sun Microsystems, Inc.

This product contains Coronado ASIC, which include®mponent derived from designs licensed from
Sun Microsystems, Inc.

Wind River Systems, Inc.

Provided with this product is certain software (fRtime Module”) licensed from Wind River Systems,
Inc. Licensee is prohibited from: (i) copying tharRTime Module, except for archive purposes consis-
tent with Licensee’s archive procedures; (ii) tfensng the Run-Time Module to a third party apfaoim
the product; (iii) modifying, decompiling, disasdeling, reverse engineering or otherwise attempting
derive the source code of the Run-Time Module; €ixporting the Run-Time Module or underlying tech-
nology in contravention of applicable U.S. and fgneexport laws and regulations; and (v) usingRlua-
Time Module other than in connection with operatidithe product. In addition, please be advisett tha
(i) the Run-Time Module is licensed, not sold ahaltAlcatel-Lucent and its licensors retain owngrstf

all copies of the Run-Time Module; (i) WIND RIVEBISCLAIMS ALL IMPLIED WARRANTIES,
INCLUDING WITHOUT LIMITATION THE IMPLIED WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE, (iii) The SOFTWERICENSE AGREEMENT
EXCLUDES LIABILITY FOR ANY SPECIAL, INDIRECT, PUNITVE, INCIDENTAL AND CONSE-
QUENTIAL DAMAGES; and (iv) any further distributioaf the Run-Time Module shall be subject to the
same restrictions set forth herein. With respetihéoRun-Time Module, Wind River and its licensars
third party beneficiaries of the License Agreemnemd the provisions related to the Run-Time Moduée a
made expressly for the benefit of, and are enfdileday, Wind River and its licensors.

M.Network Time Protocol Version 4

The following copyright notice applies to all filesllectively called the Network Time Protocol Viers 4
Distribution. Unless specifically declared othemvia an individual file, this notice applies ashié text
was explicitly included in the file.

LR EEERE SRR RS EEEEEEEEEEEEEEEEEEREEEEEEEEEEEEEEESEEREREEEEEEEESEEESEEEEEEEEEEEE]

Copyright (c¢) David L. Mills 1992-2003

*
*
*
* Permission to use, copy, modify, and distribute this software and
* its documentation for any purpose and without fee is hereby

* granted, provided that the above copyright notice appears in all
* copiles and that both the copyright notice and this permission

* notice appear in supporting documentation, and that the name

* University of Delaware not be used in advertising or publicity

* pertaining to distribution of the software without specific,

* written prior permission. The University of Delaware makes no

* representations about the suitability this software for any
* purpose. It is provided "as is" without express or implied
* warranty.
*
*

E I . I I I N . R

*

khkkhkhkhkhkhhhhdhhdhdhhdhdhhhhhhhhhhhdddddddddddddddddhhdhdhhhdhhddrdhrdrddxddddddddddddx
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N.Remote-ni

Provided with this product is a file (part of GDB)e GNU debugger and is licensed from Free Soéwar
Foundation, Inc., whose copyright notice is asoiel: Copyright (C) 1989, 1991, 1992 by Free Sofevar
Foundation, Inc. Licensee can redistribute thisvemfe and modify it under the terms of General Rubl
License as published by Free Software Foundation In

This program is distributed in the hope that ithwé useful, but WITHOUT ANY WARRANTY:; without
even the implied warranty of MERCHANTABILITY or FNESS FOR A PARTICULAR PURPOSE.
See the GNU General Public License for more details

O.GNU Zip

GNU Zip -- A compression utility which compresshs files with zip algorithm.
Copyright (C) 1992-1993 Jean-loup Gailly.

BECAUSE THE PROGRAM IS LICENSED FREE OF CHARGE, TRE IS NO WARRANTY FOR
THE PROGRAM, TO THE EXTENT PERMITTED BY APPLICABLEAW. EXCEPT WHEN
OTHERWISE STATED IN WRITING THE COPYRIGHT HOLDERSMD/OR OTHER PARTIES
PROVIDE THE PROGRAM "AS IS" WITHOUT WARRANTY OF ANXIND, EITHER EXPRESSED
OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPUED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOBS. THE ENTIRE RISK AS TO
THE QUALITY AND PERFORMANCE OF THE PROGRAM IS WITMOU. SHOULD THE
PROGRAM PROVE DEFECTIVE, YOU ASSUME THE COST OF AINECESSARY SERVICING,
REPAIR OR CORRECTION.

P. FREESCALE SEMICONDUCTOR SOFTWARE LICENSE AGREEMENT

Provided with this product is a software also kn@grDINK32 (Dynamic Interactive Nano Kernel for
32-bit processors) solely in conjunction with trevelopment and marketing of your products which use
and incorporate microprocessors which implemenfthwwerPC (TM) architecture manufactured by
Motorola. The licensee comply with all of the fallmg restrictions:

1. This entire notice is retained without alteratin any modified and/or redistributed versions.

2. The modified versions are clearly identifiedsash. No licenses are granted by implication, gstbpr
otherwise under any patents or trademarks of M&tpioc.

The SOFTWARE is provided on an "AS IS" basis anthaut warranty. To the maximum extent permit-
ted by applicable law, MOTOROLA DISCLAIMS ALL WARRNKTIES WHETHER EXPRESS OR
IMPLIED, INCLUDING IMPLIED WARRANTIES OF MERCHANTABLITY OR FITNESS FOR A
PARTICULAR PURPOSE AND ANY WARRANTY AGAINST INFRINGMENT WITH REGARD

TO THE SOFTWARE (INCLUDING ANY MODIFIED VERSIONS THREOF) AND ANY ACCOM-
PANYING WRITTEN MATERIALS.To the maximum extent paitted by applicable law, IN NO
EVENT SHALL MOTOROLA BE LIABLE FOR ANY DAMAGES WHATSOEVER.

Copyright (C) Motorola, Inc. 1989-2001 All righteserved.
Version 13.1
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Q.

Boost C++ Libraries

Provided with this product is free peer-reviewedgole C++ source libraries.

Version 1.33.1

Copyright (C) by Beman Dawes, David Abrahams, 12083. All rights reserved.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTYF ANY KIND,
EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO TH WARRANTIES OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, TITLE AND NON-
INFRINGEMENT. IN NO EVENT SHALL THE COPYRIGHT HOLDRS OR ANYONE
DISTRIBUTING THE SOFTWARE BE LIABLE FOR ANY DAMAGESOR OTHER
LIABILITY, WHETHER IN CONTRACT, TORT OR OTHERWISE,

ARISING FROM, OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE
OR OTHER DEALINGS IN THE SOFTWARE.

U-Boot

Provided with this product is a software licensehf Free Software Foundation Inc. This is used &s O
Bootloader; and located in on-board flash. Thiddpa is standalone and not linked (statically anaiyi-
cally) to any other software.

Version 1.1.0
Copyright (C) 2000-2004. All rights reserved.

Solaris

Provided with this product is free software; Liceasan redistribute it and/or modify it under therts of
the GNU General Public License.

Copyright (C) 1992-1993 Jean-loup Gailly. All righteserved.

Internet Protocol Version 6

Copyright (C) 1982, 1986, 1990, 1991, 1993. Thedrégyof the University of California.
All rights reserved.

Redistribution and use in source and binary fommith or without modification, are permit-
ted provided that the following conditions are met:

1. Redistributions of source code must retain tiwva copyright notice, this list of condi-
tions and the following disclaimer.

2. Redistributions in binary form must reproduce #fbove copyright notice, this list of
conditions and the following disclaimer in the do®ntation and/or other materials provided
with the distribution.

3. All advertising materials mentioning featuresiee of this software must display the
following acknowledgement: This product includeffware developed by the University of
California, Berkeley and its contributors.
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4. Neither the name of the University nor the naofats contributors may be used to
endorse or promote products derived from this saiéwvithout specific prior written
permission.

THIS SOFTWARE IS PROVIDED BY THE REGENTS AND CONTBUTORS “AS IS" AND ANY
EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOTIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARICULAR PURPOSE ARE
DISCLAIMED. IN NO EVENT SHALL THE REGENTS OR CONTBIUTORS BE LIABLE. FOR
ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLAR/, OR CONSEQUENTIAL.
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENTOF SUBSTITUTE GOODS.
OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BNESS INTERRUPTION). HOWEVER
CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT. LIABIL-
ITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ABING IN ANY WAY OUT OF
THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE BOIBILITY OF SUCH DAMAGE.

The copyright of the products such as crypto, dhep, netinet, netinet6, netley, netwrs, libinaté same
as that of the internet protocol version 6.

CURSES

Copyright (C) 1987. The Regents of the Universitgalifornia. All rights reserved.

Redistribution and use in source and binary formaparmitted provided that the above copyrighteeoti
and this paragraph are duplicated in all such fanmsthat any documentation, advertising materéald,
other materials related to such distribution arelacknowledge that the software was developedédy th
University of California, Berkeley. The name of thaiversity may not be used to endorse or promote
products derived from this software without speciftior written permission.

ZModem

Provided with this product is a program or code tizan be used without any restriction.

Copyright (C) 1986 Gary S. BrowAll rights reserved.

W.Boost Software License

x.

Provided with this product is reference implemeaatgtso that the Boost libraries are suit-
able for eventual standardizati@uost works on any modern operating system, inoigidiNIX and
Windows variants.

Version 1.0

Copyright (C) Gennadiy Rozental 2005. All rightseeved.

OpenlLDAP

Provided with this software is an open source im@etation of the Lightweight Directory Access Proto
col (LDAP).

Version 3

Copyright (C) 1990, 1998, 1999, Regents of the drsity of Michigan, A. Hartgers, Juan C. Gomez. All
rights reserved.
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This software is not subject to any license of Bmen University of Technology.Redistribution arsgu
in source and binary forms are permitted only dhaized by the OpenLDAP Public License.

This software is not subject to any license ofc8iti Graphics Inc.or Purdue University. Redistribatand
use in source and binary forms are permitted withestriction or fee of any kind as long as thisic®is
preserved.

BITMAP.C

Provided with this product is a program for perd@mal non-profit use.

Copyright (C) Allen 1. Holub, All rights reserved.

University of Toronto

Provided with this product is a code that is medifspecifically for use with the STEVIE editor. més-
sion is granted to anyone to use this softwaraigrpurpose on any computer system, and to realisgri
it freely, subject to the following restrictions:

1. The author is not responsible for the conseqeentuse of this software, no matter how awfugreif
they arise from defects in it.

2.The origin of this software must not be misrepnged, either by explicit claim or by omission.

3. Altered versions must be plainly marked as saol, must not be misrepresented as being the atigin
software.

Version 1.5

Copyright (C) 1986 by University of Toronto and tien by Henry Spencer.

AA.Free/OpenBSD

Copyright (c) 1982, 1986, 1990, 1991, 1993 The Regef University of California. All Rights Resee

page A-16 OmniSwitch AOS Release 6 Switch Management Guide  June 2013



B SNMP Trap Information

This appendix lists the supported SNMP traps alsitly their descriptions.
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SNMP Traps Table

The following table provides information on all SNMMraps supported by the switch. Each row includes
the trap name, its ID number, any objects (if aggilie), its command family, and a description ef th
condition the SNMP agent in the switch is reportioghe SNMP management station.

No. Trap Name Objects Family Description

0 coldStart none chassis The SNMP agent in the swatch i
reinitiating and its configuration
may have been altered.

1 warmsStart none chassis The SNMP agent in the svgtch i
reinitiating itself and its configu-
ration is unaltered.

2 linkDown Ifindex interface The SNMP agent in the switch
ifAdminStatus recognizes a failure in one of the
ifOperStatus communications links configured

for the switch.

Iflndex—A unique value, greater than zero, for each iat=f It is recommended that values are assigned con
tiguously starting from 1. The value for each ifdee sub-layer must remain constant at least froenre-ini-
tialization of the entity’s network management systto the next re-initialization.

ifAdminStatus—The desired state of the interface. The testifgte indicates that no operational packets
can be passed. When a managed system initialit@geafaces start with ifAdminStatus in the doy2) state.

As a result of either explicit management action or per configuration iafamretained by the managed sys-
tem, ifAdminStatus is then changed to either thélymr testing (3) states (or remains in the d¢@)rstate).
ifOper Satus—The current operational state of the interfaces fsting (3) state indicates that no operational
packets can be passed. If ifAdminStatus is downh@) ifOperStatus should be down(2). If ifAdmin8tais
changed to up (1) then ifOperStatus should chamge (1) if the interface is ready to transmit aeceive net-
work traffic; it should change to dormant (5) ietmterface is waiting for external actions (sustaaerial line
waiting for an incoming connection); it should réemen the down (2) state if and only if there ifaalt that
prevents it from going to the up (1) state; it ddaemain in the notPresent (6) state if the ireefhas missing
(typically, hardware) components.

3 linkUp ifindex interface The SNMP agent in the switch
ifAdminStatus recognizes that one of the com-
ifOperStatus munications links configured for

the switch has come up.

Iflndex—A unique value, greater than zero, for each iatef It is recommended that values are assigned con
tiguously starting from 1. The value for each ifdee sub-layer must remain constant at least froenre-ini-
tialization of the entity's network management systethémext re-initialization.

ifAdminStatus—The desired state of the interface. The testifgt@e indicates that no operational packets
can be passed. When a managed system initialit@geafaces start with ifAdminStatus in the doy2) state.
As a result of either explicit management action or per configuration iafmmretained by the managed sys-
tem, ifAdminStatus is then changed to either th¢l)mr testing (3) states (or remains in the dé@)rstate).
ifOper Satus—The current operational state of the interfacee fsting(3) state indicates that no operational
packets can be passed. If ifAdminStatus is downh@) ifOperStatus should be down (2). If ifAdmiatss is
changed to up (1), then ifOperStatus should chémge (1) if the interface is ready to transmit aeckeive net-
work traffic; it should change to dormant (5) iEtmterface is waiting for external actions (sustaaerial line
waiting for an incoming connection); it should reman the down (2) state if and only if there ifaalt that
prevents it from going to the up (1) state; it Sdaemain in the notPresent (6) state if the irtegfhas missing
(typically, hardware) components.
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No. Trap Name Objects Family Description

4 authenticationFailure none snmp The SNMP agent in the switch
has received a protocol message
that is not properly authenticated.

5 entConfigChange none module An entConfigChange natifin
is generated when a conceptual
row is created, modified, or
deleted in one of the entity

tables.
6 aipAMAPStatusTrap aipAMAPLast- aip The status of the Alcatel-Lucent
TrapReason Mapping Adjacency Protocol
aipAMAPLast- (AMAP) port changed.

TrapPort

aipAM APL ast TrapReason—Reason for last change of port status. Valid nresswoe 1 (port added), 2 (change
of information on existing port), 3 (port deletedhd 4 (no trap has been sent).
aipAMAPL ast TrapPort—The ifindex number of the port that most recetignged.

7 aipGMAPConflictTrap aipGMAPLast- aip Indicates a Group Mobility
TrapReason Advertisement Protocol (GMAP)
aipGMAPLast- port update conflict.
TrapPort
aipGMAPLast-
TrapMac
aipGMAPLast-
TrapProtocol
aipGMAPLast-
TrapVlan

aipGMAPL ast TrapReason—Reason for last GMAP update to not be applieddvaasons are 1 (Target
VLAN is an authenticated VLAN), 2 (update would @@t with a binding rule), 3 (update would createo
different VLAN entries for the same protocol), p@ate would create two different protocol entri@sthe
same VLAN), 5 (target VLAN is not mobile), and 6(trap has been sent).

aipGMAPL astTrapPort—The ifindex number of the last port on which thel&P was not applied because of
a conflict.

aipGMAPL astTrapM ac—The last MAC address for which a GMAP change wats n

applied because of a conflict.

aipGMAPL ast TrapProtocol—The protocol identifier of the last GMAP changattivas not applied because

of a conflict.

aipGMAPLastTrapVlan—The VLAN identifier of the last GMAP change thahsvnot applied because of a

conflict.

Note: This trap (GMAP) is not supported.

8 policyEventNotification policyTrapE- qos The switch notifies the NMS
ventDetail- when a significant event happens
String that involves the policy manager.

policyTrapE-

ventCode

policy TrapEventDetail Sring—Details about the event that took place.
policy TrapEventCode—The code of the event.
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No. Trap Name Objects Family Description

9 chassisTrapsStr chassisTrapsSthassis A software trouble report (STR)
Level was sent by an application
chassis- encountering a problem during
TrapsStrAp- its execution.
pID
chassisTrapsStr-
SnapID
chassisTrapsStr-
fileName
chassisTrapsStr-
fileLineNb
chassisTrapsStr-
ErrorNb
chassis-
TrapsStrcom-
ments
chassisTrapsStr-
datalnfo

chassisTrapsStrL evel—An enumerated value that provides the urgencyl lefvihe STR.

chassisTrapsStr Appl D—The application identification number.

chassisTraps3tr Snapl D—The subapplication identification number. You ¢eve multiple snaplDs per Sub-
application (task) but only one is to be used tws8TRs.

chassisTrapstrfileName—Name of the source file where the fault was degkcthis is given by the C ANSI
macro __FILE__. The path shouldn’t appear.

chassisTrapsStrfileLineNb—Line number in the source file where the fault \datected. This is given by the
C ANSI macro __ LINE__.

chassisTrapsStrError Nb—The fault identificator. The error number idergffithe kind the detected fault and
allows a mapping of the data contained in chasasSidatalnfo.

chassisTrapsStrcomments—Comment text explaining the fault.

chassisTrapsStrdatal nfo—Additional data provided to help to find out thegin of the fault. The contained
and the significant portion are varying in accoawith chassisTrapsStrErrorNb. The length of filesl is
expressed in bytes.

10 chassisTrapsAlert physicallndex chassis A notification that some change
chassisTrap- has occurred in the chassis.
sObjectType
chassisTrap-
sObjectNum-
ber
chassisTrapsA-
lertNumber
chassisTrapsA-
lertDescr

physicall ndex—The physical index of the involved object.

chassisTrapsObjectType—An enumerated value that provides the object tgpelved in the alert trap.
chassisTrapsObjectNumber—A number defining the order of the object in tle¢ (®.9g., the number of the
considered fan or power supply). This is intendediarify as much as possible the location of ikife or
alert. An instance of the appearance of the trapddoe “failure on a module. Power supply 3”.
chassisTrapsAlertNumber—This number that identifies the alert among adl plossible chassis alert causes.
chassisTrapsAlertDescr— The description of the alert matching Chassis3Ad@rtNumber.
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No. Trap Name Objects Family Description

11 chassisTrapsStateChange physicallndeghassis An NI status change was
chassisTrap- detected.
sObjectType
chassisTrap-
sObjectNum-
ber
chasEntPhys-
OperStatus

physicall ndex—The physical index of the involved object.

chassisTrapsObjectType—An enumerated value that provides the object tgpelved in the alert trap.
chassisTrapsObjectNumber—A number defining the order of the object in tle¢ (®.g., the number of the
considered fan or power supply). This intends &oifyl as much as possible the location of the failor alert.
An instance of the appearance of the trap coutddileire on a module. Power supply 3”.
chasEntPhysOper Satus—An enumerated value that indicates the operatistaalis of installed modules
(includes empty slots).

12 chassisTrapsMacOverlap physicallndexmodule A MAC range overlap was found
chasTrapMac- in the backplane eeprom.
Rangelndex

physicall ndex—The physical index of the involved object.
chasTrapM acRangel ndex—The MAC range index of the involved object.

13 vrrpTrapNewMaster vrrpOperMas- vrrp The SNMP agent has transferred
terlpAddr from the backup state to the mas-
ter state.

vrrpOperMaster| pAddr—The master router’s real (primary) IP addresssThihe IP address listed as the
source in the VRRP advertisement last receivedisyirtual router.

14 vrrpTrapAuthFailure vrrpTrapPack- vrrp A packet was received from the
etSrc network whose authentication
vrrpTrapAuth- key conflicts with the switch’s
ErrorType authentication key or type.

vrrpTrapPacketSrc—The IP address of an inbound VRRP packet.
vrrpTrapAuthError Type—Potential types of configuration conflicts.
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No. Trap Name

Objects Family

Description

15

healthMonDeviceTrap

healthMonRx- health
Status
healthMonRXx-
TxStatus
healthMon-
MemorySta-
tus
healthMonC-
puStatus
healthMonCm-
mTempStatus
healthMonCm-
mCpuTemp-
Status

Indicates a device-level threshold
was crossed.

healthM onRxStatus—RXx threshold status indicating if threshold wasssed or no change.

healthM onRxTxStatus— RxTx threshold status indicating if threshold veasssed or no change.

healthM onM emoryStatus—Memory threshold status indicating if thresholdsveaossed or no change.
healthM onCpuStatus—CPU threshold status indicating if threshold wasssed or no change.

healthM onCmmTempSatus—CMM temperature threshold status indicating ie#irold was crossed or no
change.
healthM onCmmCpuTempStatus—CMM CPU temperature threshold status indicatirttpiéshold was
crossed or no change.

16

healthM oduleSlot—The (one-based) front slot number within the cisass

healthMonModuleTrap

healthModule-health
Slot
healthMonRXx-
Status
healthMonRXx-
TxStatus
healthMon-
MemorySta-
tus
healthMonC-
puStatus

Indicates a module-level thresh-
old was crossed.

healthM onRxStatus—Rx threshold status indicating if threshold wasssed or no change.

healthM onRxTxStatus—RxTx threshold status indicating if threshold weasssed or no change.
healthM onM emoryStatus—Memory threshold status indicating if thresholdsveaossed or no change.
healthM onCpuStatus—CPU threshold status indicating if threshold wasssed or no change.

17

healthMonPortTrap

healthPortSlot health
healthPortlF
healthMonRXx-

Status
healthMonRXx-

TxStatus

healthPortSlot—The physical slot number for this port.
healthPortl F—The on-board interface number.
healthM onRxStatus—RXx threshold status indicating if threshold wasssed or no change.
healthM onRxTxStatus—RxTx threshold status indicating if threshold wasssed or no change.

Indicates a port-level threshold
was crossed.
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No. Trap Name Objects Family Description
18 bgpEstablished bgpPeerLastEbgp The BGP routing protocol has
ror entered the established state.
bgpPeerState

bgpPeerLastError—The last error code and subcode seen by thisqrettiis connection. If no error has
occurred, this field is zero. Otherwise, the figte of this two byte OCTET STRING contains theoewode,
and the second byte contains the subcode.

bgpPeer Sate—The BGP peer connection state.

19 bgpBackwardTransition bgpPeerLastEbgp This trap is generated when the
ror BGP router port has moved from
bgpPeerState a more active to a less active
state.

bgpPeerLastError—The last error code and subcode seen by thisqrettiis connection. If no error has
occurred, this field is zero. Otherwise, the figte of this two byte OCTET STRING contains theoewode,
and the second byte contains the subcode.

bgpPeer Sate—The BGP peer connection state.

20 esmDrvTrapDropsLink esmPortSlot interface This trap is sent when the Ether-
esmPortlF net code drops the link because
iflnErrors of excessive errors.
ifOutErrors
esmDrvTrap-

Drops

esmPortSlot—The physical slot number for this Ethernet Pohte Elot number has been added to be used by
the private trap.

esmPortlF—The on-board interface number for this Ethernet.piche port number has been added to be used
by the private trap.

ifInErrors—For packet-oriented interfaces, the number of imabpackets that contained errors preventing
them from being deliverable to a higher-layer pcotoFor character-oriented or fixed-length inteds, the
number of inbound transmission units that contairedrs preventing them from being deliverable togher-
layer protocol. Discontinuities in the value ofsitiounter can occur at re-initialization of the sgement sys-
tem and at other times as indicated by the valuColunterDiscontinuityTime.

ifOutErrors—For packet-oriented interfaces, the number of ourtol packets that could not be transmitted
because of errors. For character-oriented or fleedth interfaces, the number of outbound transpnssnits
that could not be transmitted because of errdgscontinuities in the value of this counter cagurcat re-ini-
tialization of the management system and at othed as indicated by the value of ifCounterDisauunity-

Time.

esmDrvTrapDrops— Partitioned port (separated due to errors).

21 pimNeighborLoss pimNeigh- ipmr Signifies the loss of adjacency
borlfindex with a neighbor device. This trap
is generated when the neighbor
time expires and the switch has
no other neighbors on the same
interface with a lower IP address
than itself.

pimNeighborflndex—The value of iflndex for the interface used toate¢his PIM neighbor.
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22 dvmrpNeighborLoss dvmrplinterfacapmr A 2-way adjacency relationship
LocalAddress with a neighbor has been lost.
dvmrpNeigh- This trap is generated when the
borState neighbor state changes from

[ITH

“active” to “one-way,” “ignor-
ing” or “down.” The trap is sent
only when the switch has no
other neighbors on the same
interface with a lower IP address
than itself.

dvmrplnterfacel ocalAddress—The IP address this system will use as a sourdeeas on this interface. On
unnumbered interfaces, it must be the same valderagpinterfaceLocalAddress for some interfaceshen

system.
dvmrpNeighbor Sate—State of the neighbor adjacency.
23  dvmrpNeighborNotPruning dvmrplnterfacépmr
LocalAddress
dvmrpNeigh-
borCapabili-
ties

A non-pruning neighbor has been
detected in an implementation-
dependent manner. This trap is
generated at most once per
generation ID of the neighbor.
For example, it should be
generated at the time a neighbor
is first heard from if the prune bit
is not set. It should also be
generated if the local system has
the ability to tell that a neighbor
which sets the prune bit is not
pruning any branches over an
extended period of time. The trap
should be generated if the router
has no other neighbors on the
same interface with a lower IP
address than itself.

dvmrplnterfacel ocalAddress—The IP address this system will use as a sourdeeas on this interface. On
unnumbered interfaces, it must be the same valderagpinterfaceLocalAddress for some interfaceshen

system.

dvmrpNeighbor Capabilities—This object describes the neighboring router’'satéliies. The leaf bit indi-
cates that the neighbor has only one interface métghbors. The prune bit indicates that the nesgkhipports
pruning. The generationID bit indicates that thigghlor sends its generationID in Probe messagesnitrace

bit indicates that the neighbor can handle mtrageests.
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24 risingAlarm alarmindex rmon An Ethernet statistical variable
alarmVariable has exceeded its rising thresh-
alarmSample- old. The variable’s rising thresh-
Type old and whether it will issue an
alarmValue SNMP trap for this condition are
alarmRisingTh- configured by an NMS station
reshold running RMON.

alarmlndex—An index that uniquely identifies an entry in #larm table. Each such entry defines a
diagnostic sample at a particular interval for ajeot on the device.

alarmVariable—The object identifier of the particular variabtelie sampled. Only variables that resolve to an
ASN.1 primitive type of INTEGER (INTEGER, Integer32ounter32, Counter64, Gauge, or TimeTicks) may
be sampled.

alarmSampleType—The method of sampling the selected variable ahcltating the value to be compared
against the thresholds. If the value of this obigetbsoluteValue (1), the value of the selectethiste will be
compared directly with the thresholds at the enithefsampling interval. If the value of this objectieltaValue
(2), the value of the selected variable at thedastple will be subtracted from the current vaare the differ-
ence compared with the thresholds.

alarmValue—The value of the statistic during the last sampfperiod. For example, if the sample type is
deltaValue, this value will be the difference betwehe samples at the beginning and end of theghdfithe
sample type is absoluteValue, this value will beegshmpled value at the end of the period.

alarmRisingT hreshold—A threshold for the sampled statistic. When theent sampled value is greater than
or equal to this threshold, and the value at teedampling interval was less than this threstekingle event
will be generated. A single event will also be gated if the first sample after this entry becomal is

greater than or equal to this threshold and thecie®d alarmStartupAlarm is equal to risingAladh@r risin-
gOrFallingAlarm (3).

25 fallingAlarm alarmindex rmon An Ethernet statistical variable
alarmVariable has dipped below its falling
alarmSample- threshold. The variable’s falling

Type threshold and whether it will
alarmValue issue an SNMP trap for this con-
alarmFallingTh- dition are configured by an NMS

reshold station running RMON.

alarmindex—An index that uniquely identifies an entry in thiarm table. Each such entry defines a diagnos-
tic sample at a particular interval for an objetttioe device.

alarmVariable—The object identifier of the particular variabtelie sampled. Only variables that resolve to an
ASN.1 primitive type of INTEGER (INTEGER, Integer32ounter32, Counter64, Gauge, or TimeTicks) may
be sampled.

alarmSampleType—The method of sampling the selected variable ahcltating the value to be compared
against the thresholds. If the value of this objgetbsoluteValue (1), the value of the selectethlage will be
compared directly with the thresholds at the enithefsampling interval. If the value of this objectieltaValue
(2), the value of the selected variable at thedastple will be subtracted from the current vahrel the differ-
ence compared with the thresholds.

alarmValue—The value of the statistic during the last sampfperiod. For example, if the sample type is
deltaValue, this value will be the difference betwehe samples at the beginning and end of theghdfithe
sample type is absoluteValue, this value will besbmpled value at the end of the period.
alarmFallingThreshold—A threshold for the sampled statistic. When theent sampled value is less than or
equal to this threshold, and the value at thedastpling interval was greater than this threshekingle event
will be generated. A single event will also be gated if the first sample after this entry becowad is less
than or equal to this threshold and the assocrtathStartupAlarm is equal to fallingAlarm (2) @ingOr-
FallingAlarm (3).

26 stpNewRoot vStpNumber stp Sent by a bridge thatrbedhe
new root of the spanning tree.

vStpNumber—The Spanning Tree number identifying this instance
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27 stpRootPortChange vStpNumber stp A root port has changed for a
vStpRootPort- spanning tree bridge. The root
Number port is the port that offers the

lowest cost path from this bridge
to the root bridge.

vStpNumber—The Spanning Tree number identifying this instance
vStpRootPortNumber—The port ifindex of the port which offers the lowest cost path frasntitidge to the
root bridge for this spanning tree instance.

28 mirrorConfigError mirmonPrima- pmm The mirroring configuration
rySlot failed on an NI. This trap is sent
mirmonPrima- when any NI fails to configure
ryPort mirroring. Due to this error, port
mirroringSlot mirroring session will be termi-
mirroringPort nated.

mirMonErrorNi
mirMonError

mirmonPrimarySlot—Slot of mirrored or monitored interface.
mirmonPrimaryPort—Port of mirrored or monitored interface.

mirroringSlot—Slot of mirroring interface.

mirroringPort—Port of mirroring interface.

mirMonErrorNi—The NI slot number.

mirMonError—The Error returned by the NI which failed to capfie Mirroring/Monitoring.

29  mirrorUnlikeNi mirmonPrima- pmm The mirroring configuration is
rySlot deleted due to the swapping of
mirmonPrima- different NI board type. The Port
ryPort Mirroring session which was
mirroringSlot active on a slot cannot continue
mirroringPort with the insertion of different NI
mirMonErrorNi type in the same slot.

mirmonPrimaryS|lot—Slot of mirrored or monitored interface.
mirmonPrimaryPort—Port of mirrored or monitored interface.

mirroringSlot—Slot of mirroring interface.

mirroringPort—Port of mirroring interface.

mirMonErrorNi—The NI slot number.

mirMonError—The Error returned by the NI which failed to caufie Mirroring/Monitoring.

30 sIPCAMStatusTrap sIPCAMSiIot- bridge The trap status of the Layer 2
Number pesudoCAM for this NI.
sIPCAMSlice-
Number
sIPCAMStatus

ssPCAM SlotNumber—The slot number of this Coronado switching/routifglC.
SIPCAM SliceNumber—The slice number of this Coronado switching/rogithkSIC.
dPCAMSatus—The Layer 2 pesudoCAM status of this Coronado@wig/routing ASIC.

31 unused N/A N/A

32 unused N/A N/A
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33 slbTrapOperStatus slbTrapinfoEntoad A change occurred in the
tityGroup balancing operational status of the server
slbTrapInfoOp- load balancing entity.
erStatus
slbTrapinfo-

ClusterName
slbTrapinfoS-
erverlpAddr

sibTraplnfoEntityGroup—The entity group inside SLB management.
sbTraplnfoOper Satus—The operational status of an SLB cluster or server
slbTraplnfoCluster Name—A change occurred in the operational status d3laB entity.
sbTraplnfoServer I[pAddr—The IP address of a server.

Note: This trap is not supported.

34 ifMauJabberTrap ifMauJabber- interface This trap is sent whenever a
State managed interface MAU enters
the jabber state.

ifMauJabber Sate—The value other(1) is returned if the jabber state is not 2,43, Tdre agent MUST always
return other(1) for MAU type dot3MauTypeAUI. Thelwa unknown(2) is returned when the MAU'’s true estat
is unknown; for example, when it is being initigdz If the MAU is not jabbering the agent returndabber(3).
This is the “normal” state. If the MAU is in jabbstate the agent returns the jabbering(4) value.

35 sessionAuthenticationTrap sessionAc-  session An authentication failure trap is
cessType sent each time a user authentica-
sessionUser- tion is refused.
Name
sessionUserl-
pAddress
sessionAuth-
Failure

sessionAccessType—The access type of the session.
sessionUser Name—The user name of the user logged-in.
sessionUser I pAddress—The IP address of the user logged-in.

36 trapAbsorptionTrap trapAbsorStampone The absorption trap is sent when
trapAbsor- a trap has been absorbed at least
Trapld once.
trapAbsor-
Counter
trapAbsorTime

trapAbsor Samp—The time stamp of the absorbed trap.

trapAbsor Trapl d—The trap identifier of the absorbed trap.

trapAbsor Counter—The number of the iterations of the absorbed trap.
trapAbsor Time—The time stamp of the last iteration.

37 alaStackMgrDuplicateSlotTrap alaStack- chassis Two or more slots claim to have
MgrSlotNI- the same slot number.
Number

alaStackM gr SlotNINumber—The numbers allocated for the stack Nlis are from 8.
Note: This trap is not supported on chassis-based sestc
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38 alaStackMgrNeighborChangeTrap alaStack-  chassis

MgrStackSta-
tus

alaStack-
MgrSlotNI-
Number

alaStackMgr-
Tra-
pLinkNumber

Indicates whether or not the stack
is in loop.

alaStackM gr Stack Status—Indicates whether the stack is or is not in a loop
alaStackM gr SlotNINumber—The numbers allocated for the stack Nls are froon81
alaStackM gr TrapLinkNumber—Holds the link number when the stack is not in@pl

Note: This trap is not supported on chassis-based lsestc

39 alaStackMgrRoleChangeTrap
mary
alaStackMgr-
Secondary

alaStackMgrRifirassis

Indicates that a new primary or
secondary stack is elected.

alaStackM gr Primary—Holds the number of the stack, which is in Primanie.
alaSackM gr Secondar y—Holds the number of the stack, which is in Secondale.

Note: This trap is not supported on chassis-based kastc

40 IpsViolationTrap
Name
IpsTrapSwitchl-
pAddr
IpsTrapSwitch-
Slice
IpsTrapSwitch-
Port
IpsTrapViolat-
ingMac
IpsTrapViola-
tionType
systemServices-
Date
systemServices-
Time

IpsTrapSwitchName—The name of the switch.
IpsTrapSwitchlpAddr—The IP address of switch.

IpsTrapSwitch- bridge

A Learned Port Security (LPS)
violation has occurred.

IpsTrapSwitchSlice— The physical slice number for the LPS port onahitthe violation occurred.
IpsTrapSwitchPort—The physical port number on which the violatiorweed.

IpsTrapViolatingM ac—The violating MAC address.

IpsTrapViolationType—The type of violation that occurred on the LPStpor
systemServicesDate—This object contains the current System Date énfttlowing format: MM/DD/YYYY.
systemServicesTime—This object contains the current System Time @nftilowing format: HH:MM:SS.

41 alaDoSTrap alaDoSType

alaDoSDetected

Indicates that the sending agent
has received a Denial of Service
(DoS) attack.

alaDoSType—Index field for the alaDoSTable. Integer indicatithe DoS Type: O=portscan, 1=tcpsyn,

2=pingofdeath, 3=smurf, 3=pepsi, 5=land and 6=tegBlonkBoink.

alaDoSDetected—Number of attacks detected
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42  gmBindRuleViolation gmBindRule- vlan Occurs whenever a binding rule
Type which has been configured gets
gmBindRuleV- violated.
lanid
gmBindRulel-
PAddress
gmBin-
dRuleMac-
Address
gmBindRule-
Portlfindex
gmBin-
dRuleProto-
Class
gmBindRu-
leEthertype
gmBindRuleD-
sapSsap

gmBindRuleType—Type of binding rule for which trap sent.

gmBindRuleVlanld—Binding Rule VLAN Id.

gmBindRulel PAddress—Binding Rule IP address.

gmBindRuleM acAddress—Binding Rule Mac Address.

gmBindRulePortlflndex—The ifindex corresponding to the mobile port orightithe binding rule violation
occurred.

gmBindRuleProtoClass—The encoded protocol number used for binding VLA&ksification.
gmBindRuleEthertype—Ethertype value for generic Ethertype or snap.rtifes value has no meaning for
vProtoRuleProtoClass set to values other than1d or

gmBindRuleDsapSsap— DSAP and SSAP values for generic DSAP/SSAP aniiFSidles. This value has no
meaning for vProtoRuleProtoClass set to valuesratizn 10.

43 unused N/A N/A

44 unused N/A N/A

45  unused N/A N/A

46  unused N/A N/A

47  pethPsePortOnOff pethPsePortDeaodule Indicates if power inline port is
tectionStatus or is not delivering power to the a

power inline device.

pethPsePortDetectionStatus—Describes the operational status of the port Patien. A value of disabled
(1)- indicates that the PSE State diagram is irstate IDLE. A value of searching (2)- indicateattthe PSE
State diagram is in the state DETECTION, CLASSIFTG2N, SIGNATURE_INVALID or BACKOFF. A
value of deliveringPower (4) - indicates that tt8H5State diagram is in the state POWER_UP, POWER0ION
POWER_OFF. A value of fault (5) - indicates that SE State diagram is in the state TEST_ERROReor t
state IDLE due to the variable error condition. [Eadetected are vendor-specific. A value of tést (ndicates
that the PSE State diagram is in the state TEST_EOQDvalue of denyLowPriority (8) indicates thaetport
was disabled by the power management system, er twdkeep active higher priority ports.

Note: This trap is not supported on OmniSwitch 640@M®&G&nd 6855 switches.
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48 pethPsePortPowerMaintenanceStatus pethPsePortrodule Indicates the status of the power
PowerMain- maintenance signature for inline
tenanceStatus power.

pethPsePortPower M aintenanceStatus—The value ok (1) indicates the Power Maintenariga&ure is
present and the overcurrent condition has not detetted. The value overCurrent (2) indicates amawrent
condition has been detected. The value mPSAbsent (3) indicates that the Rantendhce Signature is
absent.

Note: This trap is not supported only on OmniSwitch 846800, and 6855 switches.

49 pethMainPowerUsageOn pethMainPse@odule Indicates that the power inline
onsumption- usage is above the threshold.
Power

pethM ainPseConsumptionPower—Measured usage power expressed in Watts.
Note: This trap is not supported only on OmniSwitch 846800, and 6855 switches.

50 pethMainPowerUsageOff pethMainPseC@nodule Indicates that the power inline
onsumption- usage is below the threshold.
Power

pethM ainPseConsumptionPower—Measured usage power expressed in Watts.
Note: This trap is not supported on OmniSwitch 640M@&&nd 6855 switches.

51 ospfNbrStateChange ospfRouterld ospf Indicates a state change of the
ospfNbripAddr neighbor relationship.
ospfNbrAd-

dressLesslIn-

dex
ospfNbrRtrid
ospfNbrState

ospfRouter | d—A 32-bit integer uniquely identifying the router the Autonomous System. By convention, to
ensure uniqueness, this should default to the \afloae of the router’s IP interface addresses.
ospfNbrIpAddr—The IP address this neighbor is using in its IBrSe Address. Note that, on address-less
links, this will not be 0.0.0.0, but the address of another of the neighbrtates.

ospfNbr AddressL esslndex—On an interface having an IP Address, zero. Omesddless interfaces, the
corresponding value of ifindex in the Internet $i@m MIB. On row creation, this can be derived friova
instance.

ospfNbrRtrId—A 32-bit integer (represented as a type IpAddrasgjuely identifying the neighboring router
in the Autonomous System.

ospfNbr State—The State of the relationship with this Neighbor.

52  ospfVirtNbrStateChange ospfRouterld ospf Indicates a state change of the
ospfVirtN- virtual neighbor relationship.
brArea
ospfVirtN-
brRtrid
ospfVirtN-
brState

ospfRouter | d—A 32-bit integer uniquely identifying the routerthe Autonomous System. By convention, to
ensure uniqueness, this should default to the \a@floae of the router's IP interface addresses.

ospfVirtNbr Area—The Transit Area |dentifier.

ospfVirtNbrRtrld—A 32-bit integer uniquely identifying the neighioay router in the Autonomous System.
ospfVirtNbr State—The state of the Virtual Neighbor Relationship.
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53 httpServerDoSAttackTrap httpConnectiomebmgt This trap is sent to management
Stats station(s) when the HTTP server
httpsConnec- is under Denial of Service attack.
tionStats The HTTP and HTTPS

connections are sampled at a 15
second interval. This trap is
sent every 1 minute while the
HTTP server detects it is under
attack.

httpConnectionSats—The number of HTTP connection attempts over thet p& seconds.

54 alaStackMgrDuplicateRoleTrap alaStack- chassis The element identified by
MgrSlotNI- alaStackMgrSlotNINumber
Number detected the presence of two
alaStackMgr- elements with the same primary
ChasRole or secondary role as specified by
alaStackMgrChasRole on the
stack.

alaStackM gr SlotNI Number—Numbers allocated for the stack Nls as follows:
- 0: invalid slot number
- 1..8: valid and assigned slot numbersesponding to values from the entPhysicalTable
- 1001..1008: switches operating in passufjh mode
- 255: unassigned slot number.
alaStackM gr ChasRole—The current role of the chassis as follows:
- unassigned(0),

- primary(1),
- secondary(2),
- idle(3),
- standalone(4),
- passthrough(5).
Note: This trap is not supported on chassis-based kastc
55 alaStackMgrClearedSlotTrap alaStack- chassis The element identified by
MgrSlotNI- alaStackMgrSlotNINumber will
Number enter the pass through mode

because its operational slot was
cleared with immediate effect.

alaStackM gr SlotNINumber—Numbers allocated for the stack Nls as follows:
- 0: invalid slot number
- 1..8: valid and assigned slot numbersesponding to values from the entPhysicalTable
- 1001..1008: switches operating in passufjh mode
- 255: unassigned slot number.
Note: This trap is not supported on chassis-based sestc

56 alaStackMgrOutOfSlotsTrap N/A chassis One elemetti@ftack will
enter the pass through mode
because there are no slot
numbers available to be assigned
to this element.

Note: This trap is not supported on chassis-based sestc
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57 alaStackMgrOutOfTokensTrap alaStack- chassis The element identified by
MgrSlotNI- alaStackMgrSlotNINumber will
Number enter the pass through mode

because there are no tokens
available to be assigned to this
element.

alaStackM gr SlotNI Number—Numbers allocated for the stack Nls as follows:
- 0: invalid slot number
- 1..8: valid and assigned slot numbersesponding to values from the entPhysicalTable
- 1001..1008: switches operating in passufjh mode
- 255: unassigned slot number.
Note: This trap is not supported on chassis-based sestc

58 alaStackMgrOutOfPassThruSlotsTrap N/A chassis There0 pass through slots
available to be assigned to an ele-
ment that is supposed to enter the
pass through mode.

Note: This trap is not supported on chassis-based kst the current release.

59 gmHwVlanRuleTableOverloadAlert  gmOverloadRulan An overload trap occurs
leTable whenever a new entry to the
gmOverloadRu- hardware VLAN rule table gets

leType dropped due to the overload of
gmOverloadRu- the table.
leVlanid
gmOverloadRu-
leMacAd-
dress
gmOverloadRu-
lelpAddress
gmOverloadRu-
leProtocol
gmOverloadRu-
lelpxNetwork

gmOverloadRuleTable—Overloaded hardware VLAN rule table.

gmOverloadRuleType—VLAN rule types that are not configured due to tverload of the hardware VLAN
rule table.

gmOverloadRuleVianld—The overloaded VLAN ID.

gmOverloadRuleM acAddress—The overloaded MAC address.

gmOverloadRulel pAddress—The overloaded IP address.

gmOverloadRuleProtocol—The overloaded protocol type.

gmOverloadRulel pxNetwor k—The overloaded IPX network address.

60 InkaggAggUp traplnkaggld linkaggre- Indicates the link aggregate is
traplnkaggPor- gation active. This trap is sent when any
tifindex one port of the link aggregate
group goes into the attached
state.

traplnkaggl d—Index value of the Link Aggregate group.
traplnkaggl flndex—Port of the Link Aggregate group.
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61 InkaggAggDown traplnkaggld linkaggre- Indicates the link aggregate is not
traplnkaggPor- gation active. This trap is sent when all

tifindex ports of the link aggregate group
are no longer in the attached
state.

traplnkaggl d—Index value of the Link Aggregate group.

traplnkaggl flndex—Port of the Link Aggregate group.

62 InkaggPortJoin traplnkaggld linkaggre- This trap is sent when any given
traplnkaggPor- gation port of the link aggregate group

tifindex goes to the attached state.
traplnkaggl d—Index value of the Link Aggregate group.

traplnkaggl flndex—Port of the Link Aggregate group.

63 InkaggPortLeave traplnkaggld linkaggre- This trap is sent when any given
traplnkaggPor- gation port detaches from the link

tiflndex aggregate group.

traplnkaggl d—Index value of the Link Aggregate group.

traplnkaggl flndex—Port of the Link Aggregate group.

64 InkaggPortRemove traplnkaggld linkaggre- This trap is sent when any given
traplnkaggPor- gation port of the link aggregate group

tifindex is removed due to an invalid con-
figuration.

traplnkaggl d—Index value of the Link Aggregate group.

traplnkaggl flndex—Port of the Link Aggregate group.

65 pktDrop pktDropType IP The pktDrop trap indicates that
pktDroplfindex the sending agent has dropped
pktDropCount certain packets (to blocked IP
pktDropFrag ports, from spoofed addresses,

pktDropType—Reason index for why the packet was dropped.
pktDroplflndex—Interface index (if_index) of the ingress port lo¢ tdropped pkt.
pktDropCount—The number of packet drops (within a configurecdktimterval) of the pktDropType that trig-

gered this particular trap instance.

and so on.).

pktDropFrag—Less than or equal to 512 bytes of the droppedgigdismac[12], tag[4], etype[2], pay-

load[..512] (O if DropCount only).

66  monitorFileWritten mirmonPrima- pmm A File Written Trap is sent when
rySlot the amount of data requested by
mirmonPrima- the user has been written by the
ryPort port monitoring instance.
monitorFile-
Name

monitorFileSize

mirmonPrimaryS|lot—Slot of mirrored or monitored interface.

mirmonPrimaryPort—Port of mirrored or monitored interface.

monitor FileName—The name of the file in which the traffic will beosed (the default is
“PMONITOR.ENC").

monitor FileSize—The number of bytes in 16K (16384) increments afidvior the file (default 16384 bytes).
The file contains only the lastonitor FileName bytes of the current port monitoring instance.
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67 alaVrrp3TrapProtoError alaVrrp3TrapPvrrp The error trap indicates that the
otoErrReason sending agent has encountered

the protocol error.

alaVvrrp3TrapProtoErr Reason—This indicates the reason for protocol error trap

68 alaVrrp3TrapNewMaster alaVrrp3O0perhirrp The newMaster trap indicates
asterlpAd- that the sending agent has
drType transitioned to Master state.

alaVrrp30perM
asterlpAddr

alaVrrp3TrapNe
wMasterRea-
son

alavrrp3OperMaster IpAddr Type—This specifies the type of alaVrirp3OperMasterlpAuhdthis row.
alaVrrp30Oper M aster IpAddr—The master switch’s real (primary for vrrp ovev4 IP address. This is the Ip
address listed as the source in the advertiserasntdceived by this virtual switch. For IPv6,r&kliocal
address.

alaVrrp3TrapNewM aster Reason—This indicates the reason for NewMaster trap.

69 gmHwMixModeSubnetRuleTable- gmSubnetRule- vlan A subnet overload trap occurs in
OverloadAlert Table mixed mode whenever a new
gmOverloadRu- entry to the HW subnet rule table
leSlice gets dropped due to the overload
of the table.

gmSubnetRuleTable—Overloaded HW subnet rule table.
gmOverloadRuleSlice—Overloaded slot I1d.
Note: This trap is not supported.

70 pethPwrSupplyConflict pethSourceSlot chassis This tragnisvghen there is a
power supply conflict in a POE
device.

pethSour ceSlot—Slot number of generating entity.

71 pethPwrSupplyNotSupported pethSourceSlot chassis s tiidp is sent when the power
supply is not supported.

pethSour ceSlot—Slot number of generating entity.

72  IpsPortUpAfterLearningWindowEx- IpsTrapSwitch- bridge This trap is sent when an LPS
piredT Name port joins or is enabled after the
IpsTrapSwitch- Learning Window is expired,
Slice disabling the MAC address
IpsTrapSwitch- learning on the port.
Port
systemServices- This trap is also generated at the
Date time the Learning Window
systemServices- expires, with a slice and port
Time value of 0.

IpsTrapSwitchName—The name of the switch.

IpsTrapSwitchSlice—The slot number for the LPS port on which the afimin occured
IpsTrapSwitchPort—The port number for the LPS port on which the afian occured
systemServicesDate—The current System Date in the following formatvVIDD/YYYYY.
systemServicesTime—The current System Time in the following formati#VIM:SS.
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73  vRtrisisDatabaseOverload VRtrisisSystelsis This trap is sent when the system
Leve enters or leaves the Overload
lisisSysL1 State state.

isisSysL2 State

VRtrlsisSystemL evel—Identifies the level to which the notification digs.Routing within an area is referred
to as Level-1 routing. Routing between two or memesas is referred to as Level 2 routing. Each anesa sep-
arate copy of the basic link-state routing algonith

isisSysL 1State—Level 1 Routing (1)

isisSysL 2State—Level 2 Routing (2)

74 vRtrlsisManualAddressDrops isisManAr-  isis This trap is sent when one of the
eaAddrExist- manual area addresses assigned
State to this system is ignored when

computing routes. The object
vRtrlsisManAreaAddrExistState
describes the area that has been
dropped.

This trap is edge triggered, and
should not be regenerated until
an address that was used in the
previous computation has been

dropped.
issManAreaAddr ExistSate—The area ID that was ignored when computing routes
75 vRtrisisCorruptedLSPDetected VRtrisisSysteisis This trap is sent when an LSP
Level that was stored in memory has
VRtrlsisTrapL- become corrupted.
SPID

The LSP ID is forwarded. The ID
may be known, but in some
implementations there is a
chance that the ID itself will be
corrupted.

VRtrlsisSystemL evel—Identifies the level to which the notification digs.Routing within an area is referred
to as Level-1 routing. Routing between two or mameas is referred to as Level 2 routing. Each anea a
separate copy of the basic link-state routing étlgir.

VRtrlsisTrapL SPID—AnN Octet String that uniquely identifies a Linka& PDU.

76  VvRtrisisMaxSeqgExceedAttempt VRItrlsisSys- isis This trap is sent when the
temLevel sequence number on an LSP
VRtrlsisTrapL- wraps the 32 bit sequence
SPID counter.

VRtrlsisSystemL evel—Identifies the level to which the notification digs.Routing within an area is referred
to as Level-1 routing. Routing between two or memesas is referred to as Level 2 routing. Each anesa sep-
arate copy of the basic link-state routing algonith

VRtrlsisTrapL SPID—An Octet String that uniquely identifies a Linkag& PDU.
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77  vRtrisisIDLenMismatch VRIrlsis- isis This trap is sent when when a
FieldLen PDU with a different System ID
VRtrisisIfindex Length is received. The notifica-
VRtrIsisPDUF- tion includes the index to identify
ragment the circuit for the PDU and the

header of the PDU, which may
help a network manager identify
the source of the problem.

VRtrlsisFieldLen—The System ID Field length.
VRtrlsisIfindex—The ISIS interface on which the PDU was received.
VvRtrlsisPDUFragment—The first 64 bytes of a PDU that triggered thetra

78  vRtrisisMaxAreaAddrsMismatch VRtrIsisMax- isis This trap is sent when a PDU
AreaAddress, with a different Maximum Area
vRitrlsisIfindex Addresses value is recieved. The
VvRtrlsisPDUF- notification includes the header
ragment of the packet, which may help a

network manager identify the
source of the problem.

VRtrlsisMaxAreaAddress—The maximum number of area addresses in the PDU.
VvRtrlsisIfindex—The ISIS interface on which the PDU was received.
VRtrlsisPDUFragment—The first 64 bytes of a PDU that triggered the@tra

79  VRtrlsisOwnLSPPurge VRtrisislfindexisis This trap is sent when sent when
VRtrisisTrapL- a PDU is received with the
SPID system ID and zero age. This
VRtrlsisSystem- notification includes the circuit
Level Index if available, which may

help a network manager identify
the source of theproblem.

VRtrlsislfindex—The ISIS interface on which the PDU was received.

VRtrlsisTrapL SPID—AnN Octet String that uniquely identifies a Linkag PDU.

VRtrlsisSystemL evel—Identifies the level to which the notification digs.Routing within an area is referred
to as Level-1 routing. Routing between two or memeas is referred to as Level 2 routing. Each anesa sep-
arate copy of the basic link-state routing alganith

80 vRtrisisSequenceNumberSkip VRItrisisTraplisis If an LSP without System ID and
SPID different contents is received, the
VRtrisisIfindex LSP may be reissued with a
VRtrlsisSystem- higher sequence number.
Level

If two Intermediate Systems are
configured with the same System
ID, the sequence number is
increased and this natification is
sent.

VRtrlsisTrapL SPID—An Octet String that uniquely identifies a Linkag& PDU.

VRtrlsislfindex—The ISIS interface on which the PDU was received.

VRtrlsisSystemL evel—Identifies the level to which the notification digs.Routing within an area is referred
to as Level-1 routing. Routing between two or maneas is referred to as Level 2 routing. Each anesia sep-
arate copy of the basic link-state routing algonith
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81 vRtrisisAutTypeFall VRtrIsisSystemisis This trap is sent when a PDU
Level, with the wrong authentication
VRtrIsisPDUF- type is received. The notification
ragment, includes the header of the packet,
VRtrisisIfindex which may help a network
manager identify the source of
the problem.

VRtrlsisSystemL evel—Identifies the level to which the notification digs.Routing within an area is referred.
to as Level-1 routing. Routing between two or memeas is referred to as Level 2 routing. Each anesa sep-
arate copy of the basic link-state routing algonith

VRtrlsisPDUFragment—Contains up to the first 64 bytes of a PDU thigigered the trap.
vRtrlsislfindex—The ISIS interface on which the PDU was received.

82  vRtrisisAuthFalil VRItrlsisSystemisis This trap is sent when a PDU
Level, with incorrent authentication
VRtrlsisPDUF- information is received. The noti-
ragment, fication includes the header of
vRtrisislfindex the packet, which may help a

network manager identify the
source of the problem.

VRtrlsisSystemL evel—Identifies the level to which the notification digs.Routing within an area is referred
to as Level-1 routing. Routing between two or maneas is referred to as Level 2 routing. Each anesia sep-
arate copy of the basic link-state routing alganith

VRtrlsisPDUFragment—Contains up to the first 64 bytes of a PDU thigigtered the trap.
vRtrlsislfindex—The ISIS interface on which the PDU was received..

83 VRtrisisVersionSkew VRtrlsisProto-isis This trap is sent when a Hello
colVersion PDU is received from an IS
VRtrlsisSystem- running a different version of the
Level protocol.
VRtrIsisPDUF-
ragment This notification includes the
VRtrisisIfindex header of the packet, which may

help a network manager identify
the source of the problem.

VRtrlsisProtocol Ver sion—The PDU protocol version.

VRtrlsisSystemL evel—Identifies the level to which the notification digs.Routing within an area is referred
to as Level-1 routing. Routing between two or maneas is referred to as Level 2 routing. Each anea a
separate copy of the basic link-state routing atlgr.

VRtr1sisPDUFragment—Contains up to the first 64 bytes of a PDU thigigered the trap.
VRtrlsislfindex—The ISIS interface on which the PDU was received.

84  vRtrisisAreaMismatch VRItrIsisLSP- isis This trap is sent when a Hello
Size PDU from an IS that does not
VRtrlsisSystem- share any area address is
Level received.
VRtrisisIfindex
VRtrlsisPDUF- This notification includes
ragment the header of the packet, which

may help a network manager
identify the source of the
confusion.
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VRtrlsisL SPSize—The size of the LSP received.

VRtrlsisSystemL evel—Identifies the level to which the notification digs.Routing within an area is referred
to as Level-1 routing. Routing between two or mameas is referred to as Level 2 routing. Each anea a
separate copy of the basic link-state routing étlgior.

VRtrlsislfindex—The ISIS interface on which the PDU was received.

VRtr1sisPDUFragment—Contains up to the first 64 bytes of a PDU thigigered the trap.

85 VRtrisisRejectedAdjacency VRItrlsisSys- isis This trap is sent when a Hello
temLevel PDU is received from an IS, but
VRtrisisIfindex an adjacency is not established

due to a lack of resources.

VRtrlsisSystemL evel—Identifies the level to which the notification digg.Routing within an area is referred
to as Level-1 routing. Routing between two or memeas is referred to as Level 2 routing. Each anea a
separate copy of the basic link-state routing atlgir.

vRtrlsislfindex—The ISIS interface on which the PDU was received.

86 VRtrisisLSPToolLargeToPropagate VRtrIsisLSP-isis This trap is sent when an LSP is
Size larger than the Data Link Block
VRtrlsisSystem- Size for a circuit.
Level
VRtrlsisTrapL-
SPID

vRitrlsisIfindex

VRtrlsisL SPSize—The size of the LSP received.

VRtrlsisSystemL evel—Identifies the level to which the notification digs.Routing within an area is referred
to as Level-1 routing. Routing between two or maneas is referred to as Level 2 routing. Each anesia sep-
arate copy of the basic link-state routing alganith

VRtrlsisTrapL SPID—AnN Octet String that uniquely identifies a Linka& PDU.

vRtrlsislfiIndex—The ISIS interface on which the LSP was received.

87  VRtrisisOrigLSPBufSizeMismatch VRtrlsisOrigi- isis This trap is sent when a Level 1

natingBuffer- or 2 LSP is received that is larger
Size than the local value for the

VRtrisisSystem- originating LSP Buffer Size; or
Level when a Level 1 or 2 LSP is

VRtrIsisTrapL- received containing the originat-
SPID ing LSP Buffer Size option but

VRtrisisIfindex the value in the PDU option field

does not match the local value
for the originating LSP Buffer
Size.

VRtrlsisOriginatingBuffer Size—The buffer size advertised by the peer.

VRtrlsisSystemL evel—Identifies the level to which the notification digs.Routing within an area is referred
to as Level-1 routing. Routing between two or memeas is referred to as Level 2 routing. Each amesa
separate copy of the basic link-state routing étlgior.

VRtrlsisTrapL SPID—AnN Octet String that uniquely identifies a Linka& PDU.

vRtrlsislfindex—The ISIS interface on which the LSP was received.
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88  VRtrisisProtoSuppMismatch VRItrlsisProtodsis This trap is sent when a non-
colsSup- pseudonode segment O LSP is
ported received that has no matching
VRtrlsisSystem- protocols supported.
Level
VRtrilsisTrapL- This may be because the system
SPID does not generate the field, or
vRtrisisIfindex because there are no common
elements.

The list of protocols supported
should be included in the
notification: it may be empty if
the TLV is not supported, or if
the TLV is empty.

VRtrlsisProtocolsSupported—The protocols supported by an adjacent systenis may be empty
VRtrlsisSystemL evel—Identifies the level to which the notification digs.Routing within an area is referred
to as Level-1 routing. Routing between two or maneas is referred to as Level 2 routing. Each anesia sep-
arate copy of the basic link-state routing algaornith

VRtrlsisTrapL SPID—AnN Octet String that uniquely identifies a Linkag PDU.

vRtrlsislfindex—The ISIS interface on which the LSP was received.

89 VRtrisisAdjacencyChange VRtrlsisSys- isis This trap is sent when adjacency
temLevel changes state, entering or leaving
VRtrisisIfindex state up.
VRtrlsisTrapL-
SPID The first 6 bytes of the vRtrisis-
isisISAdjState TrapLSPID are the SystemID of

the adjacent IS. The isisISAd-
jState is the new state of the
adjacency.

VRtrlsisSystemL evel—Identifies the level to which the notification digs.Routing within an area is referred
to as Level-1 routing. Routing between two or memesas is referred to as Level 2 routing. Each anesa sep-
arate copy of the basic link-state routing alganith

VRtrlsisifindex—The ISIS interface on which the trap was received.

VRtrlsisTrapL SPID—AnN Octet String that uniquely identifies a Linka& PDU.

isisl SAdjSate—The state of the adjacent router.

90 vRirisisCircldExhausted VRtrisislfindex isis This trap is sent when sent when
ISIS cannot be started on a LAN
interface because a unique circid
could not be assigned due to the
exhaustion of the Circuit ID
space. This can only happen on
broadcast interfaces.

When this happens, the interface
is marked operationally down.
When an operationally up
interface is deleted, the Circuit
ID can be reused by any interface
waiting to receive a unique Cir-
cuit ID.

vRtrlsisiflndex—The ISIS interface.
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91 vRtrisisAdjRestartStatusChange VRItrlsisSys-isis This trap is sent when an
temLevel adjancency's graceful restart
VRtrisisIfindex status changes.
VRtrIsisISAd-
jRestartStatus

VRtrlsisSystemL evel—Identifies the level to which the notification digs.Routing within an area is referred
to as Level-1 routing. Routing between two or memesas is referred to as Level 2 routing. Each anesa sep-
arate copy of the basic link-state routing algaonith

VRtrlsislfindex—The ISIS interface.

VRtrlsisl SAdjRestartSatus—The new graceful restart state of the adjacency.

92 dotlagCfmFaultAlarm bridge A

gmSubnetRuleTable—Overloaded HW subnet rule table.
gmOverloadRuleSlice—Overloaded slot Id.

93 unused N/A N/A N/A

gmSubnetRuleTable—Overloaded HW subnet rule table.
gmOverloadRuleSlice—Overloaded slot Id.

94 lldpRemTablesChange lldptatsRemTaip This trap is sent when the value
bleslnserts ofthe LLDP Stats Rem Table
lldptatsRemTa- Last ChangeTime changes. It
blesDeletes can be utilized by an NMS to
lldptatsRemTa- trigger LLDP remote systems
blesDrops table maintenance polls.
lldptatsRemTa-

blesAgeouts

IldptatsRemTablesl nserts—The number of times the complete set of infornratdvertised by a particular
MSAP has been inserted into tables contained pR&moteSystemsData and lldpExtensions objects.
IldptatsRemTablesDeletes—The number of times the complete set of infornratidvertised by a particular
MSAP has been deleted from tables contained irfRkapote SystemsData and lIdpExtensions objects
[ldptatsRemTablesDrops—The number of times the complete set of infornratidvertised by a particular
MSAP could not be entered into tables containditipRemoteSystemsData and lldpExtensions objects
because of insufficient resources

[ldptatsRemTablesAgeouts—The number of times the complete set of infornmatidvertised by a particular
MSAP has been deleted from tables contained irRkaipote SystemsData and lldpExtensions objects becaus
the information timeliness interval has expired.

95 chassisTrapsPossibleDuplicateMac physicallndeghassis This trap is sent when there is a
baseMacAd- possiblity of duplicate a MAC
dress address in the network.

physicall ndex—The Physical index of the involved object.
baseM acAddress—The base MAC Address.
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96

alaPimNeighborLoss

alaPimNeigh- ipmr
borUpTime

This trap is sent when an
adjacency with a neighbor is lost.

The notification is generated
when the neighbor timer expires,
and the router has no other neigh-
bors on the same interface with
the same IP version and a lower
IP address than itself.

The notification is generated
whenever the PIM NeighborLoss
Count is incremented, subject to
the rate limit specified by the
PIM Neighbor Loss Notification-
Period.

alaPimNeighbor UpTime—The time since this PIM neighbor (last) becameiglmbor of the local router.

97

alaPimInvalidRegister

alaPimGroup- ipmr
MappingPim-
Mode
alaPimInvali-
dRegisterAd-
dressType
alaPimInvali-
dRegisterOri-
gin
alaPimInvali-
dRegister-
Group
alaPimInvali-
dRegisterRp

This trap is sent when an invalid
PIM Register message is
received.

The notification is generated
whenever the PIM Invalid
Register Message Reveived
counter is incremented, subject to
the rate limit specified by the
Invalid Register NotificationPe-
riod.

alaPimGroupM appingPimMode—The PIM mode used for groups in this group prefix.

alaPimInvalidRegister AddressType—The address type stored in alaPimInvalidRegistgi@ralaPiminvalid
RegisterGroup and alaPimInvalidRegisterRp. If nexjpected Register messages are received, the engsit
to “Unknown”.
alaPimlnvalidRegister Origin—The source address of the last unexpected Registesage received by this-

device
alaPimlnvalidRegister Group—The IP multicast group address to which the lasixpected Register message

received by this device was addressed.

alaPimlnvalidRegister Rp—The RP address to which the last unexpected Registssage received by this
device was delivered.
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98 alaPimInvalidJoinPrune

alaPimGroup-ipmr
MappingPim-
Mode
alaPimiInvalid-
JoinPruneAd-
dressType
alaPimInvalid-
JoinPruneOri-
gin
alaPimInvalid-
JoinPrune-
Group
alaPimInvalid-
JoinPruneRp
alaPimNeigh-
borUpTime

This trap is sent when an invalid
PIM Join/Prune message is
received.

The notification is generated
whenever the PIM Invalid Join
Prune Messages Recieved
counter is incremented, subject to
the rate limit specified by the
PIM Invalid Join/Prune
Notification Period.

alaPimGroupM appingPimM ode—The PIM mode used for groups in this group prefix.
alaPimlnvalidRegister AddressType—The address type stored in alaPimInvalidRegistigi@QralaPimInvalid
RegisterGroup and alaPimInvalidRegisterRp. If nexjpected Register messages are received, the angedt

to “Unknown”.

alaPimInvalidJoinPruneOrigin—The source address of the last unexpected JomgRnessage received
alaPimInvalidJoinPruneGroup—The IP multicast group address carried in thedastxpected Join/Prune

message received

alaPimInvalidJoinPruneRp—The RP address carried in the last unexpectedRloine message received
alaPimNeighbor UpTime—The time since this PIM neighbor (last) becameiglmbor of the local router.

99 alaPimRPMappingChange

alaPimGroup- ipmr
MappingPim-
Mode

alaPimGroup-
MappingPre-
cedence

This trap is sent when a change is
detected to the active RP
mapping on the device.

The notification is generated
whenever the PIM RP Mapping
Change Count is incremented,
subject to the rate limit specified
by PIM RP Mapping Change
Notification Period

alaPimGroupM appingPimMode—The PIM mode used for groups in this group prefix.
alaPimGroupM appingPrecedence—The value for alaPimGroupMappingPrecedence toskd tor this static
RP configuration. This allows fine control overianconfiguration is overridden by this static dgafation

100 alaPiminterfaceElection

alaPimlnterfaceAddressType—The address type of the PIM interface.

alaPiminter- ipmr

faceAd-

dressType
alaPiminter-

faceAddress

This trap is sent when a new DR
or DR has been elected on a net-
work.

The notification is generated
whenever the counter PIM
Interface Elections Win Count is
incremented, subject to the rate
limit specified by PIM Interface
Election Notification Period.

alaPimInterfaceAddress—The primary IP address of this router on this Pikérface.

page B-26

OmniSwitch AOS Release 6 Switch Management Guide  June 2013



SNMP Trap Information SNMP Traps Table

No. Trap Name Objects Family Description
101 |IpsLearnTrap IpsLearn- bridge This trap is sent when the
TrapThreshold number of bridged MACs

learned matches the configured

Learned Trap Threshhold. A trap
is then generated or every addi-

tional MAC that is learned.

IpsLearnTrapThreshold—The number of bridged MAC addresses that candmmdéel before a trap is sent.

102 gvrpVlanLimitReachedEvent alaGvrpMaxV-bridge This trap is sent when the
lanLimit number of dynamically-learned
VLANSs has reached the config-
ured limit.

alaGvrpMaxVlanL imit—The maximum number of dynamic VLANS that can beated on the system by
GVRP before a trap is sent.

103 alaNetSecPortTrapAnomaly alaNetSecPonetsec This trap is sent when an
TraplInfolfld anomoly is detected on a port.
alaNetSecPort-
TraplnfoA-
nomaly
alaNetSecPort-
TrapInfoType

alaNetSecPortTrapl nfol fld—The interface index of port on which anomaly isedéed.
alaNetSecPortTraplnfoAnomaly—The type of anomaly detected on the interface.
alaNetSecPortTraplnfoType—The nature of anomaly. Informs if system attactoeihterface is source or the
target of the anomaly

104 alaNetSecPortTrapQuarantine alaNetSecPanetsec This trap is sent when and
TraplInfolfld anomalout port quarantine is
detected.
alaNetSecPortTrapl nfol fld—The interface index of port on which anomaly isedéed.
105 udldStateChange alaUdldPortl- interface This trap is sent when the UDLD
findex state of a port has changed.
alaudldPre-
vState
alaudldCurrent-
State

alaudldPortlflndex—The interface index of the port which troggereel tfDLD trap.
alaudldPrevState—The previous UDLD state of the port - notapplieaf), shutdown (1), undetermined (2),
bidirectional (3).

alaudldCurrentSate—he current UDLD state of the port - notapplical@ly shutdown (1), undetermined (2),
bidirectional (3).

106 healthMonlpcTrap health- health This trap is sent when IPC Pools
MonlpcPool- exceed usage.
Status

healthM onl pcPool Status—The IPC Pools usage status.

107 pecmHashCollisionTrap ? eth This trap is sent when ?

bcmHashCollisionTrap—The ?
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108 healthMonCpuShutPortTrap healthModuldiealth This trap is sent when port is shut
Slot down because of a CPU spike.
iflndex
healthMod-

uleCpuLatest

healthM oduleSlot—The slot on which anomaly is detected.
iflndex—The port on which anomaly is detected.
healthM oduleCpuL atest—The average module-level CPU utilization overldtest sample period (percent).

109 arpMaxLimitReached

none This trap is sent winen t
hardware table has reached the
maximum number of entries
supported. The OS6400 will not
generate new ARP request for

new nexthops.

ip

110 ndpMaxLimitReached

none ipv6 This trap is sent wihen
hardware table has reached the
maximum number of entries
supported. The OS6400 will not
generate new ARP request for

new nexthops.

111 ripRouteMaxLimitReached

none This trap is seimen the RIP
database reaches the supported
maximum number of entries.
When the maximum number is
reached, RIP discards any new

updates.

rip

112 ripngRouteMaxLimitReached

none This trapeistsvhen the RIPng
database reaches the supported
maximum number of entries.
When the maximum number is
reached, RIPng discards any new

updates.

ripng

113 aaaHicServerTrap

aaaHSvrIpAd-aaa
dress

This trap is sent when the HIC
server is down.

aaaH SvrlpAddress—The HIC/Rem/WebDL server's IP address.

114 alaErpRingStateChanged

alakErpRingld—The unique Ring identifier.
alaErpRingState—The current state of the

alaErpRinglderp
alaErpRingState

This trap is sent when the ERP
Ring State has changed from
“Idle” to “Protection”.

Ring (0=Idle, 1=Protettio

115 alaErpRingMultipleRpl alaErpRingld erp This trapent when multiple
RPLs are detected in the Ring.

alakErpRingld—The unique Ring identifier.

116 alaErpRingRemoved alaErpRingld erp This trap i$ wéen the Ring is

alakErpRingld—The unique Ring identifier.

removed dynamically.
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117 e2eGvrpVlanMatch

esmE2EFlowVgvrp This trap is sent when GVRP

an recieves a registration for a
VLAN that is configured for
End-to-End Flow Control.

esmE2EFIowVIan—VLAN configured for The End-to-End Flow Control.

118 e2eStackTopoChange esmE2EFlowplbrt This trap is sent when the stack
an topology changes.

esmE2EFIowVIan—VLAN configured for The End-to-End Flow Control.

119 dot30amThresholdEvent dot30amEvemot3-oam This trap is sent when a local or

LogTimes- remote threshold crossing event
tamp is detected. A local threshold

dot30amEvent
LogOui
dot30amEvent
LogType
dot30amEvent
LogLocation
dot30amEvent

crossing event is detected by the
local entity, while a remote
threshold crossing event is
detected by the reception of an
Ethernet OAM Event

Notification OAMPDU that indi-
cates a threshold event.

LogWin-
dowHi
dot30amEvent
LogWin-
dowLo
dot30amEvent
LogThreshol-
dHi
dot30amEvent
LogThresh-
oldLo
dot30amEvent
LogValue
dot30amEvent
LogRunning-
Total
dot30amEvent
LogEvent-
Total

OmniSwitch AOS Release 6 Switch Management Guide ~ June 2013 page B-29



SNMP Traps Table SNMP Trap Information

No. Trap Name Objects Family Description

dot30amEventL ogTimestamp—The sysUpTime at the time of the logged event.

dot30amEventL ogOui—The OUI of the entity defining the object type. MIEE 802.3 defined events (as
appearing in [802.3ah] except for the Organizatigridnique Event TLVs) use the IEEE 802.3 OUI of
0x0180C2. Organizations defining their own Eventifitmtion TLVs include their OUI in the Event Né&ta-
tion TLV that is reflected here.

dot30amEventL ogType—The type of event that generated this entry iretrent log. When the OUl is the
IEEE 802.3 OUI of 0x0180C2, the following eventagpare defined: erroredSymbolEvent(1), erroredFRame
eriodEvent(2), erroredFrameEvent(3), erroredFrammestsEvent(4), linkFault(256), dyingGaspEvent(257),
criticalLinkEvent(258).

dot30amEventL ogL ocation—Indicates whether this event occurred locally (I(igy, or was received from
the OAM peer via Ethernet OAM (remote(2)).

dot30amEventL ogWindowHi—The time interval, in seconds, that is used to moothe “High” threshold
limit for this event. A notification is sent evetiyne the threshold is exceeded during any 5-secwomitoring
interval.

dot30amEventL ogWindowL o—The time interval, in seconds, that is used to meorthe “Low” threshold
limit for this event. A notification is sent evetiyne the threshold is exceeded during any 5-secomitoring
interval.

dot30amEventL ogThresholdHi—The “High” threshold level set for the event.

dot30amEventL ogThresholdL o—The “Low” threshold level set for the event.

dot30amEventL ogValue—The value of the event when it exceeded a thredhoid

dot30amEventL ogRunningTotal—the total number of times this event has happeimes she last reset
dot30amEventL ogEventTotal—The total number of times this event has resutieal motification.

120 dot30amNonThresholdEvent dot30amEvedbt3-oam  This trap is sent when a local or
LogTimes- remote non-threshold crossing
tamp event is detected. A local event is

dot30amEvent detected by the local entity, while
LogOui a remote event is detected by the
dot30amEvent reception of an Ethernet OAM
LogType Event Notification OAMPDU
dot30amEvent that indicates a non-threshold
LogLocation crossing event.
dot30amEvent
LogEvent-
Total

dot30amEventL ogTimestamp—The value of sysUpTime at the time of the loggeenev

dot30amEventL ogOui—The OUI of the entity defining the object type. MIEE 802.3 defined events (as
appearing in [802.3ah] except for the Organizatigrianique Event TLVS) use the IEEE 802.3 OUI of
0x0180C2. Organizations defining their own Eventifitation TLVs include their OUI in the Event Néita-
tion TLV that gets reflected here.

dot30amEventL ogType—The type of event that generated this entry iretrent log. When the OUl is the
IEEE 802.3 OUI of 0x0180C2, the following eventagpare defined: erroredSymbolEvent(1), erroredFPame
eriodEvent(2), erroredFrameEvent(3), erroredFrarcestsEvent(4), linkFault(256), dyingGaspEvent(257),
criticalLinkEvent(258).

dot30amEventL ogL ocation—Indicates whether this event occurred locally (I(igy, or was received from
the OAM peer via Ethernet OAM (remote(2)).

dot30amEventL ogEventTotal—The total number of times this event has resuheal motification.
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121 alaDot30amThresholdEventClear dot30amEvedtdt3-oam  This trap is sent when is sent
LogTimes- when a local or remote threshold
tamp crossing event is recovered.

dot30amEvent
LogOui
dot30amEvent
LogType
dot30amEvent
LogLocation
dot30amEvent
LogWin-
dowHi
dot30amEvent
LogWin-
dowLo
dot30amEvent
LogThreshol-
dHi
dot30amEvent
LogThresh-
oldLo
dot30amEvent
LogValue
dot30amEvent
LogRunning-
Total
dot30amEvent
LogEvent-
Total

dot30amEventL ogTimestamp—The sysUpTime at the time of the logged event.

dot30amEventL ogOui—The OUI of the entity defining the object type. MIEE 802.3 defined events (as
appearing in [802.3ah] except for the Organizatigrianique Event TLVS) use the IEEE 802.3 OUI of
0x0180C2. Organizations defining their own Eventifization TLVs include their OUI in the Event Néita-
tion TLV that is reflected here.

dot30amEventL ogType—The type of event that generated this entry iretrent log. When the OUl is the
IEEE 802.3 OUI of 0x0180C2, the following eventagpare defined: erroredSymbolEvent(1), erroredFRame
eriodEvent(2), erroredFrameEvent(3), erroredFrammes#sEvent(4), linkFault(256), dyingGaspEvent(257),
criticalLinkEvent(258).

dot30amEventL ogL ocation—Indicates whether this event occurred locally (I(i3, or was received from
the OAM peer via Ethernet OAM (remote(2)).

dot30amEventL ogWindowHi—The time interval, in seconds, that is used to toothe “High” threshold
limit for this event. A notification is sent evetiyne the threshold is exceeded during any 5-secwomitoring
interval.

dot30amEventL ogWindowL o—The time interval, in seconds, that is used to teorthe “Low” threshold
limit for this event. A notification is sent evetiyne the threshold is exceeded during any 5-secwomitoring
interval.

dot30amEventL ogT hresholdHi—The “High” threshold level set for the event.

dot30amEventL ogThresholdL o—The “Low” threshold level set for the event.

dot30amEventL ogValue—The value of the event when it exceeded a thredhoid

dot30amEventL ogRunningTotal—the total number of times this event has happeimes she last reset
dot30amEventL ogEventTotal—The total number of times this event has resuheal motification.
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122 alaDot30amNonThresholdEventClear dot3OamEvetit3-oam  This trap is sent is sent when a
LogTimes- local or remote non-threshold
tamp crossing event is recovered.

dot30amEvent
LogOui

dot30amEvent
LogType

dot30amEvent
LogLocation

dot30amEvent
LogEvent-
Total

dot30amEventL ogTimestamp—The value of sysUpTime at the time of the loggeentv

dot30amEventL ogOui—The OUI of the entity defining the object type. MIEE 802.3 defined events (as
appearing in [802.3ah] except for the Organizatigrianique Event TLVs) use the IEEE 802.3 OUI of
0x0180C2. Organizations defining their own Eventifitation TLVs include their OUI in the Event Né&itia-
tion TLV that gets reflected here.

dot30amEventL ogType—The type of event that generated this entry iretrent log. When the OUl is the
IEEE 802.3 OUI of 0x0180C2, the following eventagpare defined: erroredSymbolEvent(1), erroredFPame
eriodEvent(2), erroredFrameEvent(3), erroredFrarceSisEvent(4), linkFault(256), dyingGaspEvent(257),
criticalLinkEvent(258).

dot30amEventL ogL ocation—Indicates whether this event occurred locally (I(igy, or was received from
the OAM peer via Ethernet OAM (remote(2)).

dot30amEventL ogEventTotal—The total number of times this event has resuheal motification.

123 ntpMaxAssociation ntp This trap is generated wthen
the maximum number of peer
and client associations config-
ured for the switch is exceeded.

NtpM axAssociation—The maximum number of peer and client associatioaisthe switch will serve.

124 aluLicenseManagerLicenseExpired aluLicensedAipense This trap is sent when the value
plication manager of aluLicenseTimeRemaining
aluLicenseTim- becomes 0 (zero) for a demo

eRemaining licensed application. This notifi-

cation is applicable only for tem-
porary licenses. This trap can be
utilized by an NMS to inform
user about an application license
expiration.

aluLicensedApplication—String displaying the application for which thisdnse is valid.
aluLicenseTimeRemaining—Number of days remaining to evaluate this demo license.

125 vRtrLdplnstanceStateChange VvRtrLdp- Idp This trap is sent when the LDP

GenAdmin- module changes state either
State administratively or operationally.

vRtrLdp-
GenOperState

vRtrLdplnstan-
ceNotifyRea-
sonCode

VRtrLdpGenAdminState—The current administrative state of the LDP inséanc

VRtrLdpGenOper Sate—The current operational state of the LDP instance.

vRtrL dplnstanceNotifyReasonCode—The reason for the LDP instance state change (AdipiDown,
Operationally Up/Down).
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126 vRtrLdpGroupldMismatch

vRtrLdpNotify-1dp

Local-

GrouplID
vRtrLdpNoti-

fyRemote-

GrouplID

vRtrLdpNotifyL ocalGroupl D—The local Group ID.
vRtrL dpNotifyRemoteGroupl D—The remote Group ID.

This trap is sent when there is a
mismatch of local and remote
group IDs.

127 mplsXCup

mplsXClndex—The MPLS Index.

mplsXCindex mpls-Isr
mplsinSegmen-
tiflndex
mplsinSeg-
mentLabel
mplsOutSeg-
mentindex
mplsXCAdmin-
Status
mplsXCOper-
Status

This trap is generated when one
of the configured cross-connect
entries is about to leave the down
state and transition into some
other state (but not into the “Not
Present” state).

mplslnSegment!flndex—The interface index for the incoming MPLS interface
mplsinSegmentL abel—The incoming label for the segment.
mplsOutSegmentl ndex—The outgoing label for the segment.
mplsX CAdminStatus—The desired operational status of the segment (bipfidTesting).

mplsXCOper Status—The actual operational status of the segment (ud@yn(2), testing(3), unknown(4),
dormant(5), notPresent(6), lowerLayerDown(7).

128 mplsXCdown

mplsXClndex—The MPLS Index.

mplsXCindex, mpls-Isr

mplsinSegmen-
tifindex

mplsinSeg-
mentLabel

mplsOutSeg-
mentindex

mplsXCAdmin-
Status

mplsXCOper-
Status

This trap is sent when one of the
configured cross-connect entries
is about to enter the down state
from some other state (but not
from the “Not Present” state).

mplslnSegmentlflndex—The interface index for the incoming MPLS interface

mplsinSegmentL abel—The incoming label for the segment.

mplsOutSegmentl ndex—The outgoing label for the segment.

mplsXCAdminStatus—The desired operational status of the segment (bipfidTesting).

mplsXCOper Status—The actual operational status of the segment (ud@yn(2), testing(3), unknown(4),
dormant(5), notPresent(6), lowerLayerDown(7).

129 vRtrMplsStateChange

VRtrID, mpls
VRtrMplsGen-

eralAdmin-

State
VRtrMplsGen-

eralOperState

This trap is sent when the MPLS
module changes state.
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VRtrID—The LDP interface name.

VRtrM plsGeneralAdminSate—MPLS administrative state of the router (“In SeeVie the agent attempts to
enable the MPLS protocol instance for the rout®ut‘of Service” - the agent attempts to disableMiRtS
protocol instance on router).

VRtr M plsGeneralOper Sate—The current MPLS operational state of the router.

130 vRtrMplslfStateChange VRtrID mpls This trap is sent when is gener-
VRtrifindex ated when the MPLS interface
vRtrMplslIfAd- changes state.

minState
VRtrMplslIfOp-
erState

VRtrID—The LDP interface name.

VRtrlflndex—The LDP interface index.

VRtrM plsGeneralAdminSate—MPLS administrative state of the router (“In SeeVie the agent attempts to
enable the MPLS protocol instance for the rout®ut‘of Service” - the agent attempts to disableMiRL S
protocol instance on router).

VRtrM plsGeneralOper State—The current MPLS operational state of the router.

131 vRtrMplsLspUp VRtriD mpls This trap is sent when an LSP
VvRtrMplsLsplin- transitions to the 'inService' state
dex from any other state.
VRtrMplsLs-
pAdminState
VRtrMplsL-
spOperState

VRtrID—The LDP interface name.

VRtrMplsL splndex—The LSP index.

VRtrMplsL spAdminState—The desired administrative state of the LSP.
VRtrMplsL spOper Sate—The current operational state of the LSP.

132 vRtrMplsLspDown VRtrID mpls This trap is sent when an LSP
VRtrMplsLspIn- transitions out of 'inService' state
dex to any other state.
VRtrMplsLs-
pAdminState
VRtrMplsL-
spOperState
VRtrMplsLsp-
Notification-
ReasonCode

VRtrID—The LDP interface name.

VRtrMplsL splndex—The LSP index.

VRtrMplsL spAdminState—The desired administrative state of the LSP.
VRtrM plsLspOper Sate—The current operational state of the LSP.
VRtr M plsL spNoatificationReasonCode—The reason the LSP went down.

133 svcStatusChanged custld serv This trap is sent when there is a
svcld change in the administrative or
svcVpnld operating status of a service.
svcAdminStatus
svcOperStatus
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custld—The customer identifier.

svcld—The service identifier.

svcVpnld—The the VPN ID assigned to this service.
svcAdminStatus—The desired state of the service.
svcOper Satus—The the operational state of the service.

134 sapStatusChanged custld sap This trap is sent when there is a
svcld change in the administrative or
svcVpnld operating status of an SAP.
sapPortld

sapEncapValue
sapAdminStatus
sapOperStatus
sapOperFlags

custld—The customer identifier.

svcld—The service identifier.

svcVpnld—The the VPN ID assigned to this service.

sapPortld—The ID of the access port where the SAP is defined.

sapEncapValue—The value of the label used to identify the SARl@naccess port specified by sapPortld.
sapAdminStatus—The desired state of the SAP.

sapOper Satus—The operating state of the SAP.

sapOper Flags—The condition(s) that affect the operating stafuthis SAP..

135 sdpBindStatusChanged custld sdp This trap is sent when there is a
svcld change in the administrative or
svcVpnld operating status of an SDP Bind-
sdpBindld ing.
sdpBindAdmin-

Status
sdpBindOper-
Status
sdpBindOper-
Flags

custld—The customer identifier.

svcld—The service identifier.

svcVpnld—The the VPN ID assigned to this service.

sdpBindld—The SDP Binding identifier.

sdpBindAdminStatus—The desired state of the Service-SDP binding.
sdpBindOper Status—The operating status of the Service-SDP binding.
sdpBindOper Flags—The conditions that affect the operating statuthisf SDP Bind.

136 sdpStatusChanged sdpld sdp This trap is sent when there is a
sdpAdminStatus change in the administrative or
sdpOperStatus operating status of an SDP.

sdpld—The SDP identifier.
sdpAdminStatus—The desired state of the SDP.
sdpOper Satus—The operating state of the SDP.

137 sapPortStateChangeProcessed sapNotifyPortld sap s trapiis sent when the agent
has finished processing an access
port state change event, and that
the operating status of all the
affected SAP's has been updated
accordingly.

sapNotifyPortld—The ID of the port that experienced the state chang
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138 sdpBindSdpStateChangeProcessed sdpNotifySdpld sdp

sdpNotifySdpld—The SDP that experienced the state change.

his trap is sent when the agent
has finished processing an SDP
state change event, and that the
operating status of all the
affected SDP Bindings has been
updated accordingly.

139 unused NA NA
140 unused NA NA
141 unused NA NA
142 ddmTemperatureThresholdViolated iflndex This trap is sent when an SFP/
ddmNotifica- XFP/SFP+ temperature has
tionType crossed any threshold or
ddmTempera- reverted from previous threshold
ture violation for a port represented

iflndex—The interface index.

by ifindex. It also provides the
current realtime value of SFP/
XFP/SFP+ temperature.

ddmNoatificationType—The trap type for monitored DDM parameters (clealation(1), highAlarm(2), high-

Warning(3), lowWarning(4), lowAlarm(5).
ddmTemperature—The temperature, in tenths of a degree celcius.

iflndex
ddmNotifica-
tionType
ddmSupplyVolt-
age

143 ddmVoltageThresholdViolated port

iflndex—The interface index.

This trap is sent when SFP/XFP/
SFP+ supply voltage has crossed
any threshold or reverted from
previous threshold violation for a
port represented by ifindex. It
also provides the current realtime
value of SFP/XFP/SFP+ supply
voltage.

ddmNotificationType—The trap type for monitored DDM parameters (cleatdion(1), highAlarm(2), high-

Warning(3), lowWarning(4), lowAlarm(5)
ddmSupplyVoltage—The voltage, in tenths of a volt.

144 ddmCurrentThresholdViolated ifindex,

ddmNotifica-
tionType

ddmTxBiasCur-

rent

port

iflndex—The interface index.

This trap is sent when if an SFP/
XFP/SFP+ Tx bias current has
crossed any threshold or reverted
from previous threshold violation
for a port represented by ifindex.
It also provides the current real-
time value of SFP/XFP/SFP+ Tx
bias current.

ddmNotificationType—The trap type for monitored DDM parameters (clealdion(1), highAlarm(2), high-

Warning(3), lowWarning(4), lowAlarm(5).

ddmTxBiasCurrent—The current Transmit Bias Current of the SFP/XFRQa of milli-Amperes (mA).
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145 ddmTxPowerThresholdViolated ifindex port This trap is sent when an SFP/
ddmNotifica- XFP/SFP+ Tx output power has
tionType crossed any threshold or reverted
ddmTxOutput- from previous threshold violation
Power for a port represented by ifindex.

It also provides the current real-
time value of SFP/XFP/SFP+ Tx
output power.

ifIndex—The interface index.

ddmNotificationType—The trap type for monitored DDM parameters (cleataion (1), highAlarm (2),
highWarning (3), lowWarning (4), lowAlarm (5).

ddmTxOutputPower—The current Output Power of the SFP/XFP in 10s itif-ivatts (mW).

146 ddmRxPowerThresholdViolated ifindex, port This trap is sent when an SFP/
ddmNotifica- XFP/SFP+ Rx optical power has
tionType crossed any threshold or reverted
ddmRxOpti- from previous threshold violation
calPower for a port represented by ifindex.

It also provides the current real-
time value of SFP/XFP/SFP+ Rx
optical power

ifndex—The interface index.

ddmNotificationType—The trap type for monitored DDM parameters (clealdion(1), highAlarm(2), high-
Warning(3), lowWarning(4), lowAlarm(5).

ddmRxOpticalPower—The current Received Optical Power of the SFP/XFP0Ois of milli-Watts (mW).

147 halHashCollisionTrap none This trap is sent
148 alalLbdStateChangeToShutdown alaLbdPortlflnene This trap is sent when the port
dex, state changes to “shutdown”.
alaLbdPrevi-
ousState,
alaLbdCurrent-
State

alaL bdPortlflndex— The ifindex of the port from which LBD trap is sent
alal bdPreviousState—The previous state of the port on which LBD is rimgn(1 - Normal).
alaL bdCurrentState—The current state of the port on which LBD is runmni

149 alalLbdStateChangeForClearViolatiomdaLbdPortlfin- none This trap is sent when the port
All dex, state changes from “shutdown”
alaLbdPrevi- due “to clear-violation-all”.
ousState-
ClearViolatio
nAll,
alaLbdCurrent-
StateClearVi-
olationAll

alaL bdPortlflndex—The
alal bdPreviousSateClear ViolationAll—The
alaL bdCurrentStateClear ViolationAll—The
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150 alaLbdStateChangeForAutoRecovery alaLbdPortlfiene
dex,
alaLbdPrevi-
ousStateAu-
toRecovery,
alaLbdCurrent-
StateAutoRe-
covery

alal bdPortlflndex—The
alal bdPreviousStateAutoRecovery—The
alalL bdCurrentStateAutoRecovery—The

This trap is sent when the port
state changes from shutdown due
to auto-recovery mechanism

151 pimBsrElectedBSRLostElection pimBsrElectegim

BSRAddress
Type,
pimBsrElected
BSRAddress,
pimBsrElected
BSRPriority

This trap is sent when the current
E-BSR loses an election to a new
Candidate-BSR.

pimBsr ElectedBSRAddressType—The address type of the elected BSR.

pimBsr ElectedBSRAddress—The unicast address of the elected BSR.

pimBsr ElectedBSRPriority—The priority value for the elected BSR for this sek$ type. Higher values for

this object indicate higher priorities (0 - 255).

152 pimBsrCandidateBSRWinElection pimBsrCandi-pim
dateBSR

ElectedBSR

This trap is sent when a C-BSR
wins a BSR Election.

pimBsrCandidateBSR ElectedBSR—Indicates whether the local router is the electe® BS this zone.

153 alaErpRingPortStatusChanged alaErpRingldyridge
alaErpRingPor-
tifindex,
alaErpRingPort-

Status

alakErpRingld—The Ring identifier that is unique in the bridge.
alakrpRingPortlflndex—The ring port index.

This trap is sent whenever the
ring port status changes.

alakErpRingPortStatus—The ring port status: 1 - Forwarding, 2 - Blocking)

154 InkaggPortReserve traplnkaggAg-
gld,
traplnkaggPor-

tifindex

traplnkaggl d—Index value of the Link Aggregate group.
traplnkaggl flndex—Port of the Link Aggregate group.

This trap is sent when given port
of the link aggregation
goes to reserved state.

155 esmViolationRecoveryTimeout ifindex, port
esmViolation-
Recovery
Notification-
Type

iflndex—The interface index.

This trap is sent when a user port
is re-enabled after an esm viola-
tion recovery timeout.

esmViolationRecoveryNotificationType—The trap type for monitored violation-recovery pagders.
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156 alaMvrpVlanLimitReachedEvent alaMvrpMaxVmvrp This trap is sent when the num-
lanLimit ber of VLANSs learned dynami-

cally by MVRP reaches the
configured limit.

alaMvrpMaxVlanL imit—The the maximum number of dynamic VLANSs that carcteated on the system by
MVRP. If the number of VLANSs created by MVRP reasltbis limit, the system will prevent MVRP from ere
ating additional VLANSs (32 - 4094, Default = 256).

157 alaMvrpE2eVlanConflict alaMvrpVlan- mvrp This trap is sent when MVRP
Conflictinfo receives a registration for a
VLAN that is configured for End
To End Flow Control.

alaMvrpVlanConflictlnfo—The Port and VLAN on which the MVRP PDU was reciive

158 alaDhcpSrvLeaseUtilizationThreshold alaDhcpSrv- dchpsrv This trap is sent when the lease
LeaseThresh- utilization on a subnet exceeds or
oldStatus, falls below the configured

alaDhcpSrv- threshold value.
SubnetDe-
scriptor

alaDhcpSrvL easeT hresholdSatus—The threshold status of subnet utilization.
alaDhcpSrvSubnetDescriptor—The subnet Descriptor. If the subnet belongs toasex] network, this object
specifies the shared network name; otherwise gitifips the Subnet IP

159 alaDhcpClientAddressAddTrap alaDhcpClienudp relay  This trap is sent when a new IP
Address address is assigned to DHCP Cli-
ent interface.

alaDhcpClientAddress—The current IP address of the DHCP client.

160 alaDhcpClientAddressExpiryTrap  ialaDhcpClien- ip-helper  This trap is sent when the lease
tAddress time expires or when a DHCP
client unable to renew/rebind an
IP address.

alaDhcpClientAddress—The current IP address of the DHCP client.

161 alaDhcpClientAddressModifyTrap ~ @laDhcpClien- ip-helper  This trap is sent when the DHCP

tAddress, client unable to obtain the exist-
alaDhcpClient- ing IP address and a new IP
NewAddress address is assigned to the DHCP
client.

alaDhcpClientAddress—The current IP address of the DHCP client.
alaDhcpClientNewAddress—The new IP address assigned to the DHCP client.

162 alaDyingGaspTrap alaDying- interface This trap is sent when a switch
GaspSilot, has lost all power.
alaDyingGasp-
PowerSup-
plyType,
alaDyingGasp-
Time
alaDyingGaspSlot—The slot number of the chassis whose NI is goingrdo

alaDyingGaspPower SupplyType—The type of the power supply.
alaDyingGaspTime—The time of the failure.
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163 alaTestOamTxDoneTrap alaTestOam-  bridge After a configured time interval,
ConfigTestld, this trap is sent to the NMS from
alaTestOam- Generator switch when the test
Config- duration expires.
SourceEndpoi
nt,
alaTestOam-
ConfigTestld-
Status

alaTestOamConfigTestl d—A unique name to identify the entries in the table.

alaTestOamConfigSour ceEndpoint—The the local or transmitting switch. For bidirectal test, this also
identifies the analyzer switch.

alaTestOamConfigTestldStatus—The test status (not started, running, stoppedeand

164 alaTestOamRxReadyTrap alaTestOam-  bridge This trap is sent to the NMS once
ConfigTestld, the switch with Analyzer or
alaTestOam- Loopback Role is ready to
Config- receive test traffic. Once this trap
SourceEndpoi is received, the Generator is acti-
nt, vated for generating test traffic.
alaTestOam-
ConfigTestld-
Status

alaTestOamConfigTestl d—A unique name to identify the entries in the table.

alaTestOamConfigSour ceEndpoint—The the local or transmitting switch. For bidirectal test, this also
identifies the analyzer switch.

alaTestOamConfigTestldStatus—The test status (not started, running, stoppeceand

165 alaTestOamTestAbortTrap aIaTest_Oam- bridge This trap is.sent to thg NMS from
ConfigTestld the switch, if the test is aborted
during takeover.

alaTestOamConfigTestld—A unique name to identify the entries in the table.
166 Reserved40 NA NA

167 Reserved4l NA NA

168 alaSaalPIterationCompleteTrap alaSaaCtrlOwn- system This trap is sent when an IP SAA
erindex, iteration is completed.
alaSaaCtriT-
estindex,
alaSaalpResult-
sTestRunIn-
dex,
alaSaacCtrlLas-
tRunResult,
alaSaaCtrlLas-
tRunTime
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alaSaaCtrlOwner I ndex—An owner name to identify entries in the table.sTisi currently not supported and

its value will always be the string 'USER'.

alaSaaCtrlTestIndex—A unigue name to identify the entries in the talblee name is unique across various

SNMP users.

alaSaal pResultsTestRunl ndex—Identifies the row entry that reports results fairggle OAM test run. The

value of this object starts from 1 and can go @ptoaximum of alaSaaCtrIMaxHistoryRows.

alaSaaCtrlLastRunResult—The result of the latest SAA test iteration: 1 -ddtermined, 2 - Success, 3 -
Failed, 4 - Aborted.

alaSaaCtrlLastRunTime—The date and time at which the last iteration ef$\A was run.

169 alaSaaEthiterationCompleteTrap ~ alaSaaCtrlOwn- system This trap is sent is sent when a
erlndex, Eth-LB or Eth-DMM SAA
alaSaaCtrlT- iteration is completed.
estindex,
alaSaaEthoam-
ResultsT-

estRunIndex,
alaSaaCtrlLas-

tRunResult,
alaSaaCtrlLas-

tRunTime

alaSaaCtrlOwner Index—An owner name to identify entries in the table.sTisicurrently not supported and

its value will always be the string 'USER'.

alaSaaCtrlTestIndex—A unique name to identify the entries in the tablee name is unique across various

SNMP users.

alaSaaEthoamResultsTestRunl ndex—identifies the row entry that reports results fairegle Eth-LB/DMM

test run. The value of this object starts from d ean go upto a maximum of alaSaaCtriMaxHistoryRows

alaSaaCtrlLastRunResult—The result of the latest SAA test iteration: 1 -ddtermined, 2 - Success, 3 -
Failed, 4 - Aborted.

alaSaaCtrlLastRunTime—The date and time at which the last iteration of the SAA was run.

170 alaSaaMaclterationCompleteTrap system This trap is sent

alaSaaM acl terationCompleteTrap—A

171 aaaHiCserverChangeTrap aaaHSvrIpAd- aaa This trap is sent when the active
dress, HIC server is changed from.to
aaaHSvrCurrl- primary.
pAddress

aaaH SvrIpAddress—The HIC/Rem/WebDL server's IP address.
aaaH Svr CurrlpAddress—The current active HIC server's IP address.

172 aaaHicServerUpTrap aaaHSvrIpAd- aaa This trap is sent when at least one
dress, of the HIC servers comes UP.
aaaHSvrRole,
aaaHSvrName

aaaH SvrlpAddress—The HIC/Rem/WebDL server's IP address.
aaaHSvrRole—The HIC Server’s role.
aaaHSvrName—The HIC Server’s name.
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173 alalLldpTrustViolation agental- aip This trap is sent when there is an
readyexiston- LLDP Trust Violation, and gives
port , the reason for the violation.

agentalreadyex-
istonother-
port,

chassisidsub-
typemiss-
match

agentalreadyexistonport (1)—There is already one trust agent exists on the @iy one trust agent can be
allowed on a port.

agentalreadyexistonotherport (2—The same agent is already present on anotherAortgiven remote
agent shall be part of only on port.

chassisidsubtypemissmatch (3)—The Chassis ID subtype does not match the confiigsubtype.

174 alaStackMgrincompatibleModeTrap none This trap is sent
175 alaEsmDBChange interface This trap is sent
176 alaDHLVlanMoveTrap alaDHLSes- vlan When linkA or linkB goes down
sionID, or comes up and both ports are
alaDHLPort- are part of some vlan-map, this
From, trap is sent to the Management
alaDHLPortTo, Entity, with the DHL port
alaDHLVlan- information.
MoveReason

alaDHL SessionlD—The DHL Session ID for which alaDHLVIanMoveTrap dsdo be sent to the Manage-
ment Entity.

alaDHL PortFrom—The the port, either linkA or linkB, from whichvlemapped vlans have joined to other
port due to linkUp or linkDown as specified by atldD/lanMoveReason.

alaDHL PortTo—The the port, either linkA or linkB, to which vlanapped vlans have joined from other port
due to linkUp or linkDown as specified by alaDHLYiMoveReason

alaDHLVIanM oveReason—The reason for Vlan Movement from one port to aaofiort.

177 esmPortViolation ifindex, interface This trap is sent when an
esmPortViola- interface is shut down by a
tionValue feature due to violation.

ifiIndex—The interface that was shut down due to the viomati
esmPortViolationValue—The reason the interface was shut down.

bEniSecurityBlockPortNone(0) No App blocking thisrp

bEniSecurityBlockPortENI(1) ENI App blocking thisg
bEniSecurityBlockPortSTP(2) STP App blocking thistpo
bEniSecurityBlockPortLPSS(3) LPS Shutdown App blagkihis port
bEniSecurityBlockPortQoS(4) QoS App blocking thistpo
bEniSecurityBlockPortUDLD(5 UDLD App blocking thisopt

bEniSecurityBlockPortETHBLK(6) ETHBLK App blockindnis port
bEniSecurityBlockPortNISUP(7) NISUP App blockingghgort

bEniSecurityBlockPortLLDP(8) LLDP App blocking thiort
bEniSecurityBlockPortRFP(9 ) RFP App blocking that
bEniSecurityBlockPortLinkMon(10) LinkMon App blockinthis port
bEniSecurityBlockPortLFP(11) LFP App blocking thisrp

bEniSecurityBlockPortLPSD(12) LPS Discard App bloakihis port
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178 stpLoopGuardError vStpPortCon-  stp This trap is sent by a bridge
figlfindex, when a port enters the Loop
vStpNumber inconsistent state (ERR state).

vStpPortConfigl flndex—The ifindex of the port for which this entry contaiSpanning Tree Protocol man-
agement information.
vStpNumber—The Spanning Tree number identifying this instanadid range from 1 to 65535.

179 stpLoopGuardRecovery vStpPortCon-  stp This trap is sent by a bridge when
figlfindex, a port leaves the Loop
vStpNumber inconsistent state (ERR state).

vSpPortConfiglflndex—The ifindex of the port for which this entry contaiSpanning Tree Protocol man-
agement information.
vStpNumber—The Spanning Tree number identifying this instanadid range from 1 to 65535.

180 alaTestOamGroupTxDoneTrap alaTestOam- bridge This trap is sent from the Genera-
Config- tor DUT, once the test-duration
Groupld, for the Test OAM Group has
alaTestOam- expired on it. Once the test-dura-
GroupConfig- tion has expired, the Generator
SourceEndpoi DUT sends the trap after some
nt, time interval (around 5 to 10
alaTestOam- seconds).
GroupConfig-
Status

alaTestOamConfigGroupl d—A unique name that identifies the Test OAM Groupiestin the table.
alaTestOamGroupConfigSour ceEndpoint—Identifies the local or transmitting DUT for thestésroup. For
bi-directional tests, this also identifies the gmat DUT.

alaTestOamGroupConfigStatus—The Test OAM Group Status (Not Started/Running/SéaipEnded).

181 alaTestOamGroupRxReadyTrap alaTestOam-bridge This trap is sent once the DUT

Config- with Analyzer or Loopback Role
Groupld, is ready to receive the test traffic.

alaTestOam- Once this trap is received, the
GroupCon- Generator is activated for
figDestinatio generating the test traffic for the
nEndpoint, Test OAM Group.

alaTestOam-
GroupConfig-
Status

alaTestOamConfigGroupl d—A unique Name that identifies the Test OAM Grougpriestin the table.
alaTestOamGroupConfigDestinationEndpoint—Identifies the the remote DUT for the Test Grougr. &ni-
directional tests, this identifies the analyzer DB®r bi-directional tests, this identifies the DUT that needs to
activate the loopback function.

alaTestOamGroupConfigStatus—The Test OAM Group Status (Not Started/Running/géappEnded).

182 alaTestOamGroupAbortTrap bridge This trap is fent the DUT if
the Test is aborted for the Test
OAM Group during takeover or
if any of the NIs go down

alaTestOamConfigGroupl d—A unique Name that identifies the Test OAM Grougpriestin the table.
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183 alaDhcpBindingDuplicateEntry iphelperDhcp$one This trap is sent to in response to
noopingBind- MAC Movement in the DHCP-
ingMacAddre Binding Table, MAC Address,
SS, VLAN, Previous ifIndex,
iphelperDhcpS- Current ifindex.
noopingBind-
ingVlan,
iphelperDhcpS-
noopingBind-
inglfindex,

iphelper DhepSnoopingBindingM acAddress—The MAC Address sub-index identifying this instance
iiphelper DhepSnoopingBindingVlian—The DHCP client VLAN.

iphelper DhepSnoopingBindingl findex—The Ifindex sub-index identifying this instance. It is the the inter-
face from which the DHCP request is coming.

184 esmStormThresholdViolationStatus ifindex, interface This trap is sent when a User Port
esmStormViola- receives ingress traffic above the
tionThresh- configured value.
oldNotificatio
nType,
esmStormViola-
tionThresh-
oldTraffic
Type

ifindex—The IF Index of the port.

esmSormViolationThresholdNotificationType—The trap type genrated by storm control featurenfgh or
low threshold (Clear Violation/High Alarm/Low Alarm

esmSormViolationThresholdTrafficType—The type of trap generated by the storm contrdufesfor high
or low threshold (Broadcast/Multicast/Unicast).

185 Reserved42 NA NA

186 Reserved43 NA NA

187 Reserved44 NA NA

188 poePowerBudgetChange poePowerBudhassis This trap is sent when any further

getChange temperature increase will cause
Slot, POE power budget rampdown.

poePowerBud-
getOld,

poePowerBud-
getNew,

poePowerBud-
getChan-
geReason
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poePower BudgetChangeSlot—The slot number on which the POE power budget cliinge
poePower BudgetOld—The PoE power budget before the event (Range =00). 9
poePower BudgetNew—The PoOE power budget after the event (Range = 0©). 90
poePower BudgetChangeReason—The reason for PoE power budget change:
e User Configured (1) - Configured by the user
e Temp Threshold Crossed (2) - Temperature crossethteshold level
e Temp Threshold Normal (3) - Temperature back tonmabr
e Power Supply Changed (4) - Oower supply changed, (@om primary to backup power supply)
e Unknown (7) - Unknown.

189 alaDBChange chassis

One—Desc Here.
Two—Desc Here.

190 alaStackMgrincompatibleLicenseTrap alaStack-  chassis This trap is snt when the license
MgrSlotNI- information for a slot is not the
Number, same as the primary element
alaStackMgrPri- license information.

maryLicense

alaStackM gr SlotNI Number—The slot number of the switch in the stack.
alaStackM grPrimaryL icense—The license type of the primary switch in the stack

191 chassisTrapsLowFlashSpace physicallndehassis This trap is sent when the free
chassisFree flash space falls below the set
FlashSpace minimum level.

physicall ndex—The Phisical Index for the current primary contradule.
chassisFree FlashSpace—The amount of free space, in KBytes, availabldadurrent primary control mod-
ule.

192 aaaAuthenticationFalureTrap aaaAuthSys-aaa This trap is sent when user authi-

Name, entication fails.

aaaAuthlpAd-
dress,

aaaAuthPort,

aaaAuthUser-
Name,

aaaAuthType,

aaaAuthFailure-
Reason

aaaAuthSysName—The system name.

aaaAuthlpAddress—The IP address of the switch sending the authdititeequest.
aaaAuthPort—The authentication request port.

aaaAuthUser Name—The authentication user name.

aaaAuthType—The type of authentication that took place.
aaaAuthFailureReason—The reason authentication failed.

193 alaKerberosReqTimeoutTrap aaa

One—Desc Here.
Two—Desc Here.

194 alaKerberoslnactivityTimerExpi- aaa
ryTrap

One—Desc Here.
Two—Desc Here.

195 alaKerberosRateLimitExceed aaa
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One—Desc Here.
Two—Desc Here.

196 unpMcLagMacignored alaDaUnpMacéda-unp This trap is sent when a MAC/
Addr User is dropped because the
alaDaUnpSour- VLAN does not exist or UNP is
celpAddr not enabled on the MCLAG..
alaDaUnpNa-
tiveVlan
alaDaUnpVlan
alaDaUnpM-
CLAGId

alaDaUnpMacAddr—The MAC that failed to get configured on peer cigss

alaDaUnpSour cel pAddr—The IP address of the MAC that failed to get camfiggl on peer chassis.
alaDaUnpNativeVlan—The native VLAN of MCLAG on which the MAC ingressed
alaDaUnpVlan—The VLAN on which the MAC was classified on thedbchassis.

alabaUnpM CLAGId—The Link Agg Id for MCLAG..

197 unpMcLagConfiginconsistency alaDaUnpConda-unp This trap is sent when a configu-
mandType ration becomes “Out of Sync".
alaDaUnpName
alaDaUnpMacA
ddrl
alaDaUnpMacA
ddr2
alaDaUnpl-
pAddr
alaDaUnplp-
Mask
alaDaUnpVlan-
Tag
alaDaUnpM-
CLAGId

alaDaUnpCommandType—Indicates which configuration command is out-ofayumpConfigCmd (1),
macRuleConfigCmd (2), macRangeRuleConfigCmd (FuipConfigCmd (4), vlanTagRuleConfigCmd (5),
authServerUnpConfigCmd (6), authServerTimerConfigiGi#), dynamicVlanConfigCmd (8), lagConfigCmd
(9), dynamicProfileConfigCmd (10).

alaDaUnpName—Indicates which UNP Profile is out-of-sync. If tkdés no UNP Profile associated, a zero
length string is sent.

alaDaUnpMacAddr 1—The MAC for MAC rule or the lower limit of MAC RarmgRule.
alaDaUnpMacAddr2—The upper limit of MAC Range Rule.

alaDaUnplpAddr—The IP address in the IP Rule.

alaDaUnplpMask—The IP Mask of the IP address in the IP Rule.

alaDaUnpVlanTag—The VLAN VLAN Tag Rule. A zero value means it istrapplicable.

alaDaUnpM CLAGId—The Link Agg ID for MCLAG..

198 Reserved45 NA NA
199 Reserved46 NA NA
200 Reserved47 NA NA
201 Reserved48 NA NA
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202 Reserved49 NA NA

203 Reserved50 NA NA

204 multiChassislpcVlanUp multiChassis- multi-chas- Indicates the operational status

TraplpcVlan sis

multiChassisTrapl pcVlan—The multi-chassis IPC VLAN number.

for the multi-chassis communica-
tion VLAN is Up.

205 multiChassislpcVIanDown multiChassis- multi-chas-
TraplpcVlan sis

multiChassisTrapl pcVlan—The multi-chassis IPC VLAN number..

Indicates the operational status
for the multi-chassis communica-
tion VLAN is Down.

206 multiChassisMisconfigurationFailure  multiChassis-multi-chas-
TrapFailure sis

multiChassisTrapFailure—Indicates multi-chassis failure.

This trap is sent when there is a
multi-chassis misconfiguration
possibly due to inconsistent
Chassis ID, Hello-Interval or IPC
VLAN.

207 multiChassisHellolntervalConsisFail  multiChassis-multi-chas-
TrapFailure sis

multiChassisTrapFailure—Indicates multi-chassis failure.

This trap is sent when there is an
inconsistency between the local
and peer hello interval.

208 multiChassisStpModeConsisFailure  multiChassismulti-chas-
TrapFailure sis

multiChassisTrapFailure—Indicates multi-chassis failure.

This trap is sent when there is an
inconsistency between local and
peer spanning tree path cost
mode.

209 multiChassisStpPathCostModeConsmultiChassis- multi-chas-
isFa TrapFailure sis

multiChassisTrapFailure—Indicates multi-chassis failure.

This trap is sent when ther is an
STP path cost mode consistency
falure.

210 multiChassisVflinkStatusConsisFail- multiChassis- multi-chas-
ure TrapFailure sis

multiChassisTrapFailure—Indicates multi-chassis failure.

This trap is sent when there is an
MCM Virtual Fabric Link status
consistency falure.

211 multiChassisStpBlockingStatus multiChassis-multi-chas-

TrapStp- sis
BlockingVlan
List,

multiChassis-
TrapVFL,

multiChassis-
StpStatus

This trap is sent when the STP
status for some VLANS on the
Virtual Fabric Link is in a block-
ing state.
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multiChassisTrapStpBlockingVIanList—The VLANS with STP in the Blocking State. Up to YBANSs are
displayed, seperated by comas.

multiChassisTrapVFL—The multi-chassis Virtual Fabric Link interface.

multiChassisStpStatus—The multi-chassis STP administrative status.

212 multiChassisLoopDetected multiChassis-multi-chas- This trap is sent when a loop is
TrapFailure sis detected over the multi-chassis
aggregates.

multiChassisTrapFailure—Indicates multi-chassis failure.

213 multiChassisHelloTimeout multiChassis- multi-chas- This trap is sent when the Hellow
TrapFailure sis Timer expires.

multiChassisTrapFailure—Indicates multi-chassis failure.

214 multiChassisVflinkDown multiChassis- multi-chas- This trap is sent when the Virtual
TrapFailure sis Fabric Link goes down

multiChassisTrapFailure—Indicates multi-chassis failure.

215 multiChassisVFLMemberJoinFailure  multiChassis-multi-chas- This trap is sent when
TrapVFL, sis a port configured as a virtual
multiChassis- fabric member is unable to join
TrapV- the virtual fabric link
FLMemberPo
rt,
multiChassis-
TrapDiagnos-
tic
multiChassisTrapVFL—The multi-chassis Virtual Fabric Link interface.
multiChassisTrap VFL Member Port—The multi-chassis VFL member port number.
multiChassisTrapDiagnostic—The reason a port configured as virtual-fabric hems unable to join the vir-
tual-fabric link - 1. Duplex Mode, 2. Speed..

216 multiChassisGroupConsisFailure multiChassisimulti-chas- This trap is sent when there is an
TrapFailure sis inconsistency between local and
peer chassis group.

multiChassisTrapFailure—Indicate multi-chassis failure.

217 multiChassisTypeConsisFailure multiChassisimulti-chas- This trap is sent when there is an
TrapFailure sis inconsistency between local and
peer chassis type.

multiChassisTrapFailure—Indicate multi-chassis failure.

218 alaSIPSnoopingACLPreemptedBy- physicallndex, sip-snoop- This trap is sent when a SIP
SOSCall aluSIPSnoopin- ing snooping RTP/RTCP ACL entry

gEndedCalll- is preempted by an SOS call.
pAddrA,

aluSIPSnoopin-
gEndedCalll-
pAddrB,

aluSIPSnooping
EndedCallL4
portA,

aluSIPSnooping
EndedCallL4
portB
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physicall ndex—The port where the trap originated.

aluS| PSnoopingEndedCalll pAddrA—The ended call IP address for direction A to B.
luSIPSnoopingEndedCalllpAddrB—The The ended call IP address for direction B to A.
aluS| PSnoopingEndedCallL 4portA—The ended call L4 port for call direction A to B.
aluS| PSnoopingEndedCallL 4portB—The ended call L4 port for call direction B to A.

219 alaSIPSnoopingRTCPOverThreshold aluSIPSnoogsip This trap is sent when one or
gActiveCalll- more RTCP parameters exceeds
pAddrA, the threshold limit.

aluSIPSnoopin-
gActiveCalll-
pAddrB,
aluSIPSnooping
ActiveCallL4
portB,
aluSIPSnoopin-
gActiveCall-
StatsJitterViol
ationsA,
aluSIPSnoopin-
gActiveCall-
StatsRtdViola
tionsA,
aluSIPSnoopin-
gActiveCall-
StatsMosViol
ationsA,
aluSIPSnoopin-
gActiveCall-
StatsRfactorV
iolationsA

aluSlI PSnoopingActiveCalllpAddr A—The active call IP address for call direction ABto

aluSl PSnoopingActiveCalllpAddrB—The active call IP address for call direction BAto

aluSl PSnoopingActiveCallL 4portB—The active call L4 port for call direction B to A.

aluSl PSnoopingActiveCall StatsJitter ViolationsA—The active call RTCP jitter violation percentage dall
direction A to B.

aluSI PSnoopingActiveCall StatsRtdViolationsA—The active call round trip delay violation percegedor
call direction A to B.

aluS| PSnoopingActiveCall StatsM osViolationsA—The active call MOS violations percentage for daié-
citon A to B.

aluSl PSnoopingActiveCallStatsRfactor ViolationsA—The active call Rfactor violation percentage fdi ca
direction A to B.

220 alaSIPSnoopingRTCPPktsLost physicalindex  sip This trap is sent when RTCP
packets are lost due to rate limit-

ing.

physicall ndex—The port where the trap originated.

221 alaSIPSnoopingSignallingLost physicallndex  sip Thap is sent when when SIP
signalling messages are lost due
to rate limiting.

physicall ndex—The port where the trap originated.
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222 chassisTrapNiBPSLessAllocated- physicallndex, chassis This trap is sent when insuffi-
SytemPower chasNiRequest- cient system power is provided
edBpsSys- by the BPS.
temPower,
chasNiGrant-
edBpsSys-
temPower

physicall ndex—The port where the trap originated.
chasNiRequestedBpsSystemPower—The requested system power from the BPS (0 - 126).
chasNiGrantedBpsSystemPower—The granted system power from the BPS (0 - 126)

223 chassisTrapsBPSStateChange chasTrapsB&t&ssis This trap is sent when the BPS is
PowerSupply, inserted or removed.
chasTrapsBPS
EventAlert

chasTrapsBPSPower Supply—The type of BPS:
* Not Applicable (0)
® BPS Syspower 1 (1)
® BPS Syspower 2 (2)
® BPS POE Power 1 (3)
* BPS POE Power 2 (4)
® BPS POE Power 3 (5)
chasTrapsBPSEventAlert—The type of BPS alert:
* Not Applicable (0)
® BPS Plugged (1)
* BPS Unplugged (2)

224 chassisTrapsNiBPSFETStateChange  physicallndehassis This trap is sent when the BPS
chasTrapsBPS- FET state chantgs.
System-
FETChange,
chasTrapsBPS-
PoeFETChan
ge

physicall ndex—The port where the trap originated.
chasTrapsBPSSystemFETChange—The FET state.
chasTrapsBPSPoeFETChange—The POE FET state.
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C PM Family Command

Mapping

This appendix lists the different Partition Managein(PM) Families and mapping of CLI commands/
command sets to the PM family, for important Lagemd Layer 3 features:

PM Family / Table Name

Command Name/ Commands Set

PM_FAMILY_CHASSIS

rcep
rrm

rls

system commands

stack set commands
hash-control commands
reload commands

show ni

show cmm

show chassis

show system

show module commands
show stack commands

PM_FAMILY_SYSTEM_SERVICES

cd

move
pwd
chmod
mkdir
attrib
rmdir
freespace
Is

fsck

dir

tty
rename
rz

rm

delete

cp

show tty
mv
update commands
show hardwareinfo
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PM Family / Table Name

Command Name/ Commands Set

PM_FAMILY_SESSION_MGMT

command-log

kill

who

session commands

show session config

show session xon-xoff
show command-log status

PM_FAMILY_TFTP

tftp

PM_FAMILY_TELNET_FTP

telnet
Scp
ftp
ftp6
sftp

PM_FAMILY_SSH

ssh commands
ssh6 commands
scp-sftp

show ssh config

PM_FAMILY_SNMP

snmp commands
show snmp commands
show trap commands

PM_FAMILY_WEBMGT

http commands
https commands

PM_FAMILY_SCP_SFTP

sftp6 commands

PM_FAMILY_NTP

ntp commands
show ntp commands

PM_FAMILY_IPROUT_RIP

ip rip commands
show ip rip commands

PM_FAMILY_IPROUT_OSPF

ip ospf commands
show ip ospf commands

PM_FAMILY_IPROUT_ISIS

ip isiscommands
clear isiscommands
show ip isiscommands
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PM Family / Table Name

Command Name/ Commands Set

PM_FAMILY_IPROUT_IPRM

ip route-map commands
ip static-route commands
ip redist commands

ip access-list commands
show ip redist

vrrp commands

PM_FAMILY_IPROUT_BGP

ip bgp commands

ip bgp neighbour commands

ip bgp policy commands

show ip bgp commands

ip bgp graceful-restart commands

PM_FAMILY_IPROUT

ip interface tunnel

ip load ospf

ip load bgp

ip load isis

ip interface dhcp-client commands
ip interface commands

ip managed-interface commands
show ip interface

show ip managed-interface

PM_FAMILY_IPMSROUT

show ipv6 pim ssm group

PM_FAMILY_FILE_MGMT newfs

Vi

more
PM_FAMILY_DSHELL telnet

telnet6
PM_FAMILY_DNS view
PM_FAMILY_DEBUG update fpga sfm

debug http sessiondb

PM_FAMILY_XIP

[ldp commands

show lldp commands
amap commands
show amap commands

PM_FAMILY_802_1Q
(PARTM_EUP_AREA_VLAN_TABLE)

vlan vid 802.1g commands
show 802.1q commands
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PM Family / Table Name Command Name/ Commands Set

PM_FAMILY _AUTH_VLANS 802.1x commands
802.1x captive portal commands
802.1x auth-server-down commands
show 802.1x commands
show 802.1x captive-portal commands
show 802.1x auth-server-down
commands

PM_FAMILY_AAA aaaradius-server commands
aaa radius agent preferred commands
aaa tacacs+-server commands
aaa ldap-server commands
aaa ace-server commands
system fips commands
show system fips-status commands
aaa test-radius-server commands
aaa authentication vlan commands
aaa avlan commands
aaa tacacs command-authorization
commands
aaa authentication commands
aaa certificate-password commands
aaa accounting commands
avlan commands commands
aaa classification-rule commands
aaa avlan commands
aaa hic commands
show aaa commands
show user commands
show avlan user commands
802.1x kerberos
aaa kerberos commands
show aaa kerberos
clear aaa kerberos

PM_FAMILY_VLAN vlan vid commands

(PARTM_EUP_AREA_VLAN_TABLE) vlan port commands
protocol commands
show vlan commands

ether net-service commands
show ether net-service commands
clear ethernet-service commands
loopback-test commands
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PM_FAMILY_SPAN_TREE bridge commands
spantree commands

show bridge commands
show spantree commands

PM_FAMILY_BRIDGE ethoam fault-alarm-time
ethoam fault-reset-time
erp-ring commands
show erp commands
clear erp statistics

PM_FAMILY_BRIDGE ethoam commands
(PARTM_EUP_AREA_ETHOAM_TABLE) clear ethoam commands
show ethoam commands

efm-oam commands
show efm-oam commands
clear efm-oam commands

PM_FAMILY_BRIDGE, port-security commands
(PARTM_EUP_AREA MAC_FILTERING_TABLE) show port-security commands

mac-address-table commands

sour ce-learning commands

show mac-address-table commands
sour ce-learning commands

PM_FAMILY_LINK_AGG static linkagg commands
static agg commands
lacp linkagg commands
dhl num commands
show dhl commands
show linkagg commands

PM_FAMILY_PORT_MIRR_MON port mirroring commands
port monitoring commands
show port mirroring commands
show port monitoring commands

PM_FAMILY_RMON rmon commands
show rmon commands

PM_FAMILY_SYSTEM_SERVICES saa commands
show saa commands

PM_FAMILY_INTERFACES udld commands
(PARTM_EUP_AREA_ PHYSICAL_TABLE) show udld commands
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PM Family / Table Name

Command Name/ Commands Set

PM_FAMILY_DA_UNP

unp commands
show unp commands

PM_FAMILY_QOS

loopback-test commands
show loopback-test

PM_FAMILY_BFD

ip bfd-std commands

show ip bfd-std commands

ip bfd-std interface commands
show ip bfd-std interfaces
vrrp bfd-std

vrrp track address bfd-std

PM_FAMILY_VRRP

Vrrp commands
vrrp3 commands
show vrrp commands
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Firmware upgrade Files  8-12
Instruction File  8-12
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banner

login  2-19
pre-login text  2-20
boot.cfg file  5-4, 5-16

Emergency Restore  5-36

C

cd command 1-9
certified directory  5-4

copying to working directory  5-21, 5-26
Chassis Management Module

see CMM
chmod command 1-16
CLI 6-1
application examples  6-7, 6-23
domains and families  10-18
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specifications  6-2
CLI usage
verify information about  6-24
CMM 5-1

application examples  5-6
boot.cfg file 5-4
cancelling a reboot  5-15, 5-20, 5-24
certified directory  5-4
checking reboot status  5-15
configuration files  5-4
copying
certified directory to working directory 5-21, 5-26
running configuration to working directory 5-16
working directory to certified directory 5-20, 5-25
displaying current configuration  5-22, 5-29
displaying switch files  5-23
image files 5-4
managing 5-14
rebooting 5-14, 5-24
rebooting from the working directory  5-18, 5-25
running configuration  5-4, 5-5
scheduling a reboot  5-15, 5-24
specifications  5-3
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working directory  5-4
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verify information about  5-37
CMM scenarios  5-6
lost running configuration  5-6
rollback to previous software  5-9
running configuration saved to working directory  5-7
working directory saved to certified directory  5-8
Command Line Interface
see CLI
community strings ~ 3-10

Automatic Remote Configuration network components 6 8- configuration apply command  7-2, 7-4

TFTP File Server 8-6

for a specific timeperiod 7-5
configuration cancel command 7-7
configuration error-file limit command 7-8
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configuration file
application examples  7-2
specifications  7-2
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errors  7-7
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configuration syntax check 7-8
console port 2-5
copy certified working command 5-21
copy flash-synchro command 5-27
copy running-config working command 5-17
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cp command 5-36
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application examples 10-8

D

date 1-37,7-4
Daylight Savings Time
see DST

defaults

login  2-3

NTP 4-2

SNMP  3-3
startup  10-6
switch security  11-2
user accounts  10-2
WebView 12-2
delete command 1-16
DES encryption 3-11
dir command 1-10
directories
certified
flash 1-8
managing 5-14

network  1-27

working  1-27, 5-4
Directory Contents

verify information about  1-36
DNS resolver 2-22

Domain Name Server

see DNS resolver

DSA key
Secure Shell
DST 1-39

1-27,5-4

11-11

E
editor

vi 7-9
Emergency Restore

application examples  5-30
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end-user profile command 10-8, 10-22
end-user profile port-list command 10-22
end-user profile vlan-range command 10-22
errors  7-7
exitcommand 1-24, 2-16
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File Configuration

verify information about  7-14
file management

application examples  1-30
specifications  1-2

files

attributes  1-16

boot.cfg 5-4
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image 1-28, 5-4

names 7-11
permissions 1-16
snapshots  7-10

text 7-9
filters 6-19
traps 3-5

freespace command 1-18

fsck command 1-18

FTP 2-9

FTP client 1-21, 2-9

ftp command 1-21, 1-22, 2-9, 2-10
FTP server 1-20

ftp6 command 1-22

H
help 6-5
HTTP

web browser 2-6
http port command 12-3
http server command 12-3
http ssl command 12-3
https port command 12-4

|

image files 5-4

ip domain-lookup command 2-22
ip domain-name command 2-22
ip name-server command 2-22

K
keywords 6-5

L

LDAP accounting servers
Authenticated Switch Access
LDAP servers
for switch security  11-4
logging into the switch
application examples  2-4
login
defaults 2-3
specifications  2-2
login banner  2-19
login settings
verify information about  2-23

11-12
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see MIBs
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memory 1-18
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industry standard  3-16
mkdir command 1-11
more command 6-18, 7-9
mv command 1-31

network administrator user accounts
application examples  10-7
Network Management Station
see NMS
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see NTP
NMS 3-8
NTP  4-1

application examples  4-4
configuring  4-9
client 49,411
defaults 4-2
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specifications  4-2
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ntp broadcast command 4-9, 4-11
ntp broadcast-delay command 4-9
NTP client
broadcast delay 4-9
broadcast mode 4-9, 4-11
ntp client command 4-3, 4-9, 4-11
NTP Configuration
verify information about 4-14
ntp key command 4-12
ntp key load command 4-12, 4-13
NTP server
designating  4-10
minimum poll time ~ 4-10
preferred server 4-11
Synchronization Tests  4-10
version number  4-11
ntp server command 4-3, 4-10

o
OSPF
specifications  2-23

P

partition management 3-13
password command 10-11
passwords
expiration 10-14
global settings  10-9
minimum length ~ 10-13
user-configured  10-11
pre_banner.txt file  2-20
Prefix Recognition  6-11
application examples  6-12
prefixes 6-11
primary CMM
swapping with the secondary  5-28
synchronizing with secondary  5-26
prompt  6-13, 6-17
prompt prefix command 6-13
pwd command 1-8

RADIUS accounting servers
Authenticated Switch Access  11-12
RADIUS servers
for switch security 11-4
RAM 5-4
rcp command  1-17
reboot
cancelling 5-15, 5-20, 5-24
checking status  5-15
primary  5-14, 5-24
scheduling  5-15, 5-24
secondary 5-24
working directory  5-18, 5-25
reload cancel command 5-15, 5-20
reload command 5-15, 5-24
reload secondary command 5-24
reload working command 5-18
rls command 1-17
rmdir command 1-13
rrm command 1-17
running configuration 5-4, 5-5
copying to working directory 5-16
rzcommand 1-26

S

screen
display 6-17
prompt  6-13, 6-17
secondary CMM
managing files  1-17
swapping with the primary  5-28
synchronizing with primary  5-26
Secure Shell  2-5,2-11, 11-9
algorithms  2-13
DSAkey 11-11
key exchange 2-13
managing the switch  11-11
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Secure Socket Layer

WebView 12-3
security

SNMP  3-10
session banner command 2-19
session login-attempt command 2-21
session login-timeout command  2-21
session prompt command  6-17
session timeout command 2-21
sftp command 1-23, 2-17
sftp6 command 1-23, 1-34
SHA

authentication 3-11
show command-log command 6-16
show command-log status command 6-16
show configuration status command  7-3, 7-7
show history command 6-13
show ip helper command 7-3
show microcode command 5-23, 6-10
show microcode history command 5-23
show ntp client command 4-4
show ntp client server-list command 4-3
show ntp server status command 4-3
show prefix command 6-12
show reload command 5-15
show running-directory command 5-22, 5-29
show snmp community map command 3-10
show snmp mib family command 3-15, 6-23
show snmp station command 3-4
show snmp trap replay command 3-14
show user command 3-5, 3-11, 10-7
snapshots  7-10, 7-14

SNMP
access for user accounts  10-20
agent 3-7

application examples  3-4
browser 2-6

defaults 3-3

management station 3-8
manager 3-7

security  3-10, 3-12
specifications  3-2

traps table B-2

versions 3-8

snmp community map mode command 10-19
SNMP configuration

verify information about 3-26
snmp security command  3-12, 10-19
snmp trap filter command 3-6
software rollback

configuration scenarios  5-6
specifications

CLI 6-2

CMM 5-3
configuration file  7-2

file management 1-2

SNMP  3-2

switch security  11-2
user database 10-2
ssh command 2-14, 2-16
SSL

HTTPS port 12-4

see Secure Socket Layer
startup

defaults 10-6

switch

rebooting 5-14, 5-24
switch security

defaults 11-2
specifications  11-2
syntax 6-3

syntax checking  6-11
System Clock  1-37
system date command 1-37
system time command 1-38
system timezone command 1-37

T

tables
displays 6-18
filters 6-23

takeover command 5-28
Telnet 2-5, 2-7

telnet command 2-7

time 1-38,7-4

time zone 1-37

timed sessions  7-4
cancelling 7-7

future timed session  7-5
Trap Filters

application examples  3-5
Traps 3-13

traps

authentication 3-14
families  3-13

filters 3-13
management 3-14
tty command 6-17

U
user accounts
defaults 10-2
for switch access  10-4
saving settings  10-10
SNMP access 10-20
user command 3-5, 10-8, 10-15, 10-23, 11-7
creating a user 10-11
user configuration
verify information about  10-32
user database
specifications  10-2

login  2-2 switch management 11-5
NTP  4-2 user password-expiration command 10-14
OSPF 2-23 user password-size min command 10-13
Index-4 OmniSwitch AOS Release 6 Switch Management Guide  June 2013



Index

users
see user accounts
UTC 4-1

\'"/

verbose mode 7-9
vicommand 1-14

W

WebView  12-1

accessing WebView 12-8
adjacencies 12-19
application examples  12-5
browser setup  12-2

CLI commands 12-3
configuring the switch ~ 12-8
defaults 12-2

disabling 12-3

enabling 12-3

HTTP port  12-3

on-line help  12-21
Secure Socket Layer 12-3
Webview

Configuring the Switch ~ 12-8
who command 2-15, 6-20
whoami command 6-21
wildcards 6-23

working directory 5-4
copying to certified directory 5-20, 5-25
write memory command 5-17

y 4
Zmodem 1-26
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