. iBootBar
] )-dataprobe,

Overview

The Certificate Utility (CUU.exe) is designed to create and distribute Secure Socket Layer (SSL)
certificates to iBootBars and the PCs that communicate them. Although the iBootBar comes from
the factory with a certificate installed, this certificate common name is Dataprobe iBB, and will
generate a warning message when connecting to the iBootBar when using SSL. For most
customers, this error message can be easily ignored and secure connection to the iBootBar
continues. For customers with special circumstances, the CU was designed to facilitate creation and
distribution of SSL Certificates tailored to a specific iBootBar, eliminating the error message entirely.
There are two methods that can be used to create and distribute the certificates

1. Self Signed Certificates. A Self-signed certificate is the most common approach. In this
approach, the CU generates multiple certificates, each unique and based on the IP address, or
DNS name of each iBootBar. The CU also provides the means to install the certificate on the
iBootBar, making it easy to generate and distribute. Upon initial connection to the iBootBar, the
user will be offered an opportunity to install the certificate from the iBootBar. This is done once
for each browser on the PC and each iBootBar.
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Self Sign Method

= Step 1: Using the CU,
create one unigue
Certificate based on the IP
3 Address of each iBootBar.

Step 2: Usethe CUto
upload the Certificates to

e each iBoot Bar

Step 3: Upon connecting

v R 0 to the iBootBar, each PC

accepts the certificate

i m<: installed in the iBootBar.

REF: iBootBar_CertUtil_v080320e
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2. Root Certificate Authority. The Root Certificate Authority method pre installs the certificates
required in both the PC and the iBootBar. This eliminates the need for accepting the certificate

from each iBootBar on each PC. The Root Certificate is generated and installed in each PC prior
to communication with the iBootBar. The Root Certificate also is used, along with the IP address

or domain of the iBootBar, to generate the certificates that are installed in the iBootBar.
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Root Certificate Authority Method

Step 1: Create A Root Certificate
Authority (CA) using the Certificate
Upload Utility (CU).

Step 2: Install the CA into any PCs
that need to communicate with the
iBootBars.

Step 3: Create certificates for each
iBootBar using the CU. Each
certificate is unique and based on the
C/A and the iBootBars IP Address or
domain name.

Step 4: Install the certificate into the
iBootBar(s) using the CU.
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Method 1. Self Signed Certificates

(T Certificate Upload Utility

Step 1. Create a Self Signed Certificate

Select Task

a. Open the CU

(+ Create a Self Signed Certificate

b. Click on Create a Self Signed Certificate L iSisranomncatfiat ey

(" Create a Certificate Authorty Signed Certificate

(of Click Next

" Upload a Certificate

d. Enter the Required Information about
the Self Signed Certificate in the fields
as shown.

Certificate Name: This is the filename
for the certificate. _ wet [ Bt
Common Name: Usually the IP address e
of the iBootBar that that will use the
certificate (7 Certificate Upload Utility

Enter Certificate Information

e. Enter the Optional Information if desired
Required Infromation
f. CIICk NeXt When done Certificate Marne: |iBootBar2
) . . Commen Mame (IP Address): |192, 168.1.43
g. The CU will generate the required files

and store them in the
<install_directory/Certs> subdirectory.*

Cptional Infor mation

Country: |u5n
H State or Province: Mew Jersery
h. Click Home when Done. |
City or Location: |n||endale
Organization: |Datapr0be Inc
Qrganizational Unik: |Engineering
Back. | Mext | Exit |

info

(T Certificate Upload Utility

Generating Certificate..

Building Certificate
CerksliBootBarz. key
CertsliBootBarZ. pem
CertsiiBootBarZkey  pem
CertsliBootBar2s. pem
CertsliBootBar2, der
CertsiiBootBarz, doc

DOME

* Vista Users: See Appendix A for file location
information

Haorne Exit

info
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Step 2. Upload the Certificate to the

iIBootBar
a. Open the CU (in necessary)
b. Click on Upload a Certificate
C. Click Next
d. Enter or Browse to the location of the

certificate files. The default location is
<install_directory\Certs\>

e. Enter the IP address of the iBootBar to
upload the certificate to.

f. Click on Next

g. The certificate upload progress is
displayed. When complete, Click Home

h. After receiving the certificate, the
iBootBar needs to be rebooted, via the
CLI (Telnet, Serial) or the front panel
switch. This will not affect the status of
the outlets.

(7 Certificate Upload Utility

Select Task

(" Create a Self Signed Certificate
(" Create wour own Certificate Authority

(" Create a Certificate Authorky Signed Certificate

info

(F: Certificate Upload Utility

Select Certificate to Upload

Certificate:

|C:'|,Program Files\Certificate Upload Ukility! Certs\iBootBar2. doc

Browse

IP Address to Upload to;
192,168, 1 . 43

Back. Mexk | Ezxit |

=
=,
(=

Security Alert

Information you exchange with this site cannot be viewed or
s changed by athers. However, there iz a problem with the site's
zecUity certificate.

& The security certificate wasz izsued by a company you hawve
niot chosen to trust. Yiew the certificate to determine whether
youl want to trust the certifving autharity,

a The secunty certificate date iz vald,

The securty certificate has a valid name matching the name
of the page pou are tying to view.

Do wou want to proceed?

Yes ] | No i [Eiew Certificate
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Step 3. Use the Certificate in a Browser.

Internet Explorer

Upon connection to the iBootBar with the new
certificate, the following warning will be
displayed.

If you click on Yes: The certificate will be
installed for this session only. Each time you
access this iBootBar, the same warning will be
displayed.

To permanently install this certificate:

a. Click on View Certificate

b. Click on Install Certificate. The import
wizard will begin. Click on Next

c. Select Certificate Store location.
Automatic is preferred.

d. Review and accept the Security Warning.
Click Yes to install the certificate
permanently

192,168.1.43

Thumbprint {shal): SCO0DESE 235FA329 81047380 CFD47DEC C2489575
Warning:
acknowledge this risk.

Do yiou want ko install this certificate?

‘Windows cannot validate that the certificate is actually from "192.168.1,43", You should confirm its origin by contacting "192. 168, 1.43", The Following number will assist you in this process:

IF wou install this root certificate, \Windows will automatically trust any certificate issued by this CA, Installing a certificate with an unconfirmed thumbprint is a security risk, IF vou dick "Yes" you

Security Alert E|

r.‘r‘l Infarmation you exchange with this site cannot be viewed or
?. changed by others. However, there iz a problem with the site's
! zecurity certificate.

& The zecurity certificate was izsuad by a company pou have
niot chosen to trust. View the certificate ta determing whether
you want to trust the certifying authority.

e The zecurity certificate date is walid.

The zecurity certificate haz a valid name matching the name
of the page vou are tying to view.

Do pou want to proceed?

Yes ] L Mo | ’ Wiew Certificate ]

Z I
Certificate Elgl 3

General | Details | Certification Path

Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to: 192.168.1.43

Issued by: 192.168.1.43

valid from 3/5/2008 to 3/3j2015

Install Certificate...

Certificate Import Wizard fgl

Certificate Store
Certificate stores are system areas where certificates are kept,

Windows can automatically select a certificate store, or you can specify a location For
(%) Automatically select the certificate store hased on the bype of certificate

() Place all certificates in the Following store

- [ < Back ” Mext = ][ Cancel ]

Security Warning !

' ‘fou are about to install a certificate from a certification authority (CA) claiming to represent:
LY




iBootBar Certificate Upload Utility

Page 6

Firefox

a.

Upon connection, select either
Accept this certificate permanently or
Accept this certificate temporarily for
this session.

Click OK

Website Certified by an Unknown Authority

Unable to verify the identity of 192.168.1.43 as a krusted site,

Possible reasons For this error:
- Your browser does not recognize the Certificate Authority that issued the site's certificate.
- The site's certificate is incomplete due to a server misconfiguration.

- ¥ou are connected o a site pretending to be 192,163,1.43, possibly to obkain your
confidential information,

Please notify the site's webmasker about this problem.

EBefore accepting this certificate, wou should examine this site's certificate carefully. Are vou
willing to to accept this certificate for the purpose of identifying the Web site 192,165.1.437

Examine Certificate..,

() accept this certificate permanenthy
(%) Accept this certificate temporarily For this session

) Do not accept this certificate and do not connect to this Web site

[ ok | [ Cancel
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Method 2. Root Certificate Authority

(T Certificate Upload Utility
Step 1. Create a Root Certificate Select Task
Authority

(™ Create a Self Signed Certificate

a. Openthe CU

f* i_reate vour own Certificate Authoriby:

b. Click on Create your own Certificate (™ Create a Certificate Authorty Signed Certificate
Authority " Upload a Certificate
c. Click Next

d. Enter the Required Information about the
Self Signed Certificate in the fields as
shown.

Certificate Name: This is the filename for
the certificate. {7 Certificate Upload Utility
Common Name: This name identifies the
Certificate to the web browser. Choose a

Enter Certificate Information

name that will identify its source. RegurEdinramaton
Certificate Mame: iBoatBarz
e. Enter the Optional Information if desired Common Hame (IF Address}: l152.168.1.43
f.  Click Next when done Optianal Informatian
Country: |US.°.

g. The CU will generate the required files and et PG s Hew Jersey
store them in the <install_directory/CA> ity or Location: lallendale
su bd I reCtO ry'* Qrganization: |Dataprobe Inc

h Cl k H h D Organizational Unit: |Engineering

. ick Home when Done.
Back. | Mext | Exit |

i. Install the Root Certificate into you Browser infa

(T: Certificate Upload Utility

Generating Certificate..

Euilding Certificate
Chibookbar2. pem
CAlboatbar2key. pem
Chibootbar2.der

DOME

Home

=X
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Step 2. Install the Root Authority
Certificate into one or more PCs
Using Internet Explorer

a. Navigate to the location of the Root
Certificate

b. Double click on the .der file matching the
filename of the certificate.

c. Click on Install Certificate. The import
wizard will begin. Click on Next

d. Select Certificate Store location. Automatic
is preferred.

e. Review and accept the Security Warning.
Click Yes to install the certificate
permanently.

Repeat step two for all PCs that need to
communicate securely with the iBootBars.
Copy the three files created in this step to each
of the PCs and install the Root Authority
Certificate in each.

File

eBack - \_) lﬁ /I__\J Search | Folders v

address || CriPragram Files\Certificate Upload UtilityiCa "l £ Go
ibootharl . der

iboothar 1, pem

ibootbarkey, pem

Edibootbarz, der

iboothar?, pem
ibootharzkey. pem

Edit  Wiew Faworites Tools  Help

File and Folder Tasks =

- Make a new Folder

@ Publish this Folder bo the
Wb

ted Share this Folder

Other Places

Details

{ Certificate

General | Detais | Certification Path

Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to: 192,168,143

Issued by: 102.163.1.43

valid from 3/5/2008 to 3j3j2018

Install Certificate. .. Issuer Statement

Certificate Import Wizard fz\

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location For
(%) Automatically select the certificate store based on the type of certificate

(O Place all certificates in the Following store

‘ Browse. ..

- < Back “ Mext > 1[ Cancel
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Step 3. Create Certificates for each
iBootBar using the Root
Authority Certificate.

a. Open the CU

b. Click on Create a Certificate Authority
Signed Certificate

C. Click Next

d. Enter or Browse to the Root Certificate
Authority file location (default is
<install_directory/CA>* and select the
.pem file matching the name of the
Certificate Authority created above.

e. Enter or Browse to the key file
(*key.pem) matching the name of the
Certificate Authority created above.

f. Click Next

AN

19Z2,168.1,43

Thurnbprint (shal): SCODDESE 235FAZ29 §10A7350 CFD47DBC C2459875
Warning:
acknowledge this risk,

Do wou wantk to install this certificate?

You are about ta install a certificate fram a certification autharity (CA) claiming ta represent:

‘windows cannot validate that the certificate is actually from "192.165.1.43". You should confirm its arigin by contacting "192.165.1.43". The Following number will assist you in this process:

If you install this root certificate, Windows will aukomatically trust any certificate issued by this CA. Installing a certificate with an unconfirmed thumbprint is a security risk, If you click "Yes" you

(F: Certificate Upload Utility

Select Task

" Create a Self Signed Certificate

™ Create vour own Certificate Autharity

{* Lreate a Certificate Authorty Signed Certificate;

™ Upload a Certificate

infa

(T Certificate Upload Utility

Select Certificate Authority

Root Certfificate Authaority Certificate:

|C:'|,Pr0gram Files\Certificate Upload UtilityCA\ibootbar2 . pem Brawse
Root Certfificate Authority Key:
|C:'|,Pr0gram Files\Certificate Upload Utility\CalibootbarZkey . pem Brawse

Back Exit:

=
2
(=

B=1ES

Security Warning !
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g.

Enter the Required Information about
the Certificate in the fields as shown.

Certificate Name: This is the filename
for the certificate.

Common Name: Usually the IP address
of the iBootBar that that will use the
certificate.

Enter the Optional Information if desired
Click Next when done

The CU will generate the required files
and store them in the
<install_directory/Certs> subdirectory.*

Click Home when Done.

Repeat Step 3 for each iBootBar.

* Vista Users: See Appendix A for file location

information

(T Certificate Upload Utility

Enter Certificate Information

Required Infromation

Cettificate Name: |iBootBar2

Comman Mame (IP Address): |192, 1668.1.45

Optional Infor mation

Courntry: |LISA
State or Province: |New Jersey
City or Location: |A||endale
Organization: |Datapr0be Inc
Qrganizational Unik; |Engineering
Back |

(T Certificate Upload Utility

Generating Certificate..

=,
(=

Building Certificate
Certs)iBootBarZ key
CertsiBootBarz . pem
Certs)iBootBar2key . pem
Certs|iBootBar2s. pem
CertsliBootBar? . der
CertsiBootBarz . doc

DOME

Home

Exit
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Step 4. Upload the Certificate into the

iIBootBar
a. Open the CU (in necessary)
b. Click on Upload a Certificate
C. Click Next
d. Enter or Browse to the location of the

certificate files.

e. Enter the IP address of the iBootBar to
upload the certificate to.

f. Click on Next

g. The certificate upload progress is
displayed. When complete, Click Home

h. After receiving the certificate, the
iBootBar needs to be rebooted, via
Telnet or the front panel switch. This
will not affect the status of the outlets.

Repeat Step 4 for each iBootBar.

(& Certificate Upload Utility

Select Task

(" Create a Self Signed Certificate
(" Create your own Certificate Authority

(" Create a Certificate Authorty Signed Certificate

(F: Certificate Upload Utility

Select Certificate to Upload

Certificate:

|C:'|,Pr0gram Files\Certificate Upload Utility\CertsiiBootBar2. doc

IF Address to Upload to:
192,168, 1 . 43

Back. Mext

=

Browse

Exit

All PCs with the same Root Authority Certificate installed will be able to Create and
upload certificates to any iBootBars, and to access all the iBootBars with certificates
made from that same Root Authority Certificate, regardless of which PC created the

certificate.
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Appendix A

CU Vista Compatibility Files

The Windows Vista Operating system will not allow programs to write to any directory in the “Program
Files” directory. It stores them in a Virtual Store location on the hard drive. This does not prevent CU
from locating them when uploading the compiled certificates. It does, however, hide them from Windows
Explorer as shown below:

=)

(7]

| ‘ C'rganize

Marme = Date modified Type Size

Favorite Links |
This folder is emnpty. l

E:i Documents

E- Pictures

@ Music

(4 Recenthy Changed
E Searches

b Public

Folders ”~

! , 0 items

In this picture no virtually stored files are shown. To gain access to the Certificates stored in this
directory simply click on Compatibility Files. This feature is only available to the user that was logged in
when the files were created.
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After clicking in Compatibility Files all the files in the virtual store directory become visible and shown

below:

F

o

ElREEms

,

The Security Certificate Files can now be copied to anywhere else on the computer.

Documents

] Pictures

Music
Recently Changed
Searches

Public

Folders

6 itermns

MName

vorite Links
SljeffsCa
L jeffsCA.pem
L |jeffsCAkey.pem
SlvistaCA
L | vistaCA.pem

| |vistaCAkey.pem

Date modified

3/3/2008 9:33 AM
3/3/2008 9:33 AM
3/3/2008 9:33 AM
2/25/2008 10:18 AM
2/25/2008 10:18 AM
2/25,/2008 10:18 AM

Type

Security Certificate
PEM File

PEM File

Security Certificate
PEM File

PEM File

Size

1KB
1KB
1KB
1KB
1KB
1KB

The Security Certificate files are the files that can be imported into the browser.




